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Preface

These are the proceedings of CaL.C 2001, the first conference devoted to cryp-
tography and lattices. We have long believed that the importance of lattices
and lattice reduction in cryptography, both for cryptographic construction and
cryptographic analysis, merits a gathering devoted to this topic. The enthusiastic
response that we received from the program committee, the invited speakers, the
many people who submitted papers, and the 90 registered participants amply
confirmed the widespread interest in lattices and their cryptographic applica-
tions.

We thank everyone whose involvement made CaL.C such a successful event;
in particular we thank Natalie Johnson, Larry Larrivee, Doreen Pappas, and the
Brown University Mathematics Department for their assistance and support.

March 2001 Jeffrey Hoffstein, Jill Pipher, Joseph Silverman
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An Overview of the Sieve Algorithm for the
Shortest Lattice Vector Problem

Miklés Ajtai, Ravi Kumar, and Dandapani Sivakumar

IBM Almaden Research Center
650 Harry Road, San Jose, CA 95120
{ajtai,ravi,siva}@almaden.ibm.com

We present an overview of a randomized 2°(™) time algorithm to compute
a shortest non-zero vector in an n-dimensional rational lattice. The complete
details of this algorithm can be found in [2].

A lattice is a discrete additive subgroup of R". One way to specify a lattice is
through a basis. A basis B = {by,...,b,} is a set of linearly independent vectors
in R™. The lattice generated by a basis B is L = L(B) = {Z?:l cibi | ¢ € Z}.
The shortest lattice vector problem (SVP) is the problem of finding a shortest
non-zero vector (under some norm, usually ¢5) in L. The a-approximate version
of SVP is to find a non-zero lattice vector whose length is at most « times the
length of a shortest non-zero lattice vector.

SVP has a rich history. Gauss and Hermite studied an equivalent of SVP
in the context of minimizing quadratic forms [4[7]. Dirichlet formulated SVP
under the guise of diophantine approximations. Using the convex body theorem,
Minkowski gave an existential bound on the shortest vector in a lattice [13].

Though the extended Euclidean GCD algorithm can be used to solve SVP
in two dimensions, the first algorithmic breakthrough in n dimensions was ob-
tained in a celebrated result of Lenstra, Lenstra, and Lovasz [10], who gave
an algorithm (the LLL algorithm) that computes a 27/2_approximate shortest
vector in polynomial time. This was improved in a generalization of the LLL al-
gorithm by Schnorr [T4], who obtained a hierarchy of algorithms that provide a
uniform trade-off between the running time and the approximation factor. This
algorithm runs in n®MWEO®) steps to solve a kO %) _approximate SVP. For in-
stance, a polynomial-time version of this algorithm improves the approximation
factor obtained by the LLL algorithm to 2"(legleen)*/logn Kannan [8] obtained
a 20(n1ogn) time algorithm for the exact SVP. The constant in the exponent of
this algorithm was improved to about 1/2 by Helfrich [6]. Recently, Kumar and
Sivakumar solved the decision version of n3-approximate SVP in 20" time [9].

On the hardness front, SVP for the L., norm was shown to be NP-complete
by van Emde Boas [3]. Ajtai [I] proved that SVP under the ¢ norm is NP-hard
under randomized reductions. Micciancio [12] showed that the a-approximate
SVP remains NP-hard for any o < /2. Lagarias, Lenstra, and Schnorr [I1]
showed that n-approximate SVP is unlikely to be NP-hard. Goldreich and Gold-
wasser [5] showed that y/n/logn-approximate SVP is unlikely to be NP-hard.

We sketch a randomized 29 algorithm for SVP (in £5 norm) for a lattice L
in R™. In fact, in 29(") time, our algorithm can find all a-approximate shortest
vectors for any constant o > 1.

J.H. Silverman (Ed.): CaLC 2001, LNCS 2146, pp. 1-3] 2001.
© Springer-Verlag Berlin Heidelberg 2001



2 Miklés Ajtai, Ravi Kumar, and Dandapani Sivakumar

We make a few simplifying assumptions about the lattice L: (1) the length of
shortest vector is at least 1 and at most 2 — this can be realized by appropriately
scaling L; (2) the length of the longest vector in the basis is at most 20(n) __
this can be realized by appropriate applications of the LLL algorithm.

We create a large (sides of exponential length) parallelepiped P that is fairly
close to being a cube. Then we uniformly sample a large number of lattice points

21,...,2n, N =290 from PN L, and to each sample z;, we add a uniform
perturbation vector y; of expected length O(1) to obtain a sequence of points
x1,...,zN. For each perturbed lattice point z;, we will keep track of two lattice

points: its “true identity” z;, and an “approximator” a;, initially set to 0.

Then, we use the following sieve procedure — given sufficiently many points
in R™ of length at most R, identify a small set of “representatives” from the set
of points and a large set of “survivors” such that for every survivor point, there
is a representative at distance at most R/2. We repeatedly apply the sieve to
the vectors x; —a;; for each survivor x; —a; with representative z; —a;, we know
that the distance between x; — a; and x; — a; is about half the distance between
z; and a;. Therefore, a; + x; — a; is a better approximation to z;, and since
x; is close to its true identity z;, we define the new approximator for z; to be
a; + z; — a;. In these steps, once the true identity of a point is revealed, we will
not use it in the future. We repeat this process until the distance between the
points and their approximators are bounded by another constant. Finally, if z;
still survives and has an approximator a;, output the lattice point w; = z; — a;.
Since both z; and a; are close to x;, with high probability, the length of w; is
bounded by a constant. We will denote this process as the basic algorithm.

Note that if the basic algorithm stops with a non-zero w;, we already have a
constant factor approximation algorithm for SVP. To ensure that w; is non-zero
with good probability and to obtain the shortest vector, we make the following
argument. Let u denote a shortest vector in L. Let w = w; be a lattice point
of constant length that is output by the procedure above. Let x be a sample
point from which w was obtained, and let z € L be the true identity of x. Since
the perturbations are small, we can argue that the probability (conditioned on
x being a sample) that one of z £ u is the true identity of x is at least 2-0(n)
times the probability that z is the true identity of xz. Furthermore — and this
is the crucial point — the basic algorithm is oblivious to the true identity of x.
Using this fact, we will argue that for some w, w + u has at least 279 times
the probability of w to be the output of the basic algorithm. Since the number
of lattice points in the ball of constant radius around the origin is at most 20"
we obtain that there is at least one w € L whose probability of being output is
at least 279 and w + u has the probability of being output at least 2~
Therefore, by repeating the basic algorithm 2°(") times we can ensure that with
high probability both w and w + u are output. Thus, the final algorithm is
the following: repeat the basic algorithm 2°(™ times, take all possible pairwise
differences of the points output by the basic algorithm, and output the shortest
of these vectors.

More details of this algorithm can be found in [2].
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Low Secret Exponent RSA Revisited

Johannes Blémer and Alexander May

Department of Mathematics and Computer Science
University of Paderborn, 33095 Paderborn, Germany
{bloemer,alexx}@uni-paderborn.de

Abstract. We present a lattice attack on low exponent RSA with short
secret exponent d = N° for every § < 0.29. The attack is a variation of an
approach by Boneh and Durfee [4] based on lattice reduction techniques
and Coppersmith’s method for finding small roots of modular polynomial
equations. Although our results are slightly worse than the results of
Boneh and Durfee they have several interesting features. We partially
analyze the structure of the lattices we are using. For most § < 0.29
our method requires lattices of smaller dimension than the approach by
Boneh and Durfee. Hence, we get a more practical attack on low exponent
RSA. We demonstrate this by experiments, where d > 0.265.

Our method, as well as the method by Boneh and Durfee, is heuristic,
since the method is based on Coppersmith’s approach for bivariate poly-
nomials. Coppersmith [6] pointed out that this heuristic must fail in some
cases. We argue in this paper, that a (practically not interesting) variant
of the Boneh/Durfee attack proposed in [4] always fails. Many authors
have already stressed the necessity for rigorous proofs of Coppersmith’s
method in the multivariate case. This is even more evident in light of
these results.

Keywords: Low secret exponent RSA, cryptanalysis, Coppersmith’s
method, lattice reduction.

1 Introduction

In this paper we consider the problem of breaking the RSA cryptosystem for
short secret keys. An RSA public key is a pair (N, e) where N = pq is a product
of two n-bit primes. The corresponding secret key d is chosen such that it satisfies
the equation

ed=1 (mod $¢(N)),

where ¢(N) = (p — 1)(¢ — 1).

The first result showing that RSA is insecure, if the secret key is too small,
is due to Wiener. In 1990, Wiener [20] showed that d < £ N°2° leads to a poly-
nomial time attack on the RSA system. Wiener’s method is based on continued
fractions. Basically, Wiener showed that d is the denominator of some conver-
gent of the continued fraction expansion of e/N. A variant of Euclid’s algorithm
computes the continued fraction expansion of a number. Since N, e both are
public, this shows that d can be computed efficiently from the public key (V, e).

J.H. Silverman (Ed.): CaL.C 2001, LNCS 2146, pp. 4119 2001.
© Springer-Verlag Berlin Heidelberg 2001
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Recently, Boneh and Durfee [4] proposed an attack on RSA, that shows that
RSA is insecure provided d < N%292, Unlike Wiener’s attack, the attack by
Boneh and Durfee is a heuristic. It builds upon Coppersmith’s result for finding
small solutions of modular polynomial equations [6]. Coppersmith’s method for
the univariate case is rigorous but the proposed generalization for the multivari-
ate case is a heuristic. More precisely, Boneh and Durfee show that for a small

secret key d, the number s = —pQﬂ can be found as a small solution to some
modular bivariate polynomial equation. Once s is known, one can immediately
solve the equations s = —pTﬂ and N = pq for the unknowns p and ¢. Using

Coppersmith’s method, which in turn is based on the famous L3-lattice reduc-
tion algorithm, Boneh and Durfee reduce the problem of finding s to finding a
common root of two bivariate polynomials f(z,y), g(x,y) over the integers. As
proposed by Coppersmith, finding a common root of f, g is done by first comput-
ing the resultant r(y) of f, g with respect to the variable z. Provided r # 0, the
parameter s, and hence the factorization, can be found by computing the roots
(over Z) of r. Unfortunately, this method, as well as any other method based
on Coppersmith’s approach for multivariate polynomiald], fails if the resultant
r is identically 0. As it has never been proved that r # 0, the Boneh/Durfee
approach is heuristic.

In this paper we study the method by Boneh and Durfee in more detail.
In Section [d] we propose a new lattice for cryptanalysing low secret exponent
RSA with d < N°2%_ The new approach uses the same heuristical assumption as
Boneh/Durfee. Although the new attack does not improve the bound d < N?-292
of Boneh and Durfee [4], it has several advantages. First, the lattice dimension
is reduced. Therefore, in practice we are able to get closer to the theoretical
bounds. Second, the new lattice basis is triangular. This leads to rather simple
proofs. Third, the new lattice basis takes advantage of special properties of the
lattice vectors. We believe that some of our structural results in Section [ can
be applied to other applications of Coppersmith’s method as well.

Actually, Boneh and Durfee present three different variations of the Copper-
smith methodology to break RSA versions with small secret exponent d. The
first one works for d < N'/4, hence this variant basically reproduces Wiener’s
result. The second variation of Boneh and Durfee works for d < N%-2%, Finally
they have a method that works for d up to V0292,

We made the experimental observation, that the first method of Boneh and
Durfee, supposed to work for d < N/ always failed. In fact, in all experiments
the resultant r mentioned above was identically zero. Although one cannot re-
cover the factorization by resultant computation, we show that RSA with secret
key d < %Nl/‘l can be broken using lattice reduction in dimension 2. In fact,
we show that for an appropriately chosen lattice, a shortest vector in the lattice
immediately reveals the secret key d.

Since we have not found examples where the other two variants for d < N9-284
and d < N%292 described by Boneh and Durfee fail, this observation in no
way invalidates the results of Boneh and Durfee. On the other hand, this is

! This includes among others [1[4I8/12].



6 Johannes Blomer and Alexander May

to our knowledge the first case mentioned in literature, that an application of
Coppersmith’s approach fails in general. Some authors [6]14] already pointed
out that the heuristic must fail in some cases, but no general failure has been
reported for real applications of the method.

Although we are not quite able to rigorously analyze the Boneh and Durfee
method for d < N/, in Section[[ we prove several results that almost completely
explain the behavior observed in experiments. Many authors already stressed the
necessity of a rigorous analysis of methods based on Coppersmith’s approach in
the multivariate case. This is even more evident in light of our results.

In Section [ we give experimental results for our new attack on RSA with
short secret key d. We carried out cryptanalysis of secret keys up to d < N9-278,
We also compared our experimental results with the experimental results of
Boneh and Durfee. In [B], they only provided examples with d < N?26°, In all
cases we considered, our method was faster.

2 The Boneh-Durfee Lattice

In this section we review the lattice attack by Boneh and Durfee on low exponent
RSA. For an introduction into lattice theory and lattice basis reduction, we refer
to the textbooks [9II7]. Descriptions of Wiener’s RSA attack and the method
of Coppersmith can be found in [6]120]. For a good overview of RSA attacks, we
refer to a survey article of Boneh [2].

Let d < e’. We assume that the size of e is in the order of the size of N. If e
is smaller, the attack of Boneh and Durfee becomes even more effective (see [4],

section 5).
All known attacks on RSA with short secret exponent focus on the identity
N N+1
edzlmod% & ed+kj<T++s>:1, (1)
where k € Z, s = —pTﬂ and d are unknown quantities. Since e < @, we obtain
k < d. Boneh and Durfee [4] look at equation () modulo e.
N+1
k<T++s> —1=0mode

They define the polynomial

flzy) =2(A+y) -1

with A = % Let X = e and Y = €%°. We know, that f has a root (29, y0) =
(k, s) modulo e, that satisfies |zg| < X and |yo| < Y. To transform the modular
equation into an equation over the integers, Boneh/Durfee use a theorem of
Howgrave-Graham [I1]. Given a polynomial p(z,y) = Y, ; a; ja'y’, we define

the norm |p(z,y)|* = Zi,j a?’j.

4,3
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Theorem 1 (Howgrave-Graham [11]). Let p(z,y) be a polynomial which is
a sum of at most w monomials. Suppose that p(xo,yo) = 0 mod €™ for some
positive integer m, where |xo| < X and |yo| < Y. If |p(zX,yY)| < e™/v/w, then
p(xo,y0) = 0 holds over the integers.

Next, Boneh and Durfee define polynomials
gi,k(x7 y) = xifk(x7 y)emik and hj,k:(xv y) = yjfk(xv y)emik

for a given positive integer m.

In the sequel, the polynomials g; , are referred to as x-shifts and analogously
the polynomials h;  are referred to as y-shifts. By construction, the point (zo, yo)
is a root of all these polynomials modulo e™. Thus, we can apply Howgrave’s the-
orem and search for a small norm linear combination of polynomials g; ;. (zX, yY")
and h; x(zX,yY). This is done by using the L? lattice reduction algorithm. The
goal is to construct a lattice that is guaranteed to contain a vector shorter than
em/\/w.

Boneh and Durfee suggest to build the lattice spanned by the coefficient
vectors of the polynomials g; i, hj i for certain parameters ¢, j and k. For each
k=0,...,m,they use the z-shifts g; x(zX,yY") fori = 0, ..., m—k. Additionally,
they use the y-shifts h;j for j =0,...,t for some parameter ¢.

In the sequel, we call the lattice constructed by Boneh and Durfee the lattice
Lpp. The basis for Lgp is denoted by Bgp. The lattice Lgp is spanned by the
row vectors of Bpp. Since the lattice depends on the parameters m and ¢, we
sometimes refer to the parameters by Bgp(m,t) to clarify notation.

It is easy to see, that the basis vectors of lattice Lpp form a triangular
matrix. We give an example of the lattice basis for the parameter choice m = 2
and t = 1.

Bpp(2,1) =

i 1 T Ty | 22 2y 22y? Y zy? 2%y ]
e? |e?

ze? e X

fe |—e| eAX eXY

r2e? e2X?

xzfe —eX eAX? eX?Y

21 |—24X —2XY |A2X?22AX?%Y X?Y?

ye? e’y

yfe eAXY —eY eXY?
Ly f? —2AXY A2X?Y 2AX?%Y? Y —2XY? X?Y3 |

Boneh and Durfee showed for § < 0.284, one can find m,t such that an
L3-reduced basis of Lpp contains vectors short enough to apply Howgrave’s
theorem and factor the modulus N. This was improved in the same paper to
0 < 0.292 by using non-triangular lattice bases. This is up to now the best
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bound for cryptanalysis of low secret exponent RSA. The attack works under
the assumption that polynomials obtained from two sufficiently short vectors in
the reduced basis have a non-vanishing resultant. Although heuristic, no failure
of the method for sufficiently large § is known.

Boneh and Durfee also argue that using ¢ = 0, that is only x-shifts are used
to construct a lattice basis, one obtains already an attack working for § < 0.25.
This reproduces Wiener’s result. However, experiments show that the method
of Boneh and Durfee never works when using only z-shifts. In Section Bl we will
explain why this is the case. Of course, this failure of the Boneh/Durfee method
in the special case where only z-shifts are used does not affect the method in
general. It only points out that one has to be careful when using Coppersmith’s
heuristic in the multivariate case.

3 Notations

Since the lattice Lpp defined in Section 2] is the starting point of our further
constructions, we introduce some notations on the rows and columns of the
lattice basis Bgp.

We refer to the coefficient vectors of the polynomials g; 1 (zX,yY) as the
X-block. The X-block is further divided into X;,l =0, ..., m, blocks, where the
block X; consist of the [ + 1 coeflicient vectors of g;  with ¢ +k =1[. These [ +1
vectors are called X j, that is the k-th vectors in the X; block is the coefficient
vector of g .

The coeflicient vectors of the polynomials h;j form the Y-block. We define
the Y; block as the block of all m + 1 coefficient vectors of polynomials that are
shifted by y’. The k-th vector in the block Y; is called Yj , it is identical to the
coefficient vector of h; j.

Every column in the basis Bpp is labeled by a monomial xiyj . All column
vectors with label z'y7, | > j, form the X® column block. Analogously, we
define the YV column block to consist of all column vectors labeled with z¢yit?.

In the example in Section[2, the horizontol lines divide the basis Bgp(2,1)
into the blocks X7, Xo, X3 and Y;. Similarly, the vertical lines divide Bgp(2,1)
into the column blocks X, X® X®) and Y. In this example, the basis
entry in row Yj 2 and column xzy is A2X?Y.

4 A New Method for All § < 0.290

We introduce an alternative method for factoring the modulus N if d < N929,
This does not improve the bound ¢ < 0.292 given by Boneh and Durfee. However,
it has several advantages compared to their approach.

First, our method significantly reduces the lattice dimension as a function of
m and t. The practical implication is that we are able to get closer to the the-
oretical bound. We give experimental results for § > 0.265. Second, our proofs
are simple. As opposed to the Boneh/Durfee lattices for 6 < 0.292, the lattice
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bases we use in the attack for 4 < 0.290 remain triangular. Hence, determinant
computations are simple. Third, our construction makes use of structural prop-
erties of the underlying polynomials. Thus, it should apply also to other lattice
constructions using these polynomials.

Construction of the new lattice L with basis B

1. Choose lattice parameters m and t and build the Boneh-Durfee lattice basis
Bpp(m,t) as explained in Section

2. In the Y; block of the basis Bgp remove every vector except for the last
vector Y; ., in the Y;_; block remove every vector except for the last two
vectors Y; ;,—1 and Y; ,,, and so on. Finally, in the Y; block remove every
vector except for the last ¢ vectors Y,,,—t41,..., Y.

3. Remove every vector in the X-block except for the vectors in the ¢+ 1 blocks
meta metJrla teey Xm

4. Delete columns in such a way that the resulting basis is again triangular.
This is, remove all column blocks X (@, X1 X(m=t=1) Furthermore in
the column block Y, 1 =1,...,¢, remove the columns labeled with a7yt
for0<i<m-—t+1I.

This construction leads to a triangular basis B of a new lattice L, which will be
used in our approach. Since B depends on m and ¢, we sometimes write B(m, t).

As opposed to Boneh and Durfee, we do not integrate more y-shifts to im-
prove the bound § < 0.284, instead we remove some z-shifts.

Remark 1. In our construction, we take the pattern

(pO’plﬁ"'7pt) = (1’27""t+1)'

That is, we take the last p;, 0 < i < t vectors from the Y;_; block and the last
pt X -blocks and delete columns appropriately. The proofs in this section easily
generalize to every strictly increasing pattern (po,p1,...,0t), Po < p1 < -+ < Pt.
This includes among others the pattern used by Boneh/Durfee [ to show the
bound d < N9292 We give the proof of this generalization in the full version of
the paper.

Applying the construction to the example given in Section 2] we obtain the
following lattice basis of L with parameters m =2 and ¢t = 1.

o . Ty 22 22y 22y? | 2293
ze? | e?X
fe | eAX eXY
B(2, 1) — l’2€2 €2X2
zfe| —eX eAX? eX?Y
f? |-2AX —2XY |A%2X?2AX?%Y X?2Y?
Ly f? | —2AXY| A2X?Y 2AX2Y2|X2Y3_
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Let B be the non-triangular basis we obtain after Step 3 of the construction.
That is, B consists of the remaining basis vectors of Bgp in the construction
after removing row vectors but without removing columns. The lattice spanned
by the row vectors of B is called L. We adopt the notations of Section B for
the rows and columns of B and B. For example, the row vector X; ;. of B is the
coefficient vector of g;_ 1, where we removed all the entries specified in Step 4
of the construction. In the basis B(2, 1) above, the row vector X3 ¢ is the vector
(0,0,e2X2,0,0,0).

We call a column vector z'y’ that appears in the basis B but not in the
basis B a removed column of B. The bases B and B are constructed using
the same coefficient vectors, where in B certain columns are removed. Having a
vector u = ), cyb in the span of B, one can compute the corresponding linear
combination © = ZbeB cpb of vectors in B with the same coefficients ¢,. Hence,
the vector dimension of @ is larger than the vector dimension of u. One can
regard the additional vector entries in 4 as a reconstruction of the vector entries
of u in the removed columns. Therefore, we call u the reconstruction vector of .

The row vectors

Xig,l=m—t,....om;k<I) and Y (j=1,....tk=m—t+4,...,m)

form the basis B. These vectors are no longer the coefficient vectors of the poly-
nomials gk (zX,yY) and h; (X, yY), respectively, since we remove columns
in Step 4 of the construction. However in order to apply Howgrave’s theorem,
we must ensure that we construct a linear combination of bivariate polynomi-
als that evaluates to zero modulo ™ at the point (zo,y0) = (k,s). Hence, we
still have to associate the rows X;; and Y;; with the polynomials g;—j » and
hj k. The basis vectors of B represent the coefficient vectors of these polyno-
mials. Therefore, after finding a small vector u = 5 cb in L, we compute
the reconstruction vector o = Zbe gcpb in L. That is, we reconstruct the en-
tries in the removed columns. Once the reconstruction vectors of two sufficiently
short vectors in L are computed, the rest of our method is the same as in the
Boneh/Durfee method.

In the remainder of this section we show that short vectors w in L lead to
short reconstruction vectors @ in L. To prove this, we first show that removed
columns of B are small linear combinations of column vectors in B. We give an
example for the removed column z°y° in B(2,1). Applying the construction in
the following proof of Lemma 2] we see that this column is a linear combination
of the columns z'y! and z2y? in B.

0 0 0
—e eXY 0
0| 1 0 1 0

0| XYy 0 X2y2 0

1 —2XY X2y?
0 —2AXY 2AX2Y?
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Lemma 2. All removed columns in the column blocks X',i < m —t, are linear
combinations of columns in B. Moreover, in these linear combinations, the co-
efficient for a column vector in XV ,1 > m —t, can be bounded by ﬁ - ¢,
where ¢ depends only on m and t.

Proof: If 2°y? is a removed column of B, we show that z*y7 is a linear combi-

nation of columns g/t . . xmym=iti If i1yt is a removed column,
we can repeat the argument to show that z?t'y**! is a linear combination of
the remaining columns z*+2y9+2 | ... x™y™ 7 . Continuing in this way until

all removed columns have been represented as linear combinations of columns in
B, proves the lemma. Hence, it suffices to prove the following claim.

Claim 1. Ifz'y? is a removed column of B, then x'y’ is a linear combination of
the columns o'ty g t2yI*2 My where the coefficient of column
2 tbyitt b =1, .. m —1i, is given by

_(X;)” (jjb>

Note, that the coefficient ¢, = (j'}'b) depends only on m and t, since 7, j depend
on m and t.

We will prove Claim [I] by showing that for each row in B(m,t) the entry of
the column z’y? in this row is a linear combination of the entries of the columns
2097+ in this row, with the coefficients as in the claim. We prove this for the
rows in the X-block and Y-block separately.

Let X, be a row in block X;, where [ > m — t. The coefficients in this row
are the coefficients of the polynomial e™ % z!=F f*(x X, yY). By definition of f
this polynomial is

k p
em—k =k rk k+ p — +i—k
X, yY)=¢em p( )( )Ap IXPYy dgP yl.
( e ()
(2)

To obtain the coefficient of 2770y7 P in ™ Fx!=F fF (2 X yY), we set p =i — 1+
k+0band g = j + b. Hence, this coeflicient is given by

_ . k R S A ‘
m—k 1—1+b i—l+k 1—Il+k+b “+b
-1 A IX Y’
"= <z’—l+k+b>( j+b )

: o , . k i—l+k+0b
— m,—kAz—l+k—jX1—l+kyj -1 i—1 -1 b XY b'
c A I ivp )Y

We can ignore the factor ™~k Ai=I+k=J Xi=I+kyi(_1)i= common to all entries
in row X 1 in the columns x”byﬁb. Then Claim [l restricted to row X j reads
as

() (757)

i

> 0 e () (o) (oo

3
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Since the binomial coefficient (i_lfk+b) is non-zero only for k > i—1+k+b, we
only have to sum up to b <[ — 4. Substituting ¢ — [ + k by ¢’ yields

AV =4 G4/ k \[i'+b
-/ . = Z(_l)b""l . -/ . N (3)
i J — J " +b)\J+0

Subtracting the left-hand side, Claim [ restricted to row X reduces to

S R G 1O [ N

One checks that

(36060 = =)

This shows

i e (J ; b) (2 i b) (zyiz) T k- i/)!];i(i’ ) izj(‘wb(k f Z)

Since Z(—l)b(k;i’) = (14 (—=1))® = 0 we get equation (@).
In the same manner, Claim [Tl is proved for the Y-block. Let Y, be a row in
block Y;. Analogously to equation (2)), we get

e k lfk(il,'X yY _em kzz k—i—p( )(z)AP—QXpyqxpy(H-l.

p=0¢=0

We obtain the coefficients of z+°y 7 in e™~*y! f¥(2X,yY) by setting p =i+ b
and ¢ = j — [+ b. Again, we ignore the common factors in e, A, X and Y. Now,
Claim [ for Y; 5, reduces to

(6D =500

We only have to sum up to b < k—1i, because the factor ( +b) is zero for k < i+b.
Substituting j — by j and i by i’ yields equation (3]). This concludes the proof.

Lemma 3. Every removed column vector x'y**t!, i < m—t+1, is a linear combi-
nation of the columns in the column block YO of B. In this linear combination,
the coefficient for a column vector x*y*+t' k. > m —t + 1, can be bounded by
W - ¢, where ¢ depends only on m and t.

Proof: Analogously to the proof of Lemma ] Therefore we omit it.
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Theorem 2. Let u = ), pcpb be a linear combination of vectors in B with

|ul| < e™. For fized m and t and for every removed column x'y’ in the X
block (0 < i <m —t), the entry x'y’ in the reconstruction vector v =Y, g cyb

can be bounded by O (W)
Proof: Consider a removed column 2y, Let v = (v1,v2,...,v,)T be the col-
umn vector z'y? in B, where the entries are multiplied by the coefficients ¢,. We
want to show that | 22:1 vg| = O(W) This will prove the theorem.
Apply Lemma [2 and write v as a linear combination of the t+1 columns
M tymTt=itd o ™y in B, where again the entries in each of the
t + 1 vectors are multiplied by the coefficients ¢;. Call these columns w; =
(wi1,...,win)t fori=0,...,t. Applying Lemma[2 yields

do dy dy

VT (XYmoo + (XY)m—t—it1 L Tt (XY)m—i

Wt

According to Lemma B] the d; are constant for fixed m and ¢. By assumption
|u| < e™. Hence, all components of u are less than e™. From this, we obtain
I>" wik| < €e™. This implies

_ do dy
= Wz]f:w&k—i_”.—i_W%:wt’k
d

0 dy
< w1 - P
"(xyvm—ﬁfg;um* ’ *‘(xyvm—lé;w“k

do dy
(XY)m—t—i (XY)m—i

:0(6§$§:>+”+0<§§%:>

Therefore, |Y ", vx| can be bounded by O (

< e

em’_’__“_’_

" ‘

Theorem 3. Let u = ZbeB cpb be a linear combination of vectors in B with

|u|| < e™. For fized m and t and for every removed column x'y*t! in the Y
block (0 <i<m—t+1,1<1<t), the entry 2'y* ! in the reconstruction vector

=Y e Cbb can be bounded by O (Xyninm

Proof: Analogously to the proof of Theorem [2l The proof is omitted.
From Theorems[2 and Bl we can conclude that if we use the reconstruction vector

@ instead of the short vector u, we do not enlarge the norm significantly. This
shows the correctness of our approach.

Corollary 4. Let u = Y, _pcpb with |lul| < €™ be a vector in L. Then the
reconstruction vector U =), g cpb satisfies ||ul| < e™ + O(%)



14 Johannes Blomer and Alexander May

4.1 Computation of the New Bound

Since the lattice basis for L is triangular, computing the determinant of lattice
L is easy. We do not carry out the computation. Manipulating the expressions
for the determinant is straightforward, but requires tedious arithmetic.

The lattice dimension w equals the number of vectors in the two sets of blocks
Xon—ty, Xm and Y7,...,Y;, so

w = zm: (i+1)+Zi:(m+1)(t+1)

i=m—t

Notice that we have w = (m + 1)(m + 2)/2 + t(m + 1) for the lattice Lpp.

We compute the determinant det(L) as a function of e, m,t and §. We find
the optimal ¢ as a function of m,d by elementary calculus. Analogously to the
method of Boneh/Durfee, we solve the equation

det(L) < ™

for the maximal value of §. This leads to the bound

V6 —1
5

0 < ~ 0.290.

5 A Case Where the Heuristic Fails

As mentioned before, if Lp is constructed using only x-shifted polynomials g;
then the Boneh/Durfee method always failed in our experiments. More precisely,
the polynomials we obtained from the two shortest vectors in an L3-reduced basis
for Lpp led to two polynomials whose resultant with respect to = was identically
0. We want to explain this phenomenon.

Using the construction of Section [d in the special case of t = 0 and m = Iy,
the lattice L consists only of the vectors in the block X;, with the columns in
XA simple determinant computation shows, that for every X1, block there
is a linear combination of vectors in block Xj, that is shorter than e provided
0 < 0.25.

Moreover, unless a combination of vectors in block X, is much shorter than
e™ (according to Theorem [ it must be of size O(%)), combinations of vec-
tors from different blocks X;,, X, can not be shorter than vectors obtained as
combinations of vectors from a single block X;,. Although not a rigorous proof,
this explains the following observation. In our experiments every vector in an
L3-reduced basis for Bg p(m,0) was a combination of basis vectors from a single
block X,

2 In fact, the following was true for arbitrary Lpp, even those constructed using y-
shifts: Every vector in an L®-reduced basis for Lpp that depended only on basis
vectors in the X-block was a combination of basis vectors from a single block X, .
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Now assume that we compute the resultant of two polynomials pq, p2, ob-
tained from vectors vy, v whose length is smaller than €™ /\/w and that are lin-
ear combinations of basis vectors in X;, and Xj,, respectively. By construction
of Lgp and Howgrave’s theorem (Theorem [I)), p; and ps have a common root
(x0,y0) = (k, s). The following theorem shows that in this case the Boneh/Durfee
attack fails.

Theorem 4. Let p1(xz,y) and pa(x,y) be polynomials that are non-zero linear
combinations of the X;, and X, block, respectively. If p1(xo, yo) = p2(xo,yo) =0
for at least one pair (xo,yo) € C x C then Res,(p1,p2) = 0.

Proof: Write p; and py as linear combinations

ll l2
pi(z,y) =Y e T (@, y)e™ ™ palwy) =Y dia? T (w,y)em
=0 =0

We know Iy, 13 > 0, since p1 (o, yo) = p2(xo, yo) = 0 for at least one pair (xq, yo)-
If ¢ = dyp = 0, then f is a common factor of p; and ps and Res,(p1,p2) = 0.
Hence, we may assume cg 7 0 or dp # 0.

Let r(y) = Res(p1,p2) be the resultant of p1, ps with respect to the variable
x. Let T = {z € C| r(z) = 0} be the set of roots of r(y). Next, define S as

S ={y € C| there is an z € C such that p;(x,y) = p2(x,y) = 0}.

S is the projection of the common roots of p1, ps onto the second coordinate.
It is well-known that S C T (see for example [7]). Our goal is to show, that
|S| = oo. Then |T'| = oo as well, and r(y) = Resz(p1,p2) = 0 as stated in the
theorem.

To show that |\S| = oo, we first perform the transformation 7 defined by

T@wﬁﬂﬂw)wﬂ1®hﬁ=<ﬂ£5w>

We obtain

This implies

1 1
—=A+y—— and E:A—l—y—y.
From the second equality we get
x! x!
T = = .
(A+y) -1 f(@y)
We also get
x 1 1
fxlay: _A+y—1: = .
Ay Y T Iy 1 e
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Applying the transformation to the polynomials pi, po gives rational polynomials
q1,42, where

I
(2, y) = (2, y) Zcix/llﬂem’i,
i=0

2
@’ y) = f72(y) Y dia' e
=0

Hence g1, g2 are of the form g\ (2", y) = 7791(2"), ¢2(2',y) = 77 92(a"), for poly-

nomials g7, g that depend only on z’.
Let

S"={y € C| there is an = € C such that ¢;(z,y) = ¢2(z,y) = 0}.

If g1, g2 do not have a common root, then S’ = ). On the other hand, if g1, go
have a common root « then S’ = C\{% — A}, since y = 1 — A is the only value y
for which f(z,y) = 0. In particular, either S’ = ) or |S’| = co. In order to show
that |S’| = oo, it suffices to show that there is at least one y € S’.

In order to prove the theorem, it suffices to show that the transformation
7 induces a bijective mapping of the common roots of p1,ps onto the common
roots of g1, g2. By assumption, p; and ps share the common root (xo,yo). Then,
7(Z0, Yo) is a common root of g1, g2. This implies yg € S’ and therefore |S’| = co.
By the bijectivity of 7, we get |S| = oo as well.

Whenever defined, the transformation 7 is the inverse of itself. This implies
that 7 is bijective on its domain, that is on all points (z,y) where f(z,y) # 0.
Hence, a common root (z,y) of p1, p2 is not in the domain of 7 iff (x,y) is a root
of f. So assume (z,y) € C x C is such that f(x,y) = 0. Then all term in p; and
p2 vanish except for i = 0. We get p1(z,y) = coz!*e™ and py(z,y) = dox'ze™.
But f(z,y) = x(A+y) — 1 = 0 implies = # 0. In this case, p; and ps do not
have a common root because either ¢y # 0 or dy # 0. Hence p1,p2, f do not
have a common root and the transformation 7 induces a bijective mapping of
the common roots of p;, p2 onto the common roots of g1, g2. This concludes the
proof of the theorem.

More can be said about the Boneh/Durfee attack when Lgp is constructed
using only z-shifts. In the experiments we carried out, an L3-reduced basis of
Lpp always contained a vector v depending only on the basis vectors in Xj.
As usually, we denote the basis vectors in X; by X0, X1,1. The vector v was
of the form d - X9 + k- X1,1, where d is the secret key and k is defined by
ed=1— k@ Hence, v alone reveals the secret key.

This is explained by the following theorem. Consider the lattice L spanned
by the rows of the (2 x 2) lattice basis

ron-[ 35 5]
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Theorem 5. If we choose Y = e'/? and X = 2e'/* for the basis B(1,0), then
the coefficients of the shortest lattice vector equal the secret parameters k and d
provided d < %Nl/‘l,

Proof: We only sketch the proof idea. Details are given in the full version of
the paper.

We show that for the shortest vector u = ¢1X1,0 4+ c2X1,1 the quotient ¢;/co
is a convergent in the continued fraction expansion of A/e. Furthermore, ¢;/co
is the last convergent of A/e whose denominator is less than e'/%.

It can be shown using Wiener’s argument, that d/k is also the last convergent
of A/e with denominator less than /4. This implies ¢ /co = d/k.

6 Experiments

We implemented our new method and carried out several experiments on a
Linux-PC with 550 MHz. The L? reduction was done using Victor Shoup’s NTL
library [18].

In every experiment, we found two vectors with norm smaller than ;—% Inter-
estingly in the experiments carried out, the reduced lattice basis contained not
only two sufficiently small vectors, but all vectors in the L3-reduced basis of L
had about the same norm. This is a difference to the Boneh /Durfee lattice bases.
The resultant of the corresponding polynomials was computed using the Maple
computer algebra system. The resultant with respect to = was always a poly-
nomial in y, and the root delivered the factorization of N. Our results compare
well to those of Boneh and Durfee in the Eurocrypt paper [3]. Boneh/Durfee ran
new experiments in [4], but used additional tricks to enlarge d by a few bits:

1. Lattice reduction with Schnorr’s block reduction variant [T6].

2. Use of Chebychev polynomials (a trick due to Coppersmith).

3. If |lp(zX,yY)|| < c-e™/v/w, we know |p(zg,yo)| < ¢ - €™ and p(zo,y0) =
0 mod e™. Hence, we can guess v € (—c, c¢) such that p(z,y) + ve™ satisfies
(0, y0) +ve™ = 0 over Z.

These tricks apply to our method as well, but we did not implement them.
Comparing instances with the same bitsize of p, g and the same ¢ as in [3], our
algorithm was several times faster due to the reduced lattice dimension. Table [
contains several running times we obtained. Where availabe, we also included
the corresponding running times as provided in [3] (these running times were
achieved on a 400 MHz SUN workstation).

In all examples we chose d uniformly with 6 log(N) bits, until log, (d) was
§ within precision at least 10~%. The running time measures only the time for
L3-reduction. With growing m and ¢, the time for resultant computation can
take longer than reducing the lattice basis B(m,t).
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Table 1. Results of Experiments.

D, q | 1) | m | t | w | our running time | running time in [4] |
1000 bits | 0.265 4 2 15 6 minutes 45 minutes
3000 bits | 0.265 4 2 15 100 minutes 300 minutes
3000 bits | 0.269 5 2 18 8 hours —

500 bits | 0.270 6 2 21 19 minutes —
500 bits | 0.274 8 3 36 300 minutes —
500 bits | 0.2765| 10 4 55 26 hours —
500 bits | 0.278 11 5 72 6 days —
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Abstract. This talk is a brief survey of recent results and ideas concern-
ing the problem of finding a small root of a univariate polynomial mod
N, and the companion problem of finding a small solution to a bivariate
equation over Z. We start with the lattice-based approach from [2J3], and
speculate on directions for improvement.

Keywords: Modular polynomials, lattice reduction.

1 Univariate Modular Polynomial

Our basic setup is a univariate polynomial p(x) of small degree d, and a modulus
N of unknown factorization. For a suitable bound B, we wish to find all integers
xo such that |xo| < B and p(z¢) = 0 mod N. (Call such integers “small roots”.)
Our efforts will be concentrated in increasing the bound B.

An early paper in this line of research was [2], but the author was work-
ing with an unnatural space. Here we follow the more natural presentation of
Howgrave-Graham [g].

For simplicity we assume p is monic, although we really only need that the
ged of its coefficients be relatively prime to N; see Remark 1 below. We set

p(x) = x? +pd71$d71 + .- +p2$2 + p1x + po.

The first approach is essentially due to Hastad [[7]: Consider first the collection
C1 of polynomials:

Cy ={z',0 <i<d}U{p(x)/N}.

For each polynomial ¢ € C, for each small root xg, we see that g(xg) is an
integer. The same will be true of any integer linear combination of polynomials

in Cl.

J.H. Silverman (Ed.): CaLC 2001, LNCS 2146, pp. 20-31] 2001.
© Springer-Verlag Berlin Heidelberg 2001



Finding Small Solutions to Small Degree Polynomials 21

So it makes sense to consider the lattice of dimension d + 1 generated by the
columns of the matrix

100 --- 0 0 po/N
0BO--- 0 0 p1B/N

00B2--- 0 0  psB%N
I :

00 0 --- B2 0 pygoB"2/N
000 --- 0 B%lp; BN
100 0 0 0 1BY/N

Each column corresponds to a polynomial ¢(z) in C7, expressed in the basis
{z!/B*}. So row i corresponds to the coefficient of z' in ¢(z), multiplied by a
scaling factor B°.

Now apply lattice basis reduction [13]. Because L; has dimension d 4+ 1 and
determinant N~'B44+1)/2 we will find a nonzero vector v of length

Iv| < e1(d) (det L)Y Y = ¢ ()N~ @+ pd/2,

where ¢1(d) is a constant depending only on the dimension.

We interpret the vector v = [vg, v1 B, v2 B2, ..., v4B%) as a polynomial v(z) =
> vzt again expressing v(x) in the basis {z¢/B'}.

Suppose we know that

1

e1(d) (det L)/ < ———,

or equivalently,
B < ¢ (d)N?/1aa+ ),

where ¢} (d) is another constant depending only on d. Then we also know that
|v| < 1/(d + 1), and each entry of v satisfies |v; B!| < 1/(d + 1). Evaluate the
polynomial v(z) at a small root zg. On one hand

[v(2o)| < Z lvizh| < Z lv; BY| < Z dL—i—l =1,

so that |v(zg)| < 1. On the other hand, v(x¢) is an integer. These two conditions
together imply that v(zg) =0 € Q.

In summary: We have computed a polynomial v(x) in Q[z] whose roots in-
clude all “small roots” xg, that is, all those z¢ with |zo| < B = ¢} (d)N?/d(d+1)
and with p(z¢) = 0 mod N.

Incidentally, we have also bounded the number of small roots, by dim L;.
Remark 1: If p(z) is not monic, but its content is relatively prime to N, we
augment C; with x¢, that is, we replace C; by

Cp ={2",0<i<d}U{p(x)/N}.

One checks that the corresponding lattice Lj still has dimension d + 1 and
determinant N~ BHd+1)/2 and the rest of the argument goes through.
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Remark 2: Using the Cauchy-Schwarz inequality, one can replace the condition

1

c1(d) (det Ly)Y @Y < 1

by the weaker condition
1
Vd+1

Remark 3: Sometimes we scale thing differently, using C} = {Nz%,0 < i <
d} U{p(z)} and using the fact that for each ¢ € C{ and small root z¢ we have
that g(z¢) is a multiple of N. The two approaches are numerically equivalent,
the only difference being esthetics.

c1(d) (det Lp) Y @D <

2 Improvements in the Exponent

The first improvement comes when we consider a larger collection of polynomials.
Define 4 4
Cy={2",0<i<d}U{(px)/N)z*,0<i<d}.

The corresponding lattice Ly has dimension 2d and determinant N —¢B24(
The enabling condition becomes

2d-1)/2

/@2d) 1
es(d) (N—dB2d(2d—1)/2) < =
or equivalently

B < ¢y(d)NY/ 241,

The exponent of N has improved from 2/d(d 4+ 1) to 1/(2d — 1). The improve-
ment came about because the dimension of L increased, while its determinant
decreased.

We obtain a second improvement by considering higher powers of the mod-
ulus N, along with a still larger collection of polynomials. Fix a positive integer
h. Define

C3 = {(p(z)/N)72",0 <i<d,0<j<h}.

For each polynomial g(x) € Cs, for each small root zg, we see that g(zg) is an
integer. Again the same holds for any integer linear combination of polynomials
in C3.

The corresponding lattice Ls has dimension dh and determinant

N—dh(h=1)/2 g(dh)(dh—1)/2

(The powers of N on the diagonal consist of d each of N, N=1 . . N—(h=1)
while the powers of B are B®, B!, ... B¥~1)
Our enabling equation is now:

[Nfdh(hf1)/ZB(dh)(dh71)/2 1/(dh) < ¢s(d, h),
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which will be satisfied if
B < dy(d, h)N(h=1/(dh=1)

The exponent of N, namely %, differs from % by % < ﬁ; this
difference can be made arbitrarily small by choosing h larger, at the expense of

computational complexity. Put another way, we achieve a bound
B = cj(d,e)N/ D~

by choosing h = O (i) The running time is polynomial in (d,1/¢,log N).

We can extend the bound to N'/¢ by breaking the interval of size 2N'/¢ into
N¢ intervals of size 2N(/4)=¢ This is still polynomial time, but in practice it
gets much more expensive as the exponent gets closer to 1/d.

As before, we have bounded the number of small roots, as well as showing
how to compute them all in polynomial time. The existential results match those
of Konyagin and Steger [T2], who bound the number of small roots by

0 1+ log B
log(1+ B-1N1/d) )~
For B = N(/4)=¢ their bound is essentially O (dle), while for B = N(/d+e their
bound becomes O (W)

3 Minor Improvements

We can improve the lower order factor—the ¢(d) factor in the estimate of the
bound B—by more careful consideration of the process.

One idea, due independently to Hendrik Lenstra [15] and to Nick Howgrave-
Graham [0], is to recognize that, for each positive integer k, the rational poly-
nomial by (z) = z(x — 1) --- (x — k + 1)/k! takes on integer values for all integer
arguments z. So we augment (say) the collection of polynomials

Cs = {(p(x)/N)2",0 <i<d,0<j<h},
with the polynomials by (z),0 < k < dh, that is
Ch = {(p(x)/N)2",0<i<d0<j<h}U{bu(x),0<k<dh}.

(Assume here that N is free of small factors, that is, N is relatively prime to
(dh—1)!.) Whereas L3 could be represented by an upper triangular matrix whose
kth diagonal element is B¥N~%/4] one finds that L% can be represented by an
upper triangular matrix whose kth diagonal element is (1/k!)B* N~*/2], This
decreases det(L3) by a factor

I *-

0<k<dh
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This allows us to increase B in compensation, by a factor

e

0<k<dh

~

2/[An)@h=D] g dh
et
Phong Nguyen [17] reports that in practice this does speed up computations, by
perhaps a factor of 5. Nguyen also remarks that one could further augment C4
with the polynomials {b;(p(z)/N)b;(x)}, but that one does not thereby change
the lattice Lf.

Another idea, developed here in its explicit form but related to earlier work by
Boneh [1], is probably less profitable. We have used the fact that the monomials
(z/B)* are bounded by 1 when |z| < B. The Chebyshev polynomials [I8] share
that property, but more efficiently. These polynomials are defined by:

Tx(cos0) = cos(kb),

Ti(x) = 28712% 4+ smaller terms(k > 1).

Where we currently use the monomial basis—row i corresponds to (x/B)*—to
express g(x) € C as a column of L, we can instead use the Chebyshev basis—row
i corresponds to T;(z/B). This will decrease det(L) by a factor

90+0+142+4+(dh—2) _ 9(dh—1)(dh—2)/2

leading to an increase in B by a factor of

o(dh=2)/(dh) - o

The two ideas can be applied simultaneously, and the improvements accu-
mulate. But they increase B by only a polynomial factor, and therefore improve
running time only by that factor. The same effect could be achieved by solving
several polynomials p(z — 2iB), |i| < k/2 over the range |z| < B and using the
result to solve the single polynomial p(z) over the larger range |z| < kB.

4 Speculative Improvement of Exponent

Can we improve the asymptotic bound B = N'/4? The bound is a natural-
looking bound, and it matches the existential results of Konyagin and Steger [12].
Indeed, even in the simple case p(z) = z° — A (mod N), we don’t know an
efficient way of finding roots z larger than B = N'/3, while those smaller than
B = N'/3 are trivially found by solving 2> — A = 0 over the integers.

The following example gives cause for pessimism. Set N = ¢3 with ¢ prime,
and set p(z) = 2® + Dqga? + Eq?z with D, E € Z. Clearly if x¢ is any multiple of
q then p(z¢) = 0 (mod N). So if we select a bound B = N(1/3)+¢ the number
of “small roots” xg with |zo| < B and p(z9) = 0 (mod N) is about 2N¢, i.e.
exponentially many. (Again this essentially matches the bound of Konyagin and
Steger [12].) Our lattice techniques cannot hope to find them, since in our setup
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all the small roots are roots of v(x), so that the number of small roots needs to
be bounded by dim(L).

More generally, we can expect trouble whenever ¢?| N and p(z) has a repeated
root modulo ¢q. (We don’t know whether this family contains all the polynomials
with an exponentially large number of roots smaller than N(/4+¢) When this
happens, we know that N shares a common factor with the discriminant of p(z),

Discr(p) = Res(p,p’),

ged(N, Discr(p)) > 1.

So any improvement of the exponent past 1/d must somehow rule out this case.
With this in mind, we hypothesize a “Discriminant Attack”:
Suppose we can guarantee that we are never in the unfavorable situation. We
can demand that ged(N, Discr(p)) = 1. Equivalently, we can demand existence
of D(x), E(z) € Z[z] and F € Z satisfying

D(z)p(z) + E(z)p'(z) + FN = 1;

if ged(N, Discr(p)) = 1, then D(x), E(z), F exist and are easily computed. Per-
haps D, E, F' can be incorporated into the construction of the lattice L, in such
a way that the bound B can be improved to N/®+¢ But I don’t see how to
do it.

A related effort is the “Divided Difference Attack”:

Suppose we know that there are two small roots z,y, which differ modulo
each prime factor of N; that is, gcd(IV,z — y) = 1. Then besides the modular
equations of degree d,

p(z) =0 (mod N),
=0

p(y) (mod N),

we get a third equation of total degree d — 1:

p(x) = p(y)

= N).
pra—y 0 (mod N)

r(z,y) =
(Despite its appearance, r(x,y) is actually an integer polynomial.)

We are now dealing with bivariate modular polynomials. As mentioned in [2]
and in Section [l below, our techniques can sometimes handle this, but there are
no guarantees. Let’s try an example and see.

Select a positive integer h. Let the family of polynomials be

C = {(p(x)/N)*(r(z,y)/N) z'y™ k+ L <h,0<i<d0<m<d—1}.

(We are not using p(y) because it is already generated by p(y) = p(z) + (y —
z)r(z,y).) The polynomials of C' are related to their monomial basis, which is
nearly

b
{x“yb; a,b>0; %+—d—1 Sh—l—l}-
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where B, B, are the bounds on |z| and |y|. The number of such monomials is
roughly the area of a triangle, namely A = [d(h + 1)][(d — 1)(h +1)]/2. (We are
ignoring inaccuracies due to edge effects near the hypotenuse of the triangle.)
Associate with each polynomial ¢ € C' the monomial corresponding to its leading
term (in reverse lexicographical order). Estimate that the average exponent x
(in the monomial basis) is about d(h + 1)/3, so that the average exponent of
p(z) (among ¢ € C) is about h/3. Similarly the average exponent of r(z,y) is
about h/3, and the average exponent of N is about —2h/3. Build the lattice L
as before, incorporating the scaling factors By, B, (the bounds on |z¢| and |yol).
We estimate the determinant of L as

Ad(h+1)/3 RA(d—1)(h+1)/3 A\T—2AhR/3
BA()/3 pAG-1(h+1) /3 —24R/3,

The “enabling condition” then becomes

de(h+1)/3B;4(d71)(h+1)/3N72Ah/3 <e,
d(h+1) p(d—1)(h+1 I n72h
B pld=D () o N2
and in the limit of large h with d held fixed,
dpd—1 /1 NT2
B;B,” <c¢ N~

If the enabling condition is satisfied, we will obtain an equation v1(z,y) in
Z[z, y] relating z and yo for all small pairs (x¢, yo) satisfying our original modu-
lar equations p and r. But a single equation is not enough to solve for zy and .
We have to hope that two independent equations are generated. Indeed, some
work by Charanjit Jutla [11] indicates that under certain conditions we can guar-
antee that at least two equations vy (z,y),v2(x,y) will be generated, both with
coeflicients small enough that they hold in Z. If vy, vy are algebraically indepen-
dent, then we can solve them by using the resultant: u(y) = Res(v1,v2;z) € Z[y]
is a univariate equation in Z whose roots contain all yo that participate in any
small pair (xg,yo) of interest. For each yo we can then easily find all the corre-
sponding xg.

But we cannot always guarantee that the two equations will be algebraically
independent. One can be a multiple of the other, in which case the resultant will
be 0 and we will learn nothing.

Let’s examine the limit of the enabling equation:

BIBJ' < ¢'N*.
If either root were below N'/?. the standard methods would find it. But the
present method may work when both roots are in the narrow range:

Nl/d < ‘LEQ‘, ‘y0| < Nl/(dil)v

so that we obtain a slight advantage.
We have tried to abuse this method to obtain information that should oth-
erwise be hard to get, and we always fail. Here are some examples.
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Suppose we know a root z¢ with |zg| < N4 and we want to find a second
small root yo with ged(N, 2o — yo) = 1. The straightforward approach would be
to divide p(y) by y — 2o (mod N) to obtain a polynomial of degree d — 1. Our
usual method will solve this as long as |yo| < N1/(d=1)_ But using the bivariate
method, we might expect to be able to find yg as long as

zdyd | < N2

Since |zo| < NY/? it seems superficially that we can allow |yo| > N'/(@=1) and
still satisfy our condition. But when we try it, the equations v;(x,y) = 0 that we
recover always involve multiples of  — zg = 0, giving no information about y.

As a second example, suppose p(z) is of degree 2, and we are told there are
two independent small roots zy and 3o, both of size about N2/3. So

p(x) =2*+ Ar+B=0 (mod N).

Since the roots satisfy
d—
gy~ = lagys| = N2,
the present method should apply. But again the equations it gives are useless:
multiples of

xo+yo+A=0,

which we could have gotten from the original equation by inspection. Since both
roots are small, A is also bounded by about N2/3, and the equation zo+yo = —A
can be taken to hold in Z.

But there may exist situations where this bivariate approach gives answers
that we could not otherwise obtain.
Remark 3: One relation between the “discriminant attack” and the “divided
difference attack” is the usage of p’(z) in the former case and %:Z(y) in the
latter case. Where the divided difference attack treats the circumstance that
there exist two (small) roots that differ modulo each prime factor of N, the
discriminant attack demands that there mot exist repeated roots, or in some
sense that all roots are different mod q.

5 Bivariate Integer Polynomials

The present author [3] applied techniques similar to those of his other paper [2],
to the problem of finding a small solution to a bivariate integer polynomial

p(z,y) =0 € Z.

The primary application was to integer factorization when half the bits of one
of the factors are known.

The presentation in [3] is difficult to understand. Once again Howgrave-
Graham’s presentation makes it more accessible, but this simplification seems
to only apply to the specific equation describing integer factorization (and some
related equations), and not to the general bivariate integer polynomial.
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For integer factorization, suppose we have an integer N of unknown factor-
ization N = P(), where we have some approximation to the factors P and Q.
We can write

N = (P" 4 20)(Q" + vo)

where g, yo are small. If P = N? and Q = N'=#, we will be able to solve this
as long as

2 2
|zo] < B, = N |yo| < B, = N2,

Notice that in this setup, we know the 5(1— 3) log N high order bits of P, which
is equivalent to knowing the 5(1 — §)log N high order bits of Q.
Select positive integers h, k with h < k. Define the family of polynomials

C={N""(P +2)"0<i<hfu{z" P +2)" h<i<k}.

These polynomials, when evaluated at @ = ¢, are all multiples of the (unknown)
integer P".

The corresponding lattice L has dimension k£ and determinant
Nh(thl)/zBf(k_l)m. The enabling equation is then

(Nh(h+1)/2B.’;(k71)/2>1/k < cP" — cNBh,

B, < ¢ Nh(2kB=h=1)/[k(k=1)]
For large h, k, we optimize this by selecting h = k{3, obtaining
B, ~ N%".

The rest of the development is similar to the univariate modular case. We
find an equation in Z[z], whose roots include the root x¢ of interest.

Howgrave-Graham [10] develops these techniques even further, applied to
the problem of an “approximate ged”, finding a gcd when the inputs are only
approximately known.

The same technique can be applied, almost without change, to the problem
of divisors in residue classes. Hendrik Lenstra [14] showed that if 0 <7 < s < N
are given positive integers, pairwise relatively prime, with s > N* and a > 1/4,
the number of divisors of N equivalent to r mod s is bounded by a function of «,
independent of r, s, N. Applying the present techniques we not only recover that
existential bound but actually construct those divisors in polynomial time. [5]

For more general bivariate integer equations, the reader is referred to the
author’s earlier work [3], [4], where the development is less intuitive but handles
a more general situation.

The reader may also enjoy the more recent work of Elkies [6], the techniques
being closely related. Elkies treats a more general setting, where instead of lattice
points on a curve, he is looking for lattice points near a curve. He finds much
wider applicability, including non-algebraic curves.
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6 Possible (and Impossible) Extensions

We can sometimes extend these techniques, to bivariate modular equations or to
multivariate integer equations. But the extensions are not guaranteed to work,
and in fact there are impossibility results that argue against their application to
the general case.

Consider the bivariate modular case. As in the example above, we can easily
build a lattice consisting of multiples of N and of p(z,y) (or of their powers),
and we can find a short vector in that lattice, corresponding to a polynomial in
Z satisfied by all small roots. But this polynomial will, in general, be difficult to
solve.

As in the example, we can hope to find two short vectors, corresponding to
two polynomials, and we can hope that they are algebraically independent, so
that taking their resultant we can recover a single polynomial in a single variable,
whose roots include all those yo belonging to a short pair of roots (zg,yo). The
trouble is that although we can arrange things so that two short vectors will be
found, we cannot in general guarantee that the corresponding polynomials will
be algebraically independent.

We start with the following theorem of Manders and Adleman [16]:

Theorem 1. (Manders and Adleman) The (problem of accepting the) set of
Diophantine equations (in a standard binary encoding) of the form

oza:% 4+ Bre —vy=0
which have natural-number solutions x1,xs is NP-complete.

Manders and Adleman go on to remark that the problem remains NP-complete
even when ( is given in fully factored form.

We need to make minor adjustments to use this theorem. Let us first center
the range of x5. Let § approximate half of its range:

_ !
—{Wﬂ’

r =2,

and define

Y=y — 67
T = — [
Then we are asking for existence of solutions (z, yo) to
ar’ + py —1 =0,

with |zo| < By = y/v/a and |yo| < By = ¢. (Clearly if we can compute all small
solutions (zg, yo) within these bounds, we can decide whether exact solutions to
the original problem exist.)
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Now select N arbitrarily large, as long as N exceeds |aB2| + |3By| + |7].
Given the bivariate modular equation

ar? + Py —7=0 (mod N),

and bounds B, By as before, it will be hard to decide whether there are small
solutions (zo, yo); the reduction mod N is meaningless. Now, the bounds B,, B,
stay fixed as IV grows arbitrarily large.

Recall that in the univariate modular case, the allowable bound B, grew
with the 1/d power of N. In the bivariate modular case we cannot hope to find
a similar theorem. The achievable bounds cannot grow as N grows.

Our method will derive, from the bivariate modular equation

ar? +PBy—7=0 (mod N),
a bivariate integer equation, namely
az? + By —1=0.

But it cannot enable us to solve either one.
Exactly the same example shows that trivariate integer equation

az?+ By —1—2N =0,

is difficult to solve with bounds B, B, as before, and B, = 2. In the work on
bivariate integer equations [3], the bounds grew with the coefficients of p(z,y)
(in a complicated way that depended on the degree of p), and because we have
an arbitrarily large coefficient NV here, again we cannot hope to achieve a similar
theorem in the trivariate integer case.

But these negative results should not dissuade us. As Jutla and others have
shown, many times one can use the multivariate versions of the present tech-
niques. A tool that has been shown to be ineffective in one percent of the cases,
can still be quite useful in the other 99 percent.
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Abstract We show that a positive definite integral ternary form can
be reduced with O(M(s)log®s) bit operations, where s is the binary
encoding length of the form and M(s) is the bit-complexity of s-bit
integer multiplication.

This result is achieved in two steps. First we prove that the the classical
Gaussian algorithm for ternary form reduction, in the variant of Lagarias,
has this worst case running time. Then we show that, given a ternary
form which is reduced in the Gaussian sense, it takes only a constant
number of arithmetic operations and a constant number of binary-form
reductions to fully reduce the form.

Finally we describe how this algorithm can be generalized to higher di-
mensions. Lattice basis reduction and shortest vector computation in
fixed dimension d can be done with O(M(s)log?~! s) bit-operations.

1 Introduction

A positive definite integral quadratic form F', or form for short, is a homogeneous
polynomial
F(X1,....Xa) = (X1,..., Xa) A(X1, ..., Xa)T,

where A € Z4*4 is an integral positive definite matrix, i.e., A = AT and 2T Az >
0 for all z # 0. The study of forms is a fundamental topic in the geometry of
numbers (see, e.g., [2]). A basic question here is: Given a form F', what is the
minimal nonzero value A\(F) = min{ F(z1,...,74) | 2 € Z%, x # 0} of the form
which is attained at an integral vector? This problem will be of central interest
in this paper.

Problem 1. Given a form F, compute A(F).

At least since Lenstra’s [9] polynomial algorithm for integer programming in
fixed dimension, the study of quadratic forms has also become a major topic
in theoretical computer science. Here, one is interested in the lattice variant of
Problem [ which is: Given a basis of an integral lattice, find a shortest nonzero
vector of the lattice w.r.t. the ¢o-norm.

J.H. Silverman (Ed.): CaLC 2001, LNCS 2146, pp. 32-E4] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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In fixed dimension, Problem [ can be quickly solved if F is reduced (see
Theorem Hlin Section B)). In our setting, this shall mean that the product of the
diagonal elements of A satisfies

d
Hau‘ <4 Ap (1)

i=1

for some constant 74 depending on the dimension d only. Here Ap = det A is
the determianant of the form F. Algorithms which transform a form F' into an
equivalent reduced form are called reduction algorithms.

In algorithmic number theory, the cost measure that is widely used in the
analysis of algorithms is the number of required bit operations. The famous LLL
algorithm [8] is a reduction algorithm which has polynomial running time, even
in varying dimension. In fixed dimension, the LLL reduction algorithm reduces
a form F of binary encoding size s with O(s) arithmetic operations on integers
of size O(s). This amounts to O(M (s) s) bit-operations, where M (s) is the bit-
complexity of s-bit integer multiplication. If one plugs in the current record for
M(s) = O(slog sloglog s) [11], this shows that a form F' can be reduced with a
close to quadratic amount of bit-operations.

A form in two variables is called a binary form. Here one has asymptotically
fast reduction algorithms. It was shown by Schénhage [10] and independently
by Yap [I6] that a binary quadratic form can be reduced with O(M(s)log s)
bit-operations, see also Eisenbrand [3] for an easier approach.

In his famous disquisitiones arithmeticae [4], Gauk provided a “reduction
algorithm” for forms in three variables, called ternary forms. He showed how to
compute a ternary form, equivalent to a given form, such that the first diagonal
element of the coefficient matrix is at most %\VA_F A form which is reduced in
the Gaussian sense is not necessarily reduced in the sense of (). The Gaussian
notion of reduction was modified by Seeber [13] such that a reduced form satisfies
(@ with 3 = 3. Gauk [5] showed later that 3 = 2.

The “reduction algorithm” of Gauk was modified by Lagarias [[7] to produce
so called quasi-reduced forms. They satisfy the slightly weaker condition that
the first diagonal element is at most twice the cubic root of the determinant.
Lagarias proved that his modified ternary form algorithm runs in polynomial
time. However, a quasi-reduced form is not necessarily reduced in the sense

of ().

Results. We prove that ternary forms can be reduced with a close to linear
amount of bit-operations, as it is the case for binary forms. More precisely, a
ternary form F' of binary encoding length s can be reduced in the sense of ([I)
with v3 = 13—6 using O(M (s) log? s) bit-operations. Unfortunately, the complexity
of the proposed reduction procedure has still an extra (log s)-factor compared
to the complexity of binary form reduction. However our result largely improves
on the O(M(s) s) complexity of algorithms for ternary form reduction which are
based on the LLL algorithm.

We proceed as follows. First we show that the Gaussian ternary form al-
gorithm, in the variant of Lagarias |7], requires O(M (s) log® s) bit-operations.
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This is achieved via a refinement of the analysis given by Lagarias. Then we
prove that, given a quasi-reduced ternary form, it takes at most O(M (s)log s)
bit-operations to compute an equivalent reduced form. Therefore, a ternary form
can be reduced with O(M (s) log® s) bit-operations. This improves on the best
previously known algorithms. It follows that, for ternary forms, Problem [1] can
be solved with O(M (s) log® s) bit-operations.

Finally we generalize the described algorithm to any fixed dimension d.
The resulting lattice basis reduction algorithm requires O(M (s)log? ' s) bit-
operations.

Related Work. Apart from the already mentioned articles, three-dimensional
lattice reduction was extensively studied by various authors. Vallée [15] invented
a generalization of the two-dimensional Gaussian algorithm in three dimensions.
Vallée’s algorithm requires O(M(s) s) bit-operations. Semaev [14] provides an
algorithm for three-dimensional lattice basis reduction which is based on pair
reduction. The running time of his algorithm is O(s?) bit-operations even if one
uses the naive quadratic methods for integer multiplication and division. This
matches the complexity of the Euclidean algorithm for the greatest common
divisor.

2 Preliminaries and Notation

The letters Z and Q denote the integers and rationals respectively. The running
times of algorithms are always given in terms of the binary encoding length of the
input data. The cost measure is the amount of bit operations. The function M (s)
denotes the bit-complexity of s-bit integer multiplication. All basic arithmetic
operations can be done in time O(M(s)) [1I.

We will only consider positive definite integral quadratic forms. We identify
a form F with its coefficient matriz M € Z%*? such that

F(le"'vxd) = (le"'aXd) MF (le"'vxd)T'

The function size(F') denotes the binary encoding length of Mp. Two forms
F and G are equivalent if there exists a unimodular matrix U € Z%*¢ with
Mg = UTMpU. We say that U transforms F into G. The number Ar = det Mz
is the determinant of the form. The determinant is invariant under equivalence.
See, e.g., [2] for more on the theory of quadratic forms. The coefficient matrix
Mp € Z%%? has a unique RT DR factorization, i.e, a factorization Mp = RTDR,
where R € Q4*? is an upper triangular matrix with ones on the diagonal and
D is a diagonal matrix. The matrix R has a unique normalization R’ = RU,
where U is unimodular and R’ is upper triangular with ones on the diagonal and
elements above the diagonal in the range (—%, %] The corresponding matrix
R'TDR’ defines a form F’ which is equivalent to F. The form F’ is called the
Gram-Schmidt normalization of F. This is the normalization step of the LLL
algorithm [§], translated into the language of quadratic forms. In fixed dimen-
sion, the Gram-Schmidt normalization of a form F of size s can be computed
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with a constant number of arithmetic operations, and hence with O(M (s)) bit-
operations. We say that a form G is a v-reduction of F', if G is equivalent to F’
and if the product of the diagonal elements of M¢ is at most v Ap.

2.1 Binary Forms

A binary form is a form in two variables. We denote binary forms with lower
ail ai2

case letters f or g. The binary form f is reduced if My = (511 412) satisfies

a11 < a2 (2)
lai2| < $ai;. (3)

If f is reduced one has
3 a11az < Ay, (4)

The unimodular matrix (0 1 ) where 7 is the nearest integer to 312 transforms
a binary form f to an equivalent form which is called the normalization of f.
The normalization of f satisfies (3).

We have the following result of Schénhage [10] and Yap [16].

Theorem 1. Given a positive definite integral binary quadratic form f of size
s, one can compute with O(M (s)log s) bit-operations an equivalent reduced form
g and a unimodular matriz U € Z2*? which transforms f into g. O

2.2 Ternary Forms

Ternary forms will be denoted by capital letters F' or G. Let F' be given by its
coefficient matrix
ail a2 ai3
Mp = | a12 agz az3
a13 a23 33

The form F defines associated binary forms fi;, 1 <1i,5 < 3, 1 # j which have
coefficient matrix

By reducing f;; in F', we mean that we compute the unimodular transformation
which reduces f;; and apply it to the whole coeflicient matrix Mp. This changes
only the i-th and j-th row and column of Mp and leaves the third diagonal
element ay, unchanged. It follows from Theorem [ that such a reduction of f;;
in F' can be done with O(M (s)log s) bit-operations on forms F' of size s.
The adjoint F* of F is defined by the coefficient matrix Mg~ = det Mp -M;l
and we write
Aqp Arg Ais
Mp- = | A2 Az Az
Az Azz Asz
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Clearly Mp- is integral and positive definite. A unimodular matrix S € Z3*3

transforms F into G if and only if (ST)~! transforms F* into G*. The associated

binary forms of F™* are denoted by f7; and by reducing such an associated form in

F we mean that we apply the corresponding reduction operations on F'. Notice

that size(F*) = O(size(F)) and size(F) = O(size(F*)) and that Ap- = AZ.
The ternary form F'is quasi-reduced (see [T, p. 162]) if

a1 <2V Afp (5)
Azz <2 3/A2 (6)
lat2| < % an (7)
|A1s| < 3 Ass (8)
|Ags| < 3 Ass. 9)

This notion is a relaxation of Gaufl ’ concept of reduction of ternary forms, which
has the constant 4/3 instead of 2 in (EHEG).

3 Computing a Quasi-reduced Ternary Form

The Gaussian algorithm [4, Arts. 272-275] for ternary form “reduction” proceeds
by iteratively reducing the associated binary forms fi2 and fi, in F'. Lagarias [7]
modified the algorithm by keeping the entries above and below the diagonal of
the intermediate forms small so that (H3) are fulfilled after every iteration. So
we only have to see that (Bl) and (@) are fulfilled. One iterates until

Asz <2 Y A% (10)

In the following we prove that the number of iterations until a ternary form
F of size s satisfies (I0) is O(log s). For F and its adjoint F* one has

Asy = A, (11)
allAF = Af§2'

Thus reducing fi12 in F' leaves Ass unchanged and reducing f3, in F' leaves a1
unchanged. Furthermore, after reducing f12 in F one has

a11 </ 5 Ass (12)

by (1), @) and @). Similarly, after reducing f3, in F' one has

A33 S A/ %aHAF. (13)

This shows that each iteration decreases the binary encoding length of Ass by
roughly a factor of 4 as long as Asz exceeds {/A% by a large amount. We make
this observation more precise.
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Let Agl) denote the coefficients of F** after the i-th iteration of this procedure.
By combining (I2) and (I3)) we get the following relation (see [} p. 166, (4.65)])

i1 i
AT < (G VAR (A (14)
Lagarias then remarks that, if Agg > 2 {/AZ, then
i+1 i
Ag < (3)° 4Gy (15)

and it follows that the number of iterations is bounded by O(s). Lagarias does
not take full advantage of ([4). By rewriting (I4) in the form

we see that we can achieve

in at most

i = log, logy [Aég)/(éﬁfw/g)} < log, log, A:(sg) = O(log 5)

iterations. After we have achieved Agg) < 8 {/AZ, then, by (I5), the modified
ternary form algorithm requires at most one additional iteration to obtain an
equivalent quasi-reduced form.

This shows that the modified ternary form algorithm requires O(log s) iter-
ations to quasi-reduce a ternary form of size s. If one iteration of the reduction
algorithm is performed with the fast reduction algorithm for binary forms one
obtains the following result.

Theorem 2. The modified ternary form reduction method reduces a ternary
form of size s in O(M(s)log®s) bit-operations.

Proof. Lagarias proves that the sizes of the intermediate ternary forms are O(s).
We have seen that the number of iterations is O(log s). One iteration requires
O(M (s) log s) bit-operations if one uses the fast reduction for binary forms. O

4 From Quasi-reduced to Reduced

A quasi-reduced form (or a form which is reduced in the sense of Gauk ) is not
necessarily reduced. For example, the form F' given by

4r 2x O 223 + 222 —422 0
Mp=[2z24+1 0 |, Mp= — 42 8z 0
0 0 222 0 0 4x
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with Ap = 822 is quasi-reduced, but it is far from being reduced, for z — oo.
In this section we show that we can compute a %—G—reduction of a quasi-reduced

ternary form F with O(M(s)log s) bit-operations.
The following lemma states that, if F' has two small entries on the diagonal

which belong to an associated reduced binary form, then the Gram-Schmidt

normalization of F' is reduced.

Lemma 1. Let F be a ternary form such that fio is reduced and a1, a2 <
k VAf for some k. Then one has

N 4 1.3
aj G033 < (3 + 35°) Ar,

for the Gram-Schmidt normalization F' of F.

Proof. Let
ajl a12 a13 1 00 d1 00 1 T12 T13
ajg a a3 | = |ri2 1 0 0dy 0O 0 1 793
a13 a23 a33 T13 T23 1 0 0 ds 00 1

be the RT DR factorization of the coefficient matrix of F. Since Ay, = dida,
f12 is reduced, and d; = a1, it follows that

dy > %azz- (16)
Now Ap = dydads and ([I6) imply

4 A
A
3 aiyas

(17)

Let F' = R'”"DR’ be the Gram-Schmidt normalization of F, then
dyg = dy + (r33)? da + (r13)? dy < d3 + (r53)* aze + (r13)* an
<ds+ 3k V/Ap. (18)

Since f12 is reduced we have not only a}j; = a1 but also aby, = ags since |r12] < %
By combining (I7) and ([8) and the assumption that ai1, ass < k /Ap, one

obtains
ayy ajy gz = a11 a2 ajg
< a1 a (ds + 3k Y/Ar)
< %AF + %K‘,g Ap = (% + %Ii3) Ap.

Now we are ready to prove that, given a quasi-reduced ternary form F', an
equivalent y-reduction is readily available, for v = %.

Proposition 1. Given a quasi-reduced ternary form F of size s, one can com-
pute with O(M (s)log s) bit-operations a i¢-reduction G of F.



Fast Reduction of Ternary Quadratic Forms 39

Proof. Let F be quasi reduced and let F** be the adjoint of F'. First reduce f3,
in F. This leaves a1; unchanged and maybe decreases Ass. Recall that a1 <
2 {/Ap. It follows from (@) that

3 Asz Agp < det f3, = an1Ap. (19)

We normalize f12 in F. This leaves the form f13 unchanged. Also normalizing
fis in F' leaves f12 unchanged. Therefore normalizing fi2 and fi3 in F' leaves
Ass = Ay, and Asx = Ay, unchanged. If, after these normalizations, fi2 or fis
is not reduced, (@) must be violated and we have two diagonal elements of value
at most 2 v/A. By one more binary form reduction step performed on fi5 or fi3
in ', we are in the situation of Lemma [I] with x = 2 after swapping the second
and third row and column if necessary. It is clear that the computations in the
proof of Lemma /[l can be carried out in O(M (s)) bit operations. In this case we
compute a ~y-reduction of F' with v < % +4= %.
If fi2 and fi3 are reduced then (H) implies

Asz = det f12 > 3a11a9:

Az = det f13 > 3a11as3

We conclude from (T3)) that
a11Ap > (%)3 a3y a ass

and thus that

Ar > (3) a11azass > < any az ass,
and we have a E—G—reduction of F. The overall amount of bit operations is
O(M (s)log s), where the factor log s is required for the binary reduction steps
that may be necessary. O

By combining Theorem [ and Proposition [[l we have our main result.

Theorem 3. Given an integral positive definite ternary form F of size s, one

can compute with O(M (s)log? s) bit-operations a 8 -reduction of F. O

5 Finding the Minimum of a Ternary Form

The following theorem is well known.

Theorem 4. If F is a form in d variables with coefficient matrizc Mp = (ai;)
such that Hle ay; < v Ap, then

MF) =min{ F(z1,...,2zq) | |zi| < V7, @i €Z,i=1,...d}. O

If the dimension is fixed and F' is reduced, then Theorem M states that \(F')
can be quickly computed from a constant number of candidates. This gives rise
to the next theorem.
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Theorem 5. The minimum \(F) of a positive definite integral ternary form F
of binary encoding length s can be computed with O(M (s)log? s) bit-operations,
where M(s) is the bit-complexity of s-bit integer multiplication.

Proof. Given a ternary form F' of size s, we first compute a %—reduction G of

F. Now A(F') = MG) and by Theorem H] the minimum of G is attained at an
integral vector x € Z® with |z;| < 13—6, i =1,...,3. By Theorem [3 all this can
be done with O(M (s)log® s) bit-operations. O

6 Fast Reduction in Any Fixed Dimension

In this section we sketch how the previous technique can be generalized to any
fixed dimension. It is more convenient to describe this in the language of lattices.
For this we review some terminology. A (rational) lattice A C Q% is a set of the
form A = A(A) = {Az | z € ZF}, where A € Q¥** is a rational matrix of
full column rank. The matrix A is a basis of the lattice A and its columns are
the basis vectors. The lattice A is integral if A € Z%**. The number k is the
dimension of the lattice. If k = d, then A is full-dimensional. Let F' be the
quadratic form with coefficient matrix AT A. The lattice determinant of A is the
number det A = \/Ar and the lattice basis A = (z1,..., %) is reduced if the
form F is reduced. More explicitly, this means that

k

[T 1l < v det A (20)
=1

for some constant . The Lattice Reduction Problem is the problem of computing
a reduced basis for a given lattice.
The dual lattice of a full-dimensional lattice A is the lattice A* = {y € Q¢ |

yTz € Z,Vr € A}. Clearly A* = A(ATil) and det A* =1/ det A.

6.1 Lattice Reduction, Shortest Vectors, and Short Vectors

The Shortest Vector Problem is the problem of finding a shortest nonzero vector
of a given lattice. This is just the translation of Problem [I] into lattice ter-
minology. Hermite [6] proved that a d-dimensional lattice A always contains a
(shortest) vector x with ||z|| < (4/3)(@=1/4(det A)*/¢. We call the problem of
computing a vector x with

]l < & - (det A)Y/,

where £ is an arbitrary constant, the SHORT Vector Problem.

Clearly, every shortest vector is also a short vector. If a reduced lattice basis
is available, a shortest vector can be computed fast, as mentioned above in
Section 5] (Theorem [). The availability of a reduced lattice bases also implies
an easy solution of the Short Vector Problem, either directly by ([20) or via the
Shortest Vector Problem.
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So, the Short Vector Problem is apparently the easiest problem among the
three problems Lattice Reduction, Shortest Vector, and Short Vector. We will
show in Section [E3lthat Lattice Reduction (and hence the Shortest Vector Prob-
lem) can be reduced to Short Vector. In Section[6.2] we will first describe a solu-
tion of the Short Vector Problem which proceeds by induction on the dimension,
analogously to the procedure of Section Bl

6.2 Finding a Short Vector

First we describe how one can find a lattice vector x € A of a d-dimensional
integral lattice A C Z¢ with |jz|| < a(4/3)(@1/4{/det A, for any constant
a > 1. The procedure mimicks the proof of Hermite [6] who showed that such a
vector (with a = 1) exists, see also [12] p. 79].

The idea is to compute a sequence of lattice vectors xg,z1,z2,... which
satisfy the relation
i1l < (a-1) @ (det A) =2/ (@07 |y 1/ (@17, (21)

for a certain constant x4—1. This is the generalization of ([I4) to higher dimen-
sions. We rewrite (2I) as

_1)2
il _ i vy

(Kd_l)(d—l)/(d—2) \d/ det A — (/{d_l)(d_l)/(d_z) \d/ det A

1/d

Arguing as in Section B] we can obtain ||z;| < kq-(det A)1/%in i = O(loglog ||zo|)

steps, if we choose the constant kg > (md,l)(d’l)/(d’z).
We now describe how the successor of x; is computed. Let x; be given. Con-
sider the (d — 1)-dimensional sublattice * of A* defined by

QO ={yecA*|yTz;=0}.
The lattice 2* has determinant
det Q* < ||z;|| det A* = ||| (det A)~ .
We find a short vector g in Q* with
191 < a1 (llil] (det )14,

This is a Short Vector Problem in d — 1 dimensions, which is solved inductively.
Now we repeat the same procedure, going from the dual lattice back to the
original lattice: consider the (d — 1)-dimensional sublattice I" of A defined by

F={zecA|jTz=0},
whose determinant satisfies
det T’ < ||]| - det A < kg1 (det A)@=2/ (=) ||, |1/ (d=1),

We find a short vector x;41 of I' with ||z;41]| < kq_1 (det T)/ @D which im-
mediately yields (21)). O

As a consequence one obtains the following proposition which generalizes
Theorem
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Proposition 2. Letd € N, d > 3, and let K4—1 be some constant. Suppose that,
in an integral lattice T of dimension d — 1 with binary encoding length s, a short
vector x with

||| < ka1 (detT)Y/ (@1

can be found in Ty—_1(s) bit-operations. Then, for an integral lattice basis A €
7% with binary encoding length s, we can compute a basis B € 7% of the
generated lattice A such that the first column vector x of B satisfies

2]l < ra (det )/,
in Tq(s) = O(Ty—1(s)log s+ M (s)log s) bit-operations, for any constant kq with
Kd > (K/dil)(dfl)/(dfz)'

Proof. We start the sequence xg, ...,z with an arbitrary vector xg out of the
basis A. The successors are computed as described above. The computation of
g can be done with O(Tgq—1(s) + M (s)) bit-operations, since this involves only
one (d — 1)-dimensional shortest vector problem and basic linear algebra. The
same time bound holds for the computation of z;y;. These computations have
to be repeated at most O(loglog ||zo||) times and we arrive at a lattice vector
x with [|z|| < kg (det A)'/9. Now we determine an integral vector y € Z? with
Ay = x. With the extended euclidean algorithm one can find a unimodular
matrix U € Z4*¢ with first column y/ ged(y1, ..., yq)- The matrix B = AU is as
claimed. ad

We can use this proposition inductively, starting with ko = +{/4/3 and
Ts(s) = O(M(s)log s). We see that we can choose kg as close to (4/3)(d=1/4 ag
we like. So we obtain:

Corollary 1. In a d-dimensional integral lattice A C 7%, a lattice vector x
with ||z]] < k¥/det A can be found in O(M(s)log? ' s) time, for any constant
k> (34, 0

6.3 Augmenting the Number of Short Vectors in the Basis

Now we generalize the approach of Section M to get a reduced basis. Suppose
we have a basis vy, ...,vq of the d-dimensional lattice A which is not reduced
and such that the first k > 1 basis vectors satisfy [|v;|| < aVdetA, 1 <i <k
for some constant « depending on d and k only. We describe a procedure that
computes a new basis v, ..., v}, which satisfies one of the following.

a) vi,...,v/ is reduced, or

( ) 1 d ’

(b) forall 1 <j <k+1 onehasv; <a* V/det A for some constant a* depending
on d and k + 1 only.

Let L be the subspace of R? which is generated by the vectors v1, ..., v and
denote its orthogonal complement by L. Let 9; denote the projection of v; into
L+. Let A be the k-dimensional lattice generated by vy,..., v, and let A(?)
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be the (d — k)-dimensional lattice generated by the vectors Ux41,. .., 4. Clearly
det A det A®) = det A. Let

Uk41,---,Ud

be a reduced basis of A®) and suppose that @1 is the shortest among these basis
vectors. Let U € Z(4=#)*(4=k) denote the unimodular matrix which transforms
(Uk+1,.-.,0q) into (Ugy1,...,4q). The vectors Vi € A defined by (v ,,...,v})
= (Vk+1,---,vq) U are of the form

k
i=1

with some real coefficients p;;. It follows that

k
U;' = Up+1 + Z{Mz‘j} v; € A,

i=1
where {x} denotes the fractional part of z. Clearly
vl,...,vk,v,;+1,...,v&

is a basis of A and
05| < ||t;] + ko V/det A

There are two cases. If ||Ti41] > V/det A, then for all j =k +1,...,d,
o511 < (Fer+ 1) [l

Thus we get |lvy_ | - [[ug]l < o det A for some constant ay since g1, . .., Ud
is reduced. Now let v, ..., v}, be a reduced basis of A(). Then
]| Jo5]] < aq det Ay det A®) = oy gy det A,
which means that v}, ..., v} is reduced and thus (a) holds.
If, on the other hand, ||ty1]] < V/detA, then the basis ULy eve s Vky Vpyqs
..., vl satisfies (b). O

Now it is clear how to proceed. We find the first short basis vector by Propo-
sition B} and we iterate the above procedure as long as case (b) prevails, increas-
ing k. We must eventually end up with a reduced basis, because as soon as k
reaches d, we have ||v;|| < av/det A for all basis vectors v;, and this implies that
the basis is reduced.

In this way, we have reduced the Lattice Reduction Problem in dimension d
to one d-dimensional Short Vector Problem and a constant number (fewer than
2d) of lower-dimensional lattice reduction problems, plus some linear algebra
which can be done in O(M(n)) time. Thus we obtain the following theorem by
induction on the dimension.

Theorem 6. Let d € N, d > 2, A € Z%*? be a lattice basis generating A and

suppose that the binary encoding length of A is s. Then one can compute with

O(M (s)1og?™1 s) bit-operations a reduced basis of A or a shortest vector of A.
O
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Factoring Polynomials and 0—1 Vectors

Mark van Hoeij
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Abstract. A summary is given of an algorithm, published in [4], that
uses lattice reduction to handle the combinatorial problem in the factor-
ing algorithm of Zassenhaus. Contrary to Lenstra, Lenstra and Lovész,
the lattice reduction is not used to calculate coefficients of a factor but
is only used to solve the combinatorial problem, which is a problem
with much smaller coefficients and dimension. The factors are then con-
structed efficiently in the same way as in Zassenhaus’ algorithm.

1 Comparison of Three Factoring Algorithms

Let f € Q[z] be a polynomial of degree N. Write
N .
f= Zaiacz with a; € Q.
i=0

Suppose that f is monic (i.e. ay = 1) and square-free (i.e. ged(f, f') = 1).
Assume that the coefficients a; do not have more than D digits.
Let p be a prime number and let Q, be the field of p-adic numbers. Let

f=11+
i1

where f; € Q,[x] are the monic irreducible factors of f in Q,[x]. Let v be a 0-1
vector, i.e. v = (v1...v,) € {0,1}™ Let g, = [ f*- Then

{gvlv € {0,1}"}
is the set of all monic factors of f in Qp[z]. Let
V ={v e {0,1}"g, € Q[z]}
so {gv|v € V'} is the set of all monic factors of f in Q[z]. Let
B = {v € Vg, irreducible in Q[z]}.

Because Q[x] has unique factorization it follows that V is the set of all {0,1}-
linear combinations of B.

J.H. Silverman (Ed.): CaL.C 2001, LNCS 2146, pp. 45501 2001.
© Springer-Verlag Berlin Heidelberg 2001
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The algorithm of Zassenhaus [I] to factor f in Q[z] works as follows. First
the f; are computed modulo a power of p using Hensel lifting. The computation
time is bounded by Pz(N,D) which is a polynomial in N and D. Then, for
v € {0,1}", a method is given to decide if g, € Q[z] or not, and if so, to
calculate g, € Q[z]. If g, is not in Q[x], then the time ¢ to verity that is very
small, and is almost independent of N and D. For all practical purposes we can
assume that this cost ¢ is constant. Calculating g, for all v € B gives the set of
all irreducible factors of f. But no method is given to calculate the set B, other
than to try all v. Denote |v] = 3" v;, s0 g, is a product of |v| p-adic factors. First
one tries all v with |v| = 1, then |v] = 2, etc. Whenever a g, € Q[z] is found, the
corresponding f; are removed, and n decreases. The complexity depends on

M = max{]Jv|,v € B}.

The worst case is M = n, i.e. f is irreducible, because then all 2" vectors v will
be be tried (or 2"~! vectors, by skipping the complements of the v’s that were
already tried). So the total cost is at most

PZ(NvD) +C2n717

where ¢ is a very small constant. If M = n/2 then the cost is essentially the
same. If M < n/2 then the cost is lower, we can bound the cost by

Pz(N, D) + CEz(n,M),

where Ez(n, M) < 2"~! depends exponentially on M. After trying all |v| < 3,
which can be done quickly, we may assume that M > 3 (if there are still any f;
left).

In most examples (even with large N) the number M will be small. Then
Pz dominates the computation time and the algorithm works fast. However, in
some examples M can be large, in which case cEz can dominate the computation
time. This happens when f has few factors in Q[z] but many factors in Q,[x] for
every p. Such polynomials have a very special Galois group; order(c) <« N for
every o in the Galois group. Extreme examples are the Swinnerton-Dyer polyno-
mials, where order(o) < 2 for all o. Other examples are resolvent polynomials,
which tend to be polynomials of high degree with small Galois groups. For these
polynomials, the computation time is dominated by cEz, and the algorithm of
Zassenhaus will be exponentially slow.

The first polynomial time algorithm was given by Lenstra, Lenstra and
Lovész. In their paper [2] they give a lattice reduction algorithm (the LLL al-
gorithm). Many combinatorial problems can be solved in polynomial time with
LLL by encoding the solutions of the problem as short vectors in a lattice. The
LLL algorithm can find the set S of short vectors, provided that all vectors
outside of span(S) are sufficiently long in comparison.

In [2] the LLL algorithm is used in the following way. Take one factor f; €
Qp[z] of f. The problem to be solved with LLL is: Find, if it exists, a non-zero
g € Q] of degree < N such that f; divides g. If such g exists, then

ged(f, g) € Qlz]
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is a non-trivial factor of f. This problem is reduced to lattice reduction as follows.
First calculate f; modulo a sufficiently high power of p by Hensel lifting. The
cost of Hensel lifting can be bounded by Pr, (N, D) which is a polynomial in
N, D. From that, a lattice can be constructed that (if f is reducible) contains a
vector U, whose entries are the coefficients of g. Then the LLL algorithm can
find this vector in a time bounded by Py, (N, D) which is also a polynomial in
N and D. So the total computation time is bounded by P, = Pr, + Pr,, which
is a polynomial in N, D. However, Pr,, > Pz because one must Hensel lift up
to a substantially higher power of p. Furthermore, Pr, > Pz, in other words,
the algorithm of Zassenhaus is much faster, except when cEz > Pz which only
happens for polynomials with special Galois groups.

So, there exists a polynomial time algorithm [2], and an exponential time
algorithm [T] that is faster most of the time (except when M is large). How can
the advantages of both algorithms be combined?

Suppose that g, € Q[z]. The algorithm in [2] would find such ¢ = ¢, by
computing a vector U, in an N-dimensional lattice whose entries are the coef-
ficients of g. Suppose that g is large (say degree five hundred and coefficients
with thousands of digits). Lattice reduction is a very general method that can
be applied to solve many combinatorial problems. So it is to be expected that if
it is used to construct a large expression such as U, that it will take a long time.
To have a faster computation, we must use LLL to construct smaller vectors
instead.

The vectors in B are much smaller than the vector Uy, in two ways. The
entries have only 1 digit whereas the entries of U, can have many digits. And
the number of entries is only n, usually n is much smaller than N (except for
Swinnerton-Dyer polynomials where n = N/2, which is smaller but not much
smaller than N).

Because of the much smaller size, LLL can calculate the elements of B much
faster than the vector U;. We need to design an input lattice for LLL in such a
way, that span(B) and hence B can be obtained from the short vectors found
by LLL. To keep the LLL cost to a minimum, we must make sure that the short
vectors found by LLL do not contain any information (other than the set B)
about the coefficients of a factor g, so that the LLL cost will not depend on
the size of g. The LLL cost will then be bounded by a polynomial P(n) that
depends only on n, and not on N or D. The cost cEz(n, M) of finding the set B
in Zassenhaus’ algorithm is now replaced by P(n), and the total cost of factoring
is now:

So the resulting algorithm is faster than Zassenhaus’ algorithm whenever
P(n) < cEz(n,M).

It turns out in experiments that the cut-off point is low. That means that when
P(n) is not smaller than ¢cEz(n, M), then P(n) and cEz(n, M) are both small,
so then the computation time is close to Pz (N, D) for both algorithms. However,
when n is larger, then P(n) can be much smaller than cEz(n, M). Experiments
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show that polynomials with n > 400, N, D > 2000 can be handled, which is far
beyond the reach of [112].

2 How to Construct the Lattice to Find B?

To find linear conditions on v we can not use the coefficients of the polynomial
guv, because they do not depend linearly on v, gytry = gugy- In order to find
linear conditions, a vector T'4(g) with s entries (s will be small compared to n)
will be defined, that has the following property:

Ta(g192) = Ta(g1) + Ta(g2) € Q, for all non-zero g1, g2 € Qp[z].

This T'4(g) will be constructed in such a way that the entries of T'4 (g, ) are p-adic
integers for all 0-1 vectors v, and if furthermore g, € Q[z] then the entries are
integers, bounded in absolute value by %pb for some integer b.

Now Ta(gy) = >_v;Ta(f;) is a linear combination of the T4(f;), and when
gv € Qz] then the entries of this linear combination are integers. However,
the entries of T4 (f;) are not yet suitable for use in the LLL input vectors for
two reasons. First, these entries of T4 (f;) are p-adic integers, which are not finite
expressions. Second, if g, € Q[z], then the entries of T'4 (g, ) are integers bounded
by %pb, and these integers give some partial information about the coefficients of
gy- It would be inefficient to have this information in the lattice. Both problems
are solved by cutting each entry of T4(f;) on two sides. If ¢ is such an entry,
then the p-adic integer ¢ can be written as

o0
t = Ztipi with ¢; integers and —g <t; < 2—7
i=0

Choose a > b, then cut such ¢ by replacing it with

a—1
i=b

So the powers > a and the powers < b of p in t are removed. The first causes the
expression to be finite, and the second removes unnecessary information about
the coefficients of g from the lattice. Denote the result of this cutting by Tf"a(fi).
Let eq, ..., e, be the standard basis vectors, so g., = fi. Denote

Vi = (e, TY(f1))

as the concatenation of the vectors e; and Tz’“( fi). The number of entries is
n+ s which is a little more than n. Denote Ej, j € {1,..., s} as the vector with
n + s entries, all 0 except for the n + j’th entry which is p®~°.

The n 4 s vectors V; and E; are now the input vectors for LLL. To find
the set B, calculate the short vectors in the lattice spanned by the V; and Ej,
then take the projection on the first n entries, and then reduce those vectors
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to echelon form. The resulting vectors form the set B, provided that a,b and
the other parameters in the algorithm were set properly. This can be verified;
the polynomials g, for v in the calculated set B are automatically irreducible if
they are in Q[z], so to verify the correctness of B one only needs to check that
gv € Q[z] for all v € B.

The reason that the LLL algorithm lets us find the vectors v for which g, €
Q[z] is because for those v, the entries of T'4(g,) are integers bounded by %pb,
hence T%*(g,) = 0. Now S v, T3*(f;) is almost the same as T (g,,) = 0, except
for some round-off errors (caused by cutting the p-adic numbers) which must be
of the form €; + eap®~?, where €1, €5 are small. The vector

SouiVi = (v, > wTH ()

is in the lattice. After reducing with the vectors F;, all entries are small; the
first n entries are all 0 or 1, and the last s entries are small as well. So > v;V; is
a short vector. When this vector is found by LLL, v can be read off by taking
the first n entries.

There is a lot of freedom in the choice of the numbers p®~—® and s so one can
choose the size of the LLL input vectors. For efficiency, the size should be not
too large, but the size should also not be too small because LLL can only find
the short vectors if the remaining vectors are sufficiently long in comparison.
The number s(a — b)log(p) should be O(n?), and should be independent of N
and D.

3 The 2’th Trace

Definition 1. The i’th trace Tr;(g) of a polynomial g is defined as the sum of
the i’th powers of the roots (counted with multiplicity) of g.

It is clear that
Tri(f1) + Tri(f2) = Tri(f1f2)

for any two polynomials fi, f2. Suppose g = > ¢;2* is monic of degree d. Then
Tr;(g) for ¢ = 1,...,k can be determined from cq4—; for ¢ = 1,... k with the
Newton relations, and vice versa.

Now choose some 41,42, ..., s, and for g € Qp[z] let T4 (g) be a vector whose
entries are the p-adic numbers

Tri, (9), -, Tri, (g)

multiplied by some integer m. The integer m is chosen in such a way that if g
is a factor of f in Q[z], then the entries of T4 (g) are integers. If f is monic and
has integer coefficients then m = 1.

The number s is normally chosen much smaller than n or degree(g), so T'a(g)
will only contain partial information about the coeflicients of g. By computing
a bound for the absolute value of the complex roots of f, it is easy to bound
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Tr;(g) for any factor g € Q[z] of f, so it is easy to calculate a number b such
that the absolute values of the entries of T'4(g) are bounded by %pb.

We use T'4(g) to fix the problem that g, does not depend linearly on v. There
is also another way to fix this problem: In [3] Victor Miller uses idempotents to
factor in Q[z]. The main difference with our algorithm is that our algorithm
is closer to Zassenhaus’ algorithm, because only the 0-1 vectors are computed
with integer-relation-finding or LLL; the factors g themselves are constructed
like in [I]. Millers algorithm is less similar to [I] but is closer to [2] in the
sense that everything is computed with integer-relation-finding, more precisely:
it calculates the 0-1 vector and the idempotent e simultaneously, and if e is a
non-trivial idempotent then

ged(e, f) € Qlz]

is a non-trivial factor of f. In our algorithm, besides the 0—1 vector, no informa-
tion about g is calculated with LLL, because the value of T'4(g) which contains
information about g is precisely what is being cut away when all powers < b of
p were removed.
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Abstract. We show that recent results of Coppersmith, Boneh, Durfee
and Howgrave-Graham actually apply in the more general setting of
(partially) approximate common divisors. This leads us to consider the
question of “fully” approximate common divisors, i.e. where both integers
are only known by approximations. We explain the lattice techniques
in both the partial and general cases. As an application of the partial
approximate common divisor algorithm we show that a cryptosystem
proposed by Okamoto actually leaks the private information directly
from the public information in polynomial time. In contrast to the partial
setting, our technique with respect to the general setting can only be
considered heuristic, since we encounter the same “proof of algebraic
independence” problem as a subset of the above authors have in previous
papers. This problem is generally considered a (hard) problem in lattice
theory, since in our case, as in previous cases, the method still works
extremely reliably in practice; indeed no counter examples have been
obtained. The results in both the partial and general settings are far
stronger than might be supposed from a continued-fraction standpoint
(the way in which the problems were attacked in the past), and the
determinant calculations admit a reasonably neat analysis.

Keywords: Greatest common divisor, approximations, Coppersmith’s
method, continued fractions, lattice attacks.

1 Introduction

When given new mathematical techniques, as is the case in [I] and [9], it is im-
portant to know the full extent to which the result can be used, mathematically,
even if this generalisation does not have immediate applications (to cryptogra-
phy, say). In this paper we will start by describing approximate common divisor
problems. Later we will show that the above results can be seen as special in-
stances of this problem, and we will describe a lattice based solution to (a version
of) the general problem. For now let us just concentrate on explaining approxi-
mate common divisor problems.

As an example, we explain this in the more specific and familiar case of
greatest common divisors. If we are given two integers a and b we can clearly
find their ged, d say, in polynomial time. If d is in some sense large then it may be
possible to incur some additive “error” on either of the inputs a and b, or both,
and still recover this ged. This is what we refer to as an approximate common
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divisor problem (ACDP); although we delay its rigorous definition to later. Of
course if there is too much error incurred on the inputs, the algorithm may well
not be able to discern the ged d we had initially over some other approximate
divisors d’ (e.g. they may all leave residues of similar magnitude when dividing
a and b). In this sense, the problem is similar to those found in error correcting
codes.

Continuing this error correcting code analogy we can state the problem from
the standpoint of the design of the decoding algorithm, i.e. we wish to create
an algorithm which is given two inputs ag and by, and bounds X, Y and M for
which one is assured that d|(ap + xo) and d|(bg + yo) for some d > M and =,
yo satisfying |zg| < X, |yo| < Y. The output of the algorithm should be the
common divisor d, or all of the possible ones if more than one exists. We explore
the following questions: under what conditions on these variables and bounds

— is d uniquely defined, or more generally limited to polynomially many solu-
tions?
— does an algorithm exist to recover these d in polynomial time?

Without loss of generality let us assume that our inputs are ordered so that
X > Y. If one of the inputs is known exactly, i.e. Y = 0, then we call this
a partially approximate common divisor problem (PACDP), and we refer to an
algorithm for its solution as a PACDP algorithm. If however neither input is
known exactly, i.e. Y > 0, then we refer to the problem as a general approzimate
common divisor problem (GACDP), and an algorithm for its solution is called a
GACDP algorithm.

In section B we show that the results given in [I] and [5] may be seen as
special instances of a PACDP, and the techniques used therein effectively give a
PACDP algorithm.

As a motivating example of this, consider the widely appreciated result in
[1], which states that if N = pq where p ~ ¢ ~ /N, and we are given the top
half of the bits of p then one can recover the bottom half of the bits of p in
polynomial time. Notice that in effect we are given pg, such that pg = p + xo,
for some g satisfying |zo| < N'/4, from which we can recover the whole of p. Tt
is not so widely known that the result also holds if we are given any integer p|
such that pj = kp+ x¢ for some integer k (and the same bound on z¢ as before),
i.e. we can still recover all the bits of p from this information too.

This immediately shows that Okamoto’s cryptosystem [I1] leaks the private
information (the factorisation of n = p?q) from the public information (n and
u = a + bpg where a < (1/2),/pq) in polynomial timdl, so this result can be
considered an even stonger break than that given in [I4], which recovers all
plaintexts, but does not recover the secret information.

In section [ we go on to consider the GACDP, and produce some new and
interesting bounds for polynomial time algorithms which (heuristically) solve
this. For ease of analysis we do restrict our attention to the case when ag ~ by

1 In fact the size of a is much smaller than it need be for this attack to work.



Approximate Integer Common Divisors 53

and X ~ Y (we call such input “equi-sized”), though similar techniques can
brought to bear in more general situations.

This general problem is thought to be very interesting to study from a math-
ematical point of view, and the lattice analysis is also considered to be quite
neat and interesting from a theoretical standpoint, however this generalisation
admittedly lacks an obvious (useful) application in either cryptography or cod-
ing theory. It is hoped that with this presentation of the problem, a use will
subsequently be found.

In section [l we conclude with some open and fundamental questions associ-
ated with these general lattice techniques.

1.1 Presentation and Algorithm Definitions

In the remainder of this paper a and b will always denote integers which do
have a “large” common divisor, and d will be used to represent this common
divisor. The (known) approximations to ¢ and b will be denoted by ag and b
respectively, and their differences by zg = a — ag, yo = ¥ — yo. A real number
a € (0...1) is used to indicate the quantity log, d, and «q is used to indicate a
(known) lower bound for this quantity.

Given two integers u, v we will write u ~, v if | log, log, u —log, log, v| < &9,
though we frequently drop the g¢ subscript, when it is clear what we mean.

We now define the algorithms to solve the ACDPs presented in this paper. We
include their bound information to fully specify the algorithms, though the proof
of these bounds, and the proof that their output is polynomially bounded, is left
to their respective sections. We start with the PACDP algorithms described in
sections Bl and

Algorithm 11. The (continued fraction based) partially approximate common
divisor algorithm PACD_CF, is defined thus: Its input is two integers ag, by such
that ag < bg. The algorithm should output all integers d = b, o > 1/2, such
that there exists an xo with |xo] < X = bgafl, and d divides both ag+ xo and b,
or report that no such d exists (under the condition on X we are assured that
there are only polynomially many solutions for d).

Algorithm 12. The (lattice based) partially approximate common divisor al-
gorithm PACD_L, is defined thus: Its input is two integers ag, by, ag < by and
two real numbers €,00 € (0...1). Let us define M = b3° and X = b2° where
Bo = a2 — e. The algorithm should output all integers d > M such that there
exists an xo with |xo| < X, and d divides both ag + x¢ and by, or report that no
such d exists (under the conditions on M and X we are assured that there are
only polynomially many solutions for d).

Firstly notice that the condition ag < by is not a limitation at all. Since we
know by exactly we may subtract any multiple of it from ay to ensure this.

Secondly (and far more importantly) notice that there is a subtle distinction
between algorithms[I1] and [2lin that in the continued fraction based algorithm
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« is not an input, but rather is defined in terms of any common divisor d (this
is true of the GACDP algorithms defined below too). This is preferential to the
situation with the lattice algorithms, in which it is presently necessary to state
in advance an oy < «, and then the bound X is defined in terms of o rather
than « (so one would wish «g to be very close to a to ensure X was as large as
possible).

Thirdly notice the requirement for @ > 1/2 in the continued fraction tech-
niques. A major contribution of this paper is in showing that we may solve the
ACDPs for a < 1/2 too, using the lattice based methods.

Lastly notice the appearance of ¢ in the lattice based variants. This is because
the bound on X in these algorithms is defined asymptotically. In order to know
X explicitly we allow ¢ < log, X to be given as input to the algorithm.

We give two equi-sized (i.e. ag ~ by) GACDP algorithms in the paper, one
in section Bland one in section[dl The lattice based approach is only defined for
a < 2/3. Refer to figure 6] to see a graphical representation of the bounds from
each of the algorithms.

Algorithm 13. The (continued fraction based) equi-sized GACDP algorithm
GACD_CF, is defined thus: Its input is two integers ag, by subject to ag ~ by,
ag < bg. The algorithm should output all integers d = b§, o > 1/2 such that
there exist integers o, yo with |zol, [yo| < X = bg where § = max(2a—1,1—a),
and d divides both ag + xo and bo +yo, or report that no such d exists (under the
condition on X we are assured that there are only polynomially many solutions

for d).

Algorithm 14. The (lattice based) equi-sized GACDP algorithm GACD_L, is
defined thus: Its input is two integers ag, by subject to ag ~ by, ag < by, and
two real numbers €, 9 € (0...2/3). Let us define M = bg° and X = bgo where
Bo =1—(1/2)ag — /1 —ap — (1/2)a2 — e. The algorithm should output all
integers d > M such that there exist integers xg,yo with |zo|, |yo] < X, and
d divides both ag + xo and by + yo, or report that it is unlikely that such a d
exists (under the conditions on M and X we are assured that there are only
polynomially many solutions for d).

As the above definitions mention, the number of common divisors d is poly-
nomially bounded when the conditions of the algorithms are met. If one wishes
to use the algorithms as encoding/decoding algorithms, and so require a unique
output from the algorithms, then one should ensure that the “aimed for” solution
is substantially below the algorithm bounds, meaning that it is highly (exponen-
tially) unlikely that any of the other (polynomially many) common divisors will
be confused with it.

Notice that since algorithm GACD_L is heuristic, it is possible that a d exists
which meets the conditions of the algorithm, but it is not found. In order to
give an indication of the probability of this event happening one can refer to the
results in Table[ll. As can be seen there, no such occurances were detected, and
so such events are considered to be extremely rare.
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2 A Continued Fraction Approach

One way to approach solving the ACDPs is to consider the sensitivity of the
Euclidean algorithm to additive error of its inputs. This can be studied via
the use of coninued fractions, as explained in [6]. One of the many places such
an analysis was found useful was in [I5], when attacking RSA with a small
decrypting exponent, and we look at this further in section

The main results that are useful in this analysis are the following:

Theorem 21. Let p be any real number, and let g;/h;, i = 1...m denote the
(poynomially many) approxzimants to p during the continued fraction approxi-
mation.

For alli=1...m we have that

1
ﬁ.

7

‘ gi<

"

Moreover for every pair of integers s,t such that
o=l <5
Po3l S 2

then the ratio s/t will occur as one of the approximants g;/h; for some j €
(1...m).

To see how this applies to creating an ACDP algorithm, let us recall the
input to the continued fraction based algorithms, namely two integers ag and
bo, ao < bo, and we search for common divisors d = b§ that divide both ag + z¢
and by + yo (yo = 0 in the PACDP).

In this section we will assume that zp and yo are such that |xol, |yo| < bg ,
and show the dependence of 8 on « so that the continued fraction approach is
assured of finding the common divisors d. We will see that the basic algorithm is
essentially the same for PACD_CF and GACD_CF, i.e. the fact that we know yo =0
will only help limit the number of d, not the approach used to find them.

Let o’ and b’ denote (ag + xo)/d and (by + yo)/d respectively, so clearly the
sizes of a’ and b’ are bounded by |a/|, |'| < by~*. Also notice that

/
ap ao+xo | aoyo —boro a’ | aoyo — boxo

bo  bot+yo  bolbo+yo) U bo(bo+ o)

so we have .
aop _a'| _ |aoyo — boo|

bV bo(bo + yo)

This means that by producing the continued fraction approximation of p =
ao/bo, we will obtain a’/b’ whenever b~ < 1/(2(b')2). Since we are primarily
concerned with large ag and by we choose to ignore constant terms like 2, and
by using the fact that |b'| < by~® we see that this inequality holds whenever
0—1<2(a—1),or f<2a—1 as anticipated by the algorithm definitions.

6-1
< b
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Thus for both PACD_CF and GACD_CF the algorithm essentially comes down to
calculating the continued fractions approximation of ag/bo; the only difference
between these two algorithms is what is then outputted as the common divisors d.

Let us first concentrate on PACD_CF, and let g;/h; denote the (polynomially
many) approximants in the continued fraction approximation of ag/bg. If d = b§
divides both ag + g and by and |zg] < X = bga_l we know ag/bg is one of
these approximants. It remains to test each of them to see if h; divides bg; if
it does then we output d = bg/h; as a common divisor. Note that for all such
approximants we are assured that |zo| < X since x¢g = ag — dg < bg/h% = bgafl.

This proves the existence of algorithm PACD_CF.

We now turn our attention to algorithm GACD_CF. The first stage is exactly
the same, i.e. we again consider the (polynomially many) approximants g;/h;,
however now h; need not divide by. Instead we find the integer k& (which will
correspond to our common divisor d) which minimises the max-norm of the vec-
tor k(gi, hi) — (ag, bo) = (z0, yo). Again we are assured that for all approximants
|zol. [yo| < X =b3°"".

However consider (x(,y) = (k +1)(gs, hi) — (a0, b0) = (z0, y0) + 1(gs, hi) for
some integer [. If it is the case that |lg;|,|lh;] < X as well, then this will mean
(k+14) for all i = 0...[ satisfy the properties of the common divisors d, and
shoud be outputted by the algorithm. Since h; = b(lfa there are bgafz choices
for I, which becomes exponential for o > 2/3.

In order to limit ourselves to polynomially many d we define X = bg where
0 = min(2a — 1,1 — a), which ensures there is (exactly) one common divisor
d associated with each continued fraction approximant g;/h;. This proves the
existence of algorithm GACD_CF.

Readers who are reminded of Wiener’s attack on RSA by this analysis should
consult section [

Even though it is known that the continued fraction analysis is optimal for
the Euclidean algorithm, we do obtain better bounds for the PACDP and the
GACDP in the next sections. This is because we are not restricted to using the
Euclidean algorithm to find the common divisors d, but rather we can make use
of higher dimensional lattices, as originally done in [IJ.

3 Using Lattices to Solve PACDP

Essentially there is nothing new to do in this section, except point out that the
techniques previously used to solve divisibility problems, e.g. [1] and [5], actually
apply to the more general case of PACDPs.

To do this we will concentrate on the approach taken in [B] (because of the
simpler analysis), which we sum up briefly below (primarily so that we can draw
similarities with the method described in section Hl). The reader is encouraged
to consult the original paper for complete details of this method.

The algorithm was originally used to factor integers of the form N = p'q.
In this section we will restrict our attention to r = 1, though we note that the
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techniques still work for larger r (which would be analagous to ACDPs such that
one of the inputs is near a power of the common divisor d).

A key observation in [B] is that if we have m polynomials p;(x) € Z[z],
and we are assured that for some integer x¢ we have p;(xg) = 0 mod ¢ for all
¢t =1...m, then any (polynomial) linear combination of these polynomials, i.e.
r(z) = >, ui(z)p;(x) also has the property that r(z¢) = 0 mod ¢.

The trick is to find a polynomial r(x) of this form, which is “small” when
evaluated at all the “small” integers. Let r(z) = ro+riz+ ...+ rpz’. One way
to ensure that |r(z)| < X" when evaluated at any z such that |z| < X is to
make the 7; satisfy |r;|X® < X". This is the approach we shall take, and we shall
use lattice reduction algorithms to generate these coefficients.

Notice that if ¢ were such that ¢t > hX" and xo were such that |zg| < X,
then the integer r(x¢) which must be a multiple of ¢, but cannot be as large as ¢,
must therefore equal 0. By finding all the roots of the equation r(z) = 0 over the
integers we therefore find all possible g for which the p;(z¢) = 0 mod ¢ when
lzo| < (t/h)Y/".

To see the relevance of this with the PACDP, notice that in the PACDP we
are effectively given two polynomiald] ¢1(x) = ag + z and ga(x) = by, and told
that d > M = bg° divides both ¢1(zo) and g2(zo) for some |zg| < X = bgo. As
in the previous section we will work out the conditions on Gy (in terms of ayp)
for us to be assured of finding such common divisors d.

Rather than just consider ¢;(z) and gz(z) directly we will calculate r(x) by
considering the polynomials p;(x) = q1(x)*ga(x)? for some fixed integer u and
i =0...u. Let h be the degree of the polynomial r(x) we are trying to produce.
We will see later how the optimal choice of h is related to u, but for the moment
just notice that p;(zo) = 0 mod d* for i =0...u.

In order to find the desired polynomial r(z) and to work out the size of
its coefficients we must describe the lattice we build. To this end we show an
example below with h = 4 and u = 2.

oo 0 0 0
boao boX 0 0 0
a? 240X X2 0 0
0 a?X 2a0X% X* 0
0 0 a3X? 2a0X3 X1

The reason that we build the lattice generated by the rows of this type of
matrix, is that each of the first u + 1 rows corresponds to one of the polynomials
pi(r), where the coefficient of 27 is placed into the (j + 1) column multiplied
with X7 = béﬂ °. Notice that with this representation the integer matrix opera-
tions respect polynomial addition.

The remaining h —u— 1 rows effectively allow for a polynomial multiple of the
relation (ag+x)" (polynomial multiples of the other relations are ignored because

2 Notice that g2(z) is simply a constant, but we still refer to it as a (constant) poly-
nomial.
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of their obvious linear dependence). If these choices seem a little “plucked from
the air”, their justification can be seen in the determinant analysis.

We plan to reduce this lattice to obtain a small vector r = (rg, 71 X, ..., thh')
from which we obtain the polynomial r(z) = Y rat.

It remains to see how small the entries of r will be. The dimension of the
lattice is clearly (h + 1) and the determinant of the lattice can be seen to be

A= Xh(h'+1)/2bg(u+1)/2 _ bg(u—',—1)/2-‘,—[30}1(h—i-1)/27
which means we are assured of finding a vector r such that |r| < cAY/(+1)
for some ¢ which (as in the previous section) is asymptotically small enough
(compared to AY("+1) for us to ignore in the following analysis. To actually
find r one would use the LLL algorithm (see [8]) or one of its variants (e.g. [12]).

Notice that, as mentioed above, this bound on r is also (approximately) a
bound on the integers |r(z’)|, where r7(z) = > r;z%, and 2’ is any integer such
that |2/| < X.

We therefore wish A/("+1) to be less than d* > b5°", so that the roots of
r(z) = 0 over the integers must contain all solutions z¢ such that d > by° divides
both ¢1(xg) and ga2(xg), and |zo| < X.

For this to happen we require that (u(u+1)+ Goh(h+1))/(2(h+1)) < apu,
ie.

w(2(h 4+ ag — (u+ 1))
h(h+1)

For a given g the optimum choice of h turns out to be at approximately
u/ap; in which case we obtain that whenever

Bo <

010(1 — ao)

2
< _
ﬂO (&5 h+1 )

we will find all the possible xg.

This proves the existence of algorithm GACD_L. One simply reduces the rele-
vant lattice with h = [(ag(1 — ap)/e] — 1 and u = [hayp], and finds the roots of
the resulting polyomial equation over the integers. The fact that there are only
a polynomial number of possible d follows from the fact that the number of xg
is bounded by h.

4 Using Lattices to Solve GACDP

In this section we attempt to solve GACDP by recovering the x and y such that
“a paricularly large” d divides both ag + x and by + y. As mentioned in section
there are exponentially many x and y for d > bg/ ® which implies that our lattice
technique cannot work above this bound. However we will show that the method
does work (heuristically) right up to this bound.

The approach taken is similar to that described in section Bl which we will
make frequent reference to, but the analysis must now deal with bivariate poly-
nomials.
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A particularly interesting question is whether one can make what follows
completely rigorous. Such an argument is presently evading author, and as shown
in [9) one cannot hope for a argument for a general bivariate modular equation,
but it does not rule out that in in this case (and other specific cases) it may be
possible to prove what follows.

In the GACDP we are given two polynomiald] ¢ (z, y) = ap+z and g2 (2, y) =
bo +y, where ag ~ bg, and told that d > M = b divides q1 (o, yo) and g2(xo, yo)
for some |xo], |yo] < X = b’g.

The first thing to notice is that we can extend the general approach of the
last section easily, since if we have m polynomials p;(z,y) € Z[z,y], and we
are assured that for some integers xo,yo we have p;(zo,y0) = 0 mod ¢ for all
¢t =1...m, then any (polynomial) linear combination of these polynomials, i.e.
r(z,y) = >0 ui(z,y)pi(z,y) also has the property that r(zo,yo) = 0 mod ¢.

Again rather than just considering ¢i1(z,y) and g2(x,y) directly we will cal-
culate r(x,y) by considering the polynomials p;(z,y) = q1(x,y)"* ‘qz2(z, y)* for
some fixed integer u. In this new case the role of the variable h is as a bound
on the total degree of the polynomials. Notice that we still have p;(xo,yo) =

0 mod d*. ) .
As an example of the lattice we create we show below the matrix whose rows

generate the lattice, for h = 4 and u = 2. Note that we use the symbol Y to

denote bound on |yp|, though in fact ¥ = X = bgo in our case (this is done so
that the entries of the matrix may be more easily understood).

aZ  2a9X X2 0 o o 0 0 0 0 0 0 0 0o o
0 a2X 2e0x2 Xx3 0 o0 0 0 0 0 0 0 0 0o o
0 0 aZx? 2a0x% X% o 0 0 0 0 0 0 0 0o o0

agby  boX 0 0 0 agY XY 0 0 0 0 0 0 0o o
0 agbgX boX? 0 0 0 ayXY X2V 0 0 0 0 0 0o 0
0 0 agbpX? box3 0 0 0 apx?y X3y o 0 0 0 0o 0

b2 0 0 0 0 2bgY 0 0 0 y?2 0 0 0 0o o0
0 bZx 0 0 0 0 2bgXY 0 0 0 XY?2 0 0 0o o
0 0 b2 x? 0 0o o 0 269X2%Y 0 0 0 x2v2 o 0o 0
0 0 0 0 0o by 0 0 0 2byY?2 0 0 y3 0o o0
0 0 0 0 0 0 bEXY 0 0 0 260XY2 0 o xvy3 o
0 0 0 0 0o o 0 0 0o b2y? 0 0 2p0Y3 0o v?

Again, since we are proving the bounds given in algorithm GACD_L, we must
treat By as a variable for the time being.

As can be seen the situation is slightly different to that previously obtained in
section Bl mainly due to the differences in the linear dependencies of polynomial
multiples of the p;(z,y). As we see we can multiply each p;(x,y) by 27 for all
j=0...h—unow, without incurring any linear dependencies. The down side is
that only (h—u)(h —u+1)/2 other rows corresponding to multiples of (by 4 y)*
may be added.

Alternatively seen, one can think of the p;(x,y) as (ag + z)*(bo + y)* for
u < s+t < h, since these generate the same basis as the above ones. We
consider these because they admit an easier analysis, though in practice we would
probably reduce the above ones because they are slightly more orthogonal.

3 Notice that ¢ (z,y) is not dependent on y, and g2(z,y) is not dependent on z, but
we cannot keep the univariate nature of them for long.
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Again we wish to reduce this lattice, and recover a polynomial r1 (z,y) which
is small for all |z|, |y| < X. However knowing that all the x,y solutions to the
GACDP are solutions to r1(x,y) = 0 does not assure us of finding the zg, yo we
require; in general we cannot solve a bivariate equation over the integers.

The common (heuristic) argument at this stage, is to find another small
vector in the basis, from which one produces another polynomial rs(z,y) = 0
over the integers. If we are fortunate in that r1(z, y) and ro(x, y) are algebraically
independent, then this does give us enough information to solve for all roots
(z,y), e.g. using resultant techniques. Unfortunately we cannot prove that in
general we can always find two small vectors which give rise to algebraically
independent polyomials, although this would seem likely, and indeed is borne
out by practical results (see Table [T]).

Assuming that we can find two algebraically independent polynomials, we
still have the problem of working out what bounds this lattice method implies.
Working out the determinant of a lattice given by a non-square matrix can be
a major piece of work; see for example [3]. Fortunately there is a trick in our
example, which may prove useful in more general situations.

It is well known that the determinant of the lattice is bounded above by the
product of all the norms of the rows. Our strategy for analysing the determinant
of this lattice will be to perform some non-integral row operation&H and then use
the product of the norms of the rows.

As an example of this if we consider the fourth row of the above lattice, then
this clearly corresponds to the polynomial (ag + x)(bo + ). By writing (bg + y)
as yo — (bo/ao)x + (bo/ao)(ap + =) we see that

(a0 +2)(bo ) = (a0 + )y = o) + 5 (0 + 2)°.

This means that taking ag /by times the first row, away from the fourth row, will
leave us with a polynomial representing (ag + z)(y — (ao/bo)x). Since ag ~ by,
if we look at each of the entries of the vector corresponding to this polynomial
then we see that they are each less than by X (since ag < by), so this a bound
for the norm of the vector too (again we ignore the aymptotically small factor
of the difference of these two norms). This bound is a vast improvement on the
b2 we may have naively bounded the vector by.

In a similar way, we also see that the norms of the vectors corresponding to
the polynomials (ap + x)® can be bounded by X°*~"bY, since we can subtract
suitable multiples of the vectors corresponding to the polynomials (ag + )? for
1 < 8.

In general the vector corresponding to a polynomial p;(z,y) = (ag+ x)*(bo +
y)t will contribute Xs+=*Y*pi~" for 0 < t < u and X*Y? for u < t < h. We
can write the contribution of the polynomials in a table indexed by s and ¢, e.g.
for the above example with A =4 and u = 2

4 These non-integral row operations will mean that the resulting matrix will no longer
be a basis for our lattice, but it will have the same determinant which is all we care
about estimating.
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Y4
V3| XY3
Y2 XYZ[X2%Y?
boY [bo XY |bo X2Y
b | BX [h3X2

This representation allows us to count the dimension of the lattice and its
determinant easily. The dimension is clearly m = (b + 1 — u)(h +u + 2)/2, and
the determinant is

+1—u)(h u u(u u(ut+1)(h+1-u)/2 v—u)(h+1—u)(h+2u
A = Y (ht1=u)(h(htu+2)+u( +1)/6pe (u+1)( )/2 x (h—u)(h+1—u)(h+2u+2)/6 =5

where § = u(u+1)(h +1 —u)/2+ Bo(h + 1 — u)(2h? + 4h + 2uh — u® — u) /6.
As in section B we require that § < muayg, so that the vectors LLL ﬁnd’
will be valid over the integers. Representing this in terms of 3y we obtain

Bo < Bu(h+u+2)ag — 3u(u+1)
O™ 2n(h+u+2) —u(u+1)
~ 3u(h 4 u)ag — 3u? B 3u(h — u)(2h — uay)
 2h(h+u) —u? (2h(h+u) —u?)(2h(h +u+2) —u(u+1))

The optimal setting for  such that h = u/v is now

:2—20(0—\/4—40(0—20(8

30[0—2

for which we obtain the bound

1 1
Bo <1—§a0— 1—a0—§a2—5(h,a0)

where for completeness we give the precise £(h, ) = €1/€2; namely

e1 = 3(3a0 — 2)<(a0 —1)(11062 + 8ap — 12)1/4 — 4ag — 2a2

+(a2 — 160 + 12) (a2 + 200 — 2))

e = 4h(ad 4+ 2a9 — 2) [ (10ag — 8)4/4 — g — 2% + 2302 — 44aq + 20)

+2(3a0 — 2) ((34a3 — 55a0 + 22)1/4 — dag — 203

+(19a0 — 14)(a2 + 200 — 2)).

Notice that limp_o £(h,ap) = 0, and so this proves the existence of the
algorithm GACD_L.

5 Actually there are a few minor errors that can creep in due to: underestimating the
determinant (since ag ~ bo, but ao # bo), transferring between the L; norm and L2
norms, the fact that there is a 2(m~Y/4 LLL approximation factor and the common
divisor may be overestimated (again since ao ~ bo, but ag # bo).
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5 An Equivalent Problem?

In this paper we have been considering equations where d divides both ag + x
and by +y, and d is particularly large with respect to the sizes of x and y. Notice
that we may write this as

b(ap+x) —ad (bo+y)=0

where now o/ = (ag + z)/d and &’ = (bg + y)/d are particularly small.
A very related problem to this is finding small @’ and b’ such that there exists
small z,y which satisfy

b'(ap +z) —a' (bo +y) = 1.

The author knows of no reduction between these two problems, but as we
shall the techniques used to solve them are remarkably similar.

The partial variant of the second problem is very related to cryptography;
indeed it has recently been named “the small inverse problem” in [3]. The con-
nection with cryptography was first realised in [I5] where it was shown (via a
continued fraction method) that the use of a low decrypting exponent in RSA
(i.e. one less than a quarter of the bits of the modulus N) is highly insecure;
the public information of N and e effectively leaks the factorisation of N in
polynomial time!

The problem was re-addressed in [3], where the new attack was now based
on Coppersmith’s lattice techniques, and the bound for which the decrypting
exponent likely reveals the factorisation of N (in polynomial time) was increased
to 1 — 1/4/2 of the bits of N. It is a heuristic method, but seems to work very
reliably in practice.

In [3] it was hypothesised that this bound might be increased to 1/2 the bits
of N, because the bound of 1 — 1/1/2 seemed unnatural. However the author
would like to point out that this state of affairs is unlikely, and in fact the bound
of 1 -1/ V2 is natural in that it is exactly what one would expect from the
related PACDP.

Indeed if one had the bound By = 1/2 — ¢ for ap = 1/2 for the PACDP (as
one might expect the two problems to have the same bound), then this would
imply a polynomial time factoring algorithm for RSA moduli’!!

We note that this does not prove the falsity of the conjecture (even assuming
factoring is not possible in polynomial time) because there is no known reduction
between the small inverse problem and the PACDP (in either direction). However
it does mean that for the conjecture to be true, the fact that the r.h.s. of the
above equation is 1 rather than 0 must be of key importance to the algorithm
which finds o', b’ (which is not the case in any of the known attacks).

5 One would just need to guess a constant amount of the top order bits of a factor of
p, and use the algorithm to find the remaining bits.
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6 Results

We sum up the results in the last sections by showing their bounds graphically.
The variables o = log, M and (3 = log, X are represented below by the z—
and y— axes respectively. The lines show the maximum g for which the common
divisor d can still be recovered for any given o € (0...1).

Figure 61. The Bounds Implied by the Approzimate Common Divisor
Algorithms.

0.75 E
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0 0.25 0.5 0.75 1

The top line is 8 = a2 which is the bound implied by PACD_L. It is respon-
sible for theorems such as “factoring with high bits known”, and (with a slight
extension) “factoring integers of the form N = p"¢”; see [I] and [5].

The straight line given by 8 = 2« — 1 is the bound implied by PACD_CF, and
is equivalent to Wiener’s attack on low decrypting exponent RSA. The line for
GACD_CF starts off the same, but after & = 2/3 it then becomes the line § =1—«
to ensure a polynomial sized output.

The curved line between the previous two is

1 1
6:1—§a—\/1—a—§a2.

This is a new (but heuristic) lattice based result, explained in section @, which
also applies to GACDP. It interestingly shows that the problem may be solved
even when a < 1/2.

We now give some practical results to demonstrate the last of these methods
working in practice. We show that indeed we can recover the common divisor d
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in reasonable time, and that the size of the short vectors are not significantly
smaller than predicted by the Minkowski bound, which impies that no sublattice
of the one we reduce will reveal a better determinant analysis (this ratio is given
logarithmically below by §).

The results were carried out on a Pentium II 700MHz machine, running
Redhat Linux. The software was written in C++ and used the NTL Library [13].
Notice that for consistency the total number of bits of a and b was kept near
1024.

Table 1. Table of Practical Results.

# bits of | # bits of | @ | Bmaz | b |u|time(s)| & |# bitsof| g
divisor a,b error
205 1025 [0.2(0.016 (10(1| 731 |0.941 5 0.004
307 1023 [0.3(0.041| 5 |1 8 0.998 15 0.012
6|1 20 0.972 20 0.019
71 43 0.965 22 0.019
410 1025 (0.4(0.079|4 |1 2 0.984 43 0.041
512 28 0.990 41 0.040
6|2 83 0.987 51 0.049
712 197 ]0.990 56 0.055
512 1024 [0.5(0.137| 4 |2 9 0.994 103 0.100
512 34 0.993 107 0.104
6 |3 261 |0.996 113 0.110
614 1023 [0.6(0.231| 4 |3 18 0.998 213 0.208
513 100 ]0.990 207 0.204
6 4| 507 |0.997 216 0.211

(We bring to the readers attention the fact that some of the above choices
for u are sub-optimal. This effect can be noticed in the bound on f).

7 Conclusions and Open Problems

The first problem is to find more uses for approximate integer common divisor
problems in cryptography, or any other part of computational mathematics (es-
pecially for the general case). Without this the techniques described herein will
find it hard to reach a large target audience.

Another interesting question is to see if one can find reductions between the
“=0" and “= 1" variants given in section B i.e. the small inverse problem and
PACDP.

The next obvious thing to do is to generalise ACDPs even more. For instance
one could complete the analysis (aluded to in section H) of when d" divides a
number close to one of the inputs. Alternatively one could work out the bounds
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when one has many inputs, all close to numbers which share a large common
divisor d. For completeness these extensions will appear in the final version of
this paper.

The last problems are of a more fundamental nature to do with lattice anal-
ysis. The proof of algebraic independence of the two bivariate polynomials still
remains as a key result to prove in this field. A proof would turn both this
method and the ones described in [3] and [4] in to “fully fledged” polynomial
time algorithms, rather than the heuristic methods they are currently written
up as. Of course as shown by [9] it is not possible to hope for a general solution
to bivariate modular equations, but in this particular case (and others) one may
hope to find a rigorous proof.

Finally we ask if the bounds implied by section [ are the best possible, in
polynomial time? One way in which this result may not be optimal, is that
our determinant analysis may be too pessimistic, or alternatively there may be
a sublattice of this lattice, for which the reduced dimension and determinant
imply better bounds on the GACDP (for example this type of effect was seen in
the first lattice built in [3]).

Evidence against both of these states of affairs is given by the results in
Table [, i.e. they do show that the vectors obtained are approximately what
one would expect from the Minkowski bound (though for smaller « there is a
small observed discrepancy), which means that neither of these above situations
is likely with our method.

This being said, it still remains a very interesting and open theoretical ques-
tion to be able to identify, in advance, which lattices are built “incorrectly”, i.e.
those for which some of the rows actually hinder the determinant analysis (e.g.
like the first one in [3]).

A third way to improve the results is that one could build an entirely different
lattice, whose analyis simply admitted better bounds than the ones reached
here. Nothing is presently known about the existence or non-existence of such
an algorithm.
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Abstract. We present an efficient variant of LLL-reduction of lattice
bases in the sense of LENSTRA, LENSTRA, LOVASz. We organize LLL-
reduction in segments of size k. Local LLL-reduction of segments is done
using local coordinates of dimension k.

We introduce segment LLL-reduced bases, a variant of LLL-reduced bases
achieving a slightly weaker notion of reducedness, but speeding up the
reduction time of lattices of dimension n by a factor n. We also introduce
a variant of LLL-reduction using iterated segments. The resulting reduc-
tion algorithm runs in O(n®log,n) arithmetic steps for integer lattices
of dimension n with basis vectors of length 2".

Keywords: LLL-reduction, shortest lattice vector, segments, iterated
segments, local coordinates, local LLL-reduction, divide and conquer.

1 Introduction

The famous algorithm for LLL-reduction of lattice bases of LENSTRA, LENSTRA,
LovAsz [LLL82] is a basic technique for solving important problems in algo-
rithmic number theory, integer optimization, diophantine approximation and
cryptography. Of the many possible applications we refer to a few recent ones
[BNOUIBo00lCo97INSO0]. Present codes for LLL-reduction merely perform for
lattices up to dimension 350, our new contributions lift this barrier beyond di-
mension 1000. In this paper we present a theoretic reduction algorithm together
with a rigorous analysis counting the number of arithmetic steps on integers
of bounded length. In the companion paper [KS01] we introduce an orthogo-
nalization via scaling using floating point arithmetic that is stable in very high
dimension. The resulting segment LLL-reduction with floating point orthogonal-
ization is a highly practical reduction algorithm that is in practice much faster
than previous codes for LLL-reduction. In practice it finds a lattice basis that is
as good as a truly LLL-reduced basis.

In this paper we propose the concept of segment LLL-reduction in which a ba-
sis by, . .., b, of dimension n = km is partitioned into m segments by 41, - . ., bkt
of k consecutive basis vectors. Segment LLL-reduction is designed to do most
of the LLL-exchanges within the segments using local coordinates of dimension
k. There is a double advantage. Firstly, local LLL-vector operations cost merely

J.H. Silverman (Ed.): CaLC 2001, LNCS 2146, pp. 67-B0} 2001.
© Springer-Verlag Berlin Heidelberg 2001
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O(k) arithmetic steps, whereas global vector operations require O(n) steps. Sec-
ondly, as local operations are for lattices of small dimension they can be done in
single precision whereas global operations require multi-precision steps.

First we introduce k-segment reduced bases, a variant of LLL-reduced bases
that is designed to minimize the global overhead associated to the local LLL-
reductions. Segment LLL-reduction saves a factor n in the running time com-
pared to standard LLL-reduction of lattices of dimension n. Using iterated seg-
ments we present an even faster theoretic reduction algorithm that runs in
O(n3logy n) arithmetic steps for integer lattices of dimension n with basis vec-
tors of length O(2™). In this paper we analyse a theoretic version of the novel
reduction algorithms in the model of integer arithmetic. In the companion paper
[KSO01] we propose a practical implementation using floating point orthogonal-
ization. Our present code reduces lattice bases of dimension 1000 consisting of
integers of bit length 400 in 10 hours on a 800 MHz PC. Even for dimension
n < 100 the new code is in practice much faster than previous codes. We did not
yet implement reduction using iterated segments. The use of iterated segments
should further speed up the reduction in high dimensions.

Previously, Schéonhage [Sc84] has used local coordinates to speed-up LLIL-
reduction. His concept of semi-reduction approximates the length of the shortest
lattice vector up to a factor 2" whereas we get close to a factor (4/3)"/2. We use
the [Sc84] analysis of the size of integers occuring during the reduction.

Future work. We expect that the practical reduction algorithm of [KSOT]
will greatly improve the present codes for finding very short lattice vectors,
in particular for lattices of high dimension. LLL-reduction is the basis for the
more powerful reduction algorithms of KANNAN [K84] and of block reduction of
SCHNORR [S87/S94]. Combining the segment LLL-reduction with the techniques
of [S87IS94SHO5] will speed up the search for very short basis vectors. The novel
concept of segment LLIL-reduction and the block reduction of [S87S94] are based
on similar structures and can be easily combined. Moreover, the search for very
short lattice vectors can be enhanced by the new concept of primal-dual segment
reduction proposed by Koy [KO0T].

2 LLL-Reduction of Lattice Bases

Let R? be the d-dimensional real vector space with the Euclidean inner product
(.,.) and the Euclidean norm, called the length, |ly|| = (y,%)'/%. An integer
lattice L C Z% is an additive subgroup of Z%. Its dimension is the dimension of
the minimal linear subspace that contains L. Every lattice L of dimension n has
a bastis, i.e., a set by, ..., b, of linearly independent vectors satisfying

L={tiby+...+tuby |t1,...,tn € Z}.

Let L(by,...,by,) denote the lattice with basis by, ..., by,.
With an ordered lattice basis by,...,b, € Z% we associate the Gram—Schmidt
orthogonalization by,...,b, € R? which can be computed together with the
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o~

Gram—Schmidt coeflicients 1, = (bj,3i> / <bi,3i> by the recursion

j—1
b1:b1, bj:bj—z,uj,ibi forj:2,...,n.
i=1

We have p;; =1 and pj; = 0 for ¢ > j. From the above equations we have the
Gram—Schmidt decomposition

[blv ) bn] = [bh ) bn} [ﬂj,iu—gi,jgnv
where [b1,...,b,] denotes the matrix with column vectors by, ..., b, and [u;;]"

is the transpose of the matrix [p;;]. The determinant of the lattice L(bq, ..., b,)
is defined
det L = det([by, ..., bp][b1, ..., bn] T) /2.

Definition 1. An ordered basis b1, ..., b, € Z¢ of the lattice L is LLL-reduced
with § €]%,1] if it has properties 1. and 2.:

1. |ujq <1/2 for1 <i<j<nmn,

2. 0Ll < om0l + 1Dl fori=1,...,n—1.
LLL-reduced bases have been introduced by A.K. LENSTRA, H.W. LENSTRA,
JR. and L. LovAsz [LLL82] who focused on § = 3/4. A basis with property
1. is called size-reduced. A basis by, ..., b, is good if the values ||b;|| are good
approximations to the successive minima. The th successive minimum \; of
a lattice L, relative to the Euclidean norm, is the smallest real number r such
that there are 7 linearly independent vectors in L of length at most r. Extending
[LLL8?] to arbitrary 6 €]1,1] and ov:=1/(5 — 1) yields

Theorem 1. A basis by, ..., b, of lattice L that is LLL-reduced with § satisfies:
b2 <a 122 and ||by? < oL b2 fori=1,...,n,

2. 61> < a7 (detL)n and |[ba]®> > a~ "7 (detL).

Consider the QR-factorization B = QR of the basis matrix B = [b1,...,b,] €
ZP>" where Q € R™? is an orthogonal matrix and R = [r; ;] = [r1,...,T,] €
R*" is an upper triangular matrix, r; ; = 0 for ¢ > j. We have p;; = r;;/ri
and |r; ;| = ||b;||. We present the core of the LLL-reduction algorithm using the
coefficients r; ; of the matrix R. The vector r; is the orthogonal transform of b;.
LLL
INPUT  by,...,b, € Z%, §
OUTPUT bq,...,b, LLL-reduced basis
1. =1 (I is the stage)
2. while [ <n do

compute r; = (11,4, ...,774,0,...,0) T,
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size-reduce b; against b;_1, ..., b;.
if [#1 and 57‘12_171_1 > 7‘12_171 + 7"12,1
then swap b;_1,b;, [:=1—1 elsel:=1+1. end

The LLL-algorithm locally reduces the 2 x 2-diagonal submatrices of R by suc-
cessively decreasing the length of the first column vector in a 2 X 2-matrix. While
the coefficients r; ; of the matrix R are not rational, rational arithmetic must

bill, rii = [[bi]-

use the rational numbers p;;, ||b;||? satisfying r; ; = ;i

-1

Fig. 1. The 2 x 2-Diagonal Submatrices of R.

LLL-time bound. Following [Sc84] we measure the size of the input in terms of

Mse =ae mmax (2", [bi]%, D3),  where Di = [[ba]|*--- [Bi]]

is the Gramian determinant of the sublattice with basis b1, ...,b;. The Mg.-
measure differentiates large and small lattice determinants. It relates to the
[LLL82]-measure M = max; ||b;||2 by M < Mg, < M™.

By the Lovasz volume argument, the number of LLL-exchanges — swaps
of by—1,b; — is at most (n — 1)log; /5 Msc. Size-reduction of b, requires O(dl)
arithmetic steps. LLL performs at most O(n%dlog, /5 Ms.) arithmetic steps.
These steps operate on rational integers where numerator and denominator have
at most O(log, Msg.) bits, see [LLL82Sc84].

3 Segment LLL-Reduction

Segments and Local Coordinates. Let the basis by,...,b, € Z% have di-
mension n = k- m and the QR-factorization [by,...,b,] = QR. We partition
the basis matrix B into m segments By = [by—1)41,---,bu] for I = 1,...,m.

Local reduction of two consecutive segments uses the 2k x 2k-submatrix R; :=
[Piviki+i]—k<ij<k € R?2kx2k of R € R¥*™_ corresponding to two consecutive
segments Bj_1, B;. More precisely, local reduction uses the rational representa-
tion of R; by the coefficients pxi1ski+; and HEMHHQ. We want to do most of
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the LLL-exchanges and the corresponding size-reduction in local coordinates of
some R;. Extra global transformations are required after local LLL-reduction.
The novel concept of k-segment reduced bases intends to minimize these global

costs. We let D(I) = Hgk(l,l)HHz <+ |[br]|? denote the local Gramian determi-
nant of segment B;. We have that Dy; = D(1)--- D(I).

Definition 2. We call an ordered basis by,...,b, € Z% n = km, k-segment
LLL-reduced with § €]1,1] if it is size-reduced and satisfies for a =1/(6 — 1) :

4
Lo 0 [[bill? < 2y, l1bill? + [Bia | for i#0 mod k,
2. D)< (a/O)’ D +1) for 1=1,...,m—1,

3. 6 |[bl|? < al[briga || for 1=1,...,m—1.

We use Inequality 3. to bound in Theorem 2 ||b;|| by the successive minimum
Ai. Without Inequality 3. we bound in Theorem 5 [|by|| by (det L)= as well as

by HbAnH The large exponent k2 of 6 in 3. is impractical for k > /n, we drop
Inequality 3. of the definition 2 in Section 4.

Lemma 1. A k-segment LLL-reduced basis by, ...,b, satisfies
L G |2 < o b )? for 1< i< <,
2. 6" by < o Hball? and 6% b2 < @d 7Y bgl|? for 1< 5 <.
Proof. The inequalities 2. of Definition 2 imply for I <!’ that
D(1) < (/) =D D(1").
As D(I) = ||gk(171)+1H2 e ||ZMHZ, there exists s, 1 < s < k such that

[Bra—1y4s1? < (/8D by _1y45]12.

Inequality 1. follows by combining the latter inequality — at each end k(I—1)+s
and k(I’— 1) +s — with some inequalities ||?5\1,H2 < (XHBV_H |2, which hold within
the segments, and possibly with an inequality 3. of Definition 2 that bridges two
consecutive segments. In particular, we can choose [,1’ so that

Pi<k(l-1)4s<k(l'-1)+s<j

and that each pair {i, k(I — 1) + s} and {j, k(I’ — 1) + s} are indices either of the
same or of two consecutive segments.

Inequalities 2. If 1 = 1,5 = n we can choose | = 1,1’ = m, and thus each pair
{1,k(l — 1)+ s}, {n, k(' — 1) + s} is in a single segment. Consequently, we have
that 677 1|b1]|? < a"‘lHEnHZ. If ¢ = 1 the pair {4, k(I — 1) + s} is in one segment
and thus 6 7=1|[b[|2 < o/~ |[b; |12 O
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Theorem 2. Let by,...,b, be a basis that is k-segment LLL-reduced with 6.
Then we have fori=1,...,n:

62k2+n—1 ||sz2 S an—l/\f and 5k2+i—1 HblHZ S ai—ngi||2’
where \y < --- < \,, are the successive minima of the lattice.

The proof of Theorem 2 follows from Lemma 1 by standard arguments. Com-
parison of Theorems 1 and 2 shows that k-segment reduced bases are close to
LLL-reduced bases.

Algorithm for Segment LLL-Reduction. The algorithm segment LLL trans-
forms a given basis into a k-segment reduced basis. It iterates local LLL-reduction
of two segments [Bj_1, Bi] = [bki—k+1, -+, Ori+k] via: The procedure loc-LLL(1).

Given the orthogonalization of a k-segment reduced basis by, ..., bg;—g the pro-
cedure loc-LLL(l) computes the orthogonalization and size-reduction of the
segments B;_1, B;. In particular it provides the submatrix R; € R2¥*2F of
R € R¥xn corresponding to the segments B;_1, B;. Thereafter it performs a
local LLL-reduction of R; and stores the LLL-transformation in the matrix
H € Z2¥>*2k_ Finally, it transforms [B;_1, B;] into the locally reduced segments
[B;—1, Bj)H and size-reduces [B;_1, B;] globally.

0

Fig. 2. Areas of Subsequent Local LLL-Reductions.

Each execution of loc-LLL(]) induces a global overhead of O(ndk) arithmetic
steps for global size-reduction, orthogonalization and segment transformation
via H. The efficiency relies on the fast local LLL-reduction of R;. Here each
LLL-exchange of two consecutive basis vectors costs merely O(k?) arithmetic
steps, local size-reduction included. Compare this to the O(nd) arithmetic steps
for an LLL-exchange in global coordinates. Here is our segment LLL-reduction
algorithm.
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Segment LLL
INPUT  by,...,b, € Z% k,m,n =km, 6
OUTPUT b4,...,b, k-segment LLL-reduced basis

1. [:=1
2. while [ <m -1 do
loc-LLL(1)
if I#1 and
(DI —1) > (a/8)*" D(1) or 6" [[by—1)|* > allbr—1)+11?)
then [:=1—1 elsel:=[+1. end

The original LLL-algorithm — with & replaced by §2 — essentially coincides
with the case k = 1 of segment LLL.

Segment LLL proceeds like the original LLL-algorithm replacing vectors by
segments of size k. Obviously, segment LLL results in a k-segment LLL-reduced
basis.

Time Analysis. The dominant work of segment LLL consists of the global
overhead of the executions of loc-LLL(!). Initial and final global size-reduction
of the segments B;_1, B; cost O(ndk) arithmetic steps per execution. These costs
also cover the initial computation of the column vectors rgj—k41, ..., Cri+k € R¢
of the matrix R and the global transform of [B;_1, B;] into [B;—1, B;]H. Note
that the overhead O(ndk) of loc-LLL(!) is linear in the segment size k. Next we
show by the Lovasz volume argument that the number of executions of loc-LLL
decreases cubically in k.
We let decr denote the number of times that the condition

D(—1) > (a/8)"D(I) or 8" |[bu]? > ofbrrs1 |

holds and [ is decreased for some [. The number of iterations of the while loop
and the number of executions of loc-LLL is m — 1 + 2 - decr.

Theorem 3. decr < 27'2;110g1/5MSC < 29z logy 5 Mse.

Remarks. 1. For £k = 1, m = n the bound of Theorem 3 shows that there are at
most (n — 1)log; ;5 Ms. LLL-exchanges of two consecutive basis vectors during
reduction. The factor 2 in Theorem 3 disappears as segment LLL with k£ =1
corresponds to LLL using 62.

2. If the reduction reverses the order of the basis by,...,b, we have decr >

() = w Then, by Theorem 3 we must have that log; 5 Ms. > nk/4,

Mg, > 6~"%/4 Thus, the bound Mg, must be rather large for interesting bases.

! The inequality D(I — 1) > (a/é)kzD(l) holds for k = 1 if and only if 77, | >
ari,. Multiplying the latter inequality by o = 1/(6 — 1) implies that 6°r ,, , >
iﬁ{uﬂ + 7"12,1 which violates an Inequality 2. of Definition 1 provided that § is
replaced by 62.
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Proof. The Gramian determinant Dy; is the product Dy = D(1)---D(I) of
the first [ local determinants. loc-LLL(!) performs a local LLL-reduction of
two segments Bj_1, By, it merely changes Dy(;—1), the Gramian determinant of
b1, ..., bpi—k, and leaves Dy for I’ # [ — 1 unchanged.

Consider an execution of loc-LLL(l) performed after a decrease of I. We
show that it decreases D(I — 1) by the factor §%*/2_ First consider the case that
D(1—1) > (a/8)** D(1) holds upon entry of loc-LLL. As D' (I—1) < o¥” Dter (1)
holds upon termination, and since the product D(I — 1)D(l) does not change we
have that

Dter(l _ 1) < akQDter(l)
= o D@1 —1)D(1)/ D" (1 — 1)
<M D(1—1)2/D' (1 —1),

and thus D" (1 — 1) < §/2D(1 — 1).

If loc-LLL(]) is performed in the case 5+ Hglez > aHgleHz the previous
argument shows again that D'*"(I — 1) < 6¥/2D(I — 1). Hence, loc-LLL(()
decreases D =get H;";ll Dj;, by the factor §¥/2. As D is a positive integer,
D Mg’;l this implies

decr < log1/5k2/2 Mglc_l < 2"2;1 logl/(; Ms,. O

Theorem 4. For k = O(m) = O(y/n) segment LLL performs
O(nd logy /5 Ms.)
arithmetic steps using integers of bit length O(logy Mg..).

Proof. Time Bound. There are at most (n logy /5 Mg.) LLL-exchanges — each
requiring O(k?) steps for local size-reduction. There are decr < 27% logy /5 Mse
calls of loc-LLL — each requiring O(ndk) arithmetic steps for global size-
reduction, global orthogonalization and global transformation of two consecu-
tive segments. The choice k,m = ©(y/n) equalizes for d = O(n) the theoretic
time bounds O(k?nlog; /6 Ms¢) for the LLL-exchanges in local coordinates and
O(n*k% logy /5 M) for the global overhead.

We need that Mg. > 2", otherwise the O(ndlog, /5 Ms.) bound does not
cover the O(n?%d) steps required for Q R-factorization, the m — 1 calls loc-LLL(!)
for | =1,...,m — 1 also require O(n?d) steps for global size-reduction.

Size of the integers. We first show that the initial bound

Mse = max (2", Dy)

can temporarily increase not more than by a factor 2a™~! for § > %. Recall

that the determinants D; do not increase during LLL-reduction. In particular,
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we always have that 1 < D; < Mg, and Hb | = D;/D;y1 is a rational integer,
Msc < ||sz2 < Mg, with numerator and denominator bounded by Mg,.

The length [|b;]|? can only temporarily increase during size-reduction of b;
according to b; :=b; — [ 5 |by, for h =14 —1,...,1. Assuming that by, ...,b;—1 is
already LLL-reduced we have that

o [ s
(bnybr) | [l

We see that, during size-reduction of b;, the value max(||b1]?, ..., |b;[|*) can tem-

porarily increase not more than by a factor 2a?~! for § > %.

Consider the coefficients of the matrix H € Z2**2* representing the local

LLL-reduction of the segments B;_1, B; so that local LLL-reduction of B;_1, B;

transforms [B;_1, B)] := [B;—1, Bi]H. We let ¥/, ,Zj,,uj ; denote the values corre-
sponding to the transformed segments [bj; ;. 1, ... ka_k] [Bi—1, Bj)H. We let
||H |1 denote the maximal || ||;-norm of the columns of H.

Lemma 2. [Sc84] Inequality (3.3)] We have that
L H = (] )7 [0s, 0ol = ki gchier (57
[Hl < (2k)2(3)* ' Mse < M,
Proof. Equality 1. follows from the equations
[Bki—kt1, -5 bri4k] = [gkl—k+1, -~-,3kl+k][ﬂj,i]Ta
[bszkﬂ, e b%l+k] = @szﬂa ""E;CFHC] [M;‘,i]T
= [bhi—kt1s ooy Okik) [15.4] T H.

When starting the local LLL-reduction of R; the segments are already size-
reduced, i.e., |p; <1 5 for kl —k < i < j <kl + k. Then the coefficients v;; of

the inverse matrix [1/]71] [g,4]7 1 satisfy |y, < (%)U_le Inequality 2. follows
from 1. as |<bz,b;>Hbi||’2| < HbSH/Hsz < Mg, L fori<j. O

Conclusion. All integers arising during the reduction are bounded in absolute
value by

w

max(M32,,2a" ' Mg.) < M2, for 6 > —

;J;

The algorithm segment LLL improves the LLL-time bound — for the case
n=km, k = O(y/n) — from O(nzdlogl/(; Msc) to O(ndlog, 5 Ms.) arithmetic
steps, saving a time factor n. O

Optimal Segment Size. For k < m the dominant costs are for the global over-
head of the executions of loc-LLL requiring O(k’znzdlogl/(; Msg.) arithmetic
steps. The LLL-exchanges require O(k?n log; /6 M) arithmetic steps using lo-
cal coordinates. The latter should become dominant for & > m. In practice, the
crossover point of the two costs is for £ > m. This is because the steps for the
LLIL-exchanges are mostly on small integers. In the [KS0I] implemenation, these
steps are even in floating point arithmetic. Large segment sizes as k = n/4 yield
good results.
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4 Divide and Conquer Using Iterated Segments

There is a natural way to iterate the concept of segments to subsegments, sub-
subsegments, etc. Let n = k;---ks be a product of integers ky,...,ks > 2,
s < log, n. We consider segments of size n/ks, subsegments of size n/(ksks—1),
subsubsegments of size n/(ksks—1ks—2) and so on. We denote k(o) := (k1, ..., ko),
ks :=k1--ky for 0 = 1,...;s. There are s — 1 levels of segments, we have k-
segments [bi_(—1)+1, - Dk, 1] ofsizek, foro =1,...,s—1.Forn =ky---k, =k,
we let N N
D(l, k(o)) = ||bk,,(z—1)+1H2 T ||bkal||2

denote the local determinant of the [-th k,-segment. Also, let
ko:=1 and  D(,k(0)) := [|b]>.

For n = 2% it is natural to choose k1 = ko = ... = ks = 2.

Recall that Inequality 3. of Definition 2 is impractical for segments of size k,
greater than \/n. We want to use large k,-segments, where the exponent k2 of
%> in 3. of Definition 2 gets impractical. Theorem 5 shows that the Inequalities
1. and 2. of Definition 2 — without Inequality 3. — describe a sufficiently strong
reduction. In the following we drop Inequality 3. to render possible a divide and
conquer approach.

Theorem 5. Let the basis by, ..., by, n = k-m of lattice L satisfy the inequalities
1. and 2. of Definition 2. Then we have that

o lbrial? < (/8D b ||> for 1<1<1 <,
- Iball? < (/8)*F (det L)*
o [[bal? > (6/0) "= (det L)

W N =

For comparison LLL-reduced bases b, ..., b, satisfy ||b1]|? < a7 (det L)%.
Inequality 2. is a bit weaker than the inequality ||b1]|?> < a®~'A\? of Theorem 1,
but it is sufficient for most applications, in particular if § is close to 1. The dual
Inequality 3. is useful in applying the method of [C0o97] to find small integer
solutions of polynomial equations.

Proof. Inequality 1. follows from the inequalities
lbraal® < (@/6) Hlbasil®  for1<i<k
that hold within the segments, and an inequality
HBk(lfl)+5||2 < (a/5)k(l/_l)||bk(l/,1)+SH2 for some 1 < s <k

that bridges the segments B; and By. The latter inequality holds as D(l) =
i1y 1l -+ [bwa]? satisfies D(1) < (a/3)F =D D().
To prove Inequality 2. we note that

D) = [bal®---lloxl*  and  [br]* < @' bil* fori=1,...k
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imply that
6117 < "= D).
Moreover, D(1)--- D(m) = (det L)% and D(1) < (a/8)¥ =D D(i) imply that

k2 m—1

D(1) < (a/8)% = (det L)7.

Combining the two inequalities yields Inequality 2.
We get Inequality 3. by applying Inequality 2. to the dual basis b7, ..., b}
satifying (bf,b;) = &;j, [|b7]] = [|bn]| 7! and det(L*) = (det L)~1. O

Definition 3. A basis by,...,b, € Z%n =ky ---k, =k, is called k(s)-segment
LLL-reduced with § €]%,1] if it is size-reduced and satisfies for o :=1/(6 — 1):

D(1, k(o)) < (a/67) ) DI+ 1,k(0)) (1)
for 1#0 mod ky41, forc =0,...,s—1, andl=1,....,.n/k, — 1.

The exponent o of 47 is used for the time bound of Theorem 7. As § can be
chosen very close to 1, the factor 677 is still close to 1.
Due to the restriction [ # 0 mod k,41 the inequalities () only hold within
k,+1-segments, they cannot bridge distinct k,1-segments. The inequalities ()
. . k2
get weaker and weaker as the size k, of the segments increases and 6*» decreases.
For 0 = 0, kg = ko = 1, the inequalities () mean that

B2 < alfbiga]|> forl=1,..,n—1,1#0 mod ki,

slightly weakening Clause 1. of Definition 2.

For n = k1 - ky = k-m, s = 2, Definition 3 recites clauses 1. and 2. of
Definition 2 slightly weakening 1. and dropping 3..

We next extend Lemma 3 to iterated segments.

Theorem 6. A k(s)-segment LLL-reduced basis by, ... by, n = ky---ks = ks
satisfies

b1]1? < (a/6°~1) " (det L)*  and  |[ba]®> > (5°7" /) T (det L)*.
Proof. We prove by induction on o that

b1l < (a/671) 5 D(1, k(o)) %

The first claim of the theorem follows from D(1,k(s)) = (det L)?, k, = n for
o0 = s. The second claim follows by duality. R

The induction hypothesis holds for o = 1 as we have ||b1||* < o'~ 1||b;||? for
i=1,....k and D(1,k(1)) = [|b1]|?- - ||bx, ||?.

The induction hypothesis extends from ¢ to o + 1 by the inequalities

D(1,k(0)) < (a/67) %D DI, k(0))  forl=1,... ko1

and the equation
kot

D(1, k(o +1)) = [] D, k(o). m
=1



78 Henrik Koy and Claus Peter Schnorr

ks-segment LLL-reduction. The algorithm kg-segment LLL transforms a
given basis into a kg-segment LLL-reduced basis. It iterates ks_;-segment LLL-
reduction of two ks_1-segments

[Bi—1,Bi) = [b, ,(1-1)+1> - b, 1 (141)]

via the procedure k;_1-segment LLL. For ¢ > 1 the procedure k.- -segment
LLL(I)

— computes the orthogonal transform of the k,-segments [B;_1, B;] providing
the local R-matrix R; € Rk x2ko

— performs a local k,_j-segment LLL-reduction on [B;_1, B;] by iterating
k,_1-segment LLL,

— stores the corresponding transformation matrix H; € Z?o*%ks

— upon termination, it transports H; to the matrix Hy of the k,1-segment By
that contains B;_1, B;. The 2k, columns of H;: corresponding to B;_1, B;
are multiplied from the right by H;. Thereafter, H; is reset to the identity
matrix.

While procedure k,-segment LLL for o > 1 recursively calls k,_;-segment
LLL , the procedure ko-segment LLL(!) exchanges b;_1 and b; in case that

i1 12 > ]|

ks-segment LLL

INPUT  by,....b,€Z% n=Fk ---ks=k,

OUTPUT by,...,b, ks-segment LLL-reduced basis

1. 1:=1

2. while [ <Ek;,—1 do
k;_1-segment LLL(])
if 141 and D(I—1,k(s — 1)) > (o/67) k=" D(I, k(s — 1))
then [:=1—-1 elsel:=1+1. end

Theorem 7. Given a basis bi,...,by € Z¢ n = ki ---ks = k, the algorithm
ks-segment LLL produces a ks-segment LLL-reduced basis. It performs at most

0 (dn2 +d Y k2logy s MSC)
o=1
arithmetic steps. If

maxk, = O(1) and logy /5 Msc = O(n?),

the number of arithmetic steps is O(n?dlogyn).

Proof. Consider for ¢ = 1,...,s — 1 the number of executions of k,-segment
LLL as sub---subroutine of ky-segment LLL. The number of these execu-
tions is n/k, — 1 + 2 - decr(k(o)), where decr(k(o)) is the number of times that
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k,-segment LLL is called as sub- - -subroutine of k;-segment LLL due to a
violated inequality (), where D(I — 1,k(c)) > (a/8)*)* D(I, k(o)) for some L.

Formally, k,-segment LLL is also executed after a decrease of [ on some
level o’ where ¢’ > 0. However, that execution induces no costs except for the
case of a violated inequality (I]) at level o. The reason is that the kg-segments
are already orthogonalized and size-reduced by previous calls of k,-segment
LLL.

Consider the product of the Gramian determinants

n/ko n/ko
D(k(0)) =aet ] Dt = [] (P, k(0)---D(1,k(0))).
=1

=1

We apply Theorem 3 to k,-segments. Each execution of k,-segment LLL —
due to a violated inequality () — decreases D(k(c)) by the factor §k=)°/2.
D(k(o)) is product of n/k, Gramian determinants. As initially D(k(c)) <

Mggk”, and upon termination D(k(o)) > 1 we see that

2n
(ko )?

decr(k(o0)) < logy /s Mse.

In total there are n/k, — 1 + (sznP log; /5 Ms. executions of k,-segment

LLL each inducing an overhead of O(k,kZ ) arithmetic steps. This overhead
includes: the orthogonal transform of the k,-segments B;_1, B; providing the
local R-matrix R; € R?%*2ke of [B;_y, By], the transport of H; to the transfor-
mation matrix Hy of the next higher level and size-reduction of R; against Ry.
The total overhead of all k,-segment LLL executions is

O(nkZ y +nkl logy /s Msc)-

In the particular case ¢ = s — 1, this overhead is O(dk? + dk? logy /s Msc) as
the global transforms are done directly on the basis vectors in Z?.

In the particular case o = 0, the overhead covers a total of O(n logy /5 Msg.)
LLL-exchanges of two consecutive vectors which each uses O(k?) arithmetic steps
for a local exchange and a local size-reduction. We see that k,-segment LLL
performs O(n?d+d > 5_ k2 logy /s Msc) arithmetic steps providing the time
bound of the theorem.

Conclusion. The time bound of the novel algorithm k,-segment LLL is compa-
rable to that of classical matrix multiplication. The size of the integers occuring
in the new reduction algorithm can be bounded by the method of Theorem 4.
The algorithm uses integers of bit length O(slog, Ms.), where s is the number
of levels o. Each level can add O(logy Mg.) bits when transporting the local
transformation H; to the next higher level.
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Abstract. We associate with an integer lattice basis a scaled basis that
has orthogonal vectors of nearly equal length. The orthogonal vectors or
the @QR-factorization of a scaled basis can be accurately computed up
to dimension 2'¢ by Householder reflexions in floating point arithmetic
(fpa) with 53 precision bits.

We develop a highly practical fpa-variant of the new segment LLL-
reduction of KOy AND SCHNORR [KSO01]. The LLL-steps are guided in
this algorithm by the Gram-Schmidt coefficients of an associated scaled
basis. The new reduction algorithm is much faster than previous codes
for LLL-reduction and performs well beyond dimension 1000.
Keywords: LLL-reduction, Householder reflexion, floating point arith-
metic, stability, scaled basis, segment LLL-reduction, local
LLL-reduction.

1 Introduction

Practical algorithms for LLL-reduction compute the orthogonal vectors of a basis
in floating point arithmetic (fpa). The corresponding fpa-errors must be small
otherwise the size-reduction included in the orthogonalization gets unstable. Up
to dimension 250 Gram-Schmidt orthogonalization of an LLL-reduced basis can
be done in fpa with some correction steps [SE91]. Householder orthogonalization
has better stability, as was shown in [RS96]. In practice it yields up to dimension
350 a sufficient @) R-factorization of the basis matrix — but this process gets
unstable in dimension 400. [S88|] presents a method for correcting the Gram-
Schmidt coefficients using Schulz’s method of matrix inversion. This method is
provably stable but requires O(n + logy M) precision bits, where M bounds the
Fuclidean length of the basis vectors. It is useless for fpa with 53 precision bits.

In this paper we associate with an integer lattice basis a scaled basis that has
orthogonal vectors of nearly equal length. The orthogonal vectors or the Q)R-
factorization of a scaled basis can be accurately computed up to dimension 2'6 by
Householder reflexions in fpa with 53 precision bits. We present an algorithm

J.H. Silverman (Ed.): CaLC 2001, LNCS 2146, pp. 81-196] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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HRS that efficiently generates an associated scaled basis. We present a fpa-
variant of LLL-reduction where LLL-steps are guided by the orthogonal vectors
of an associated scaled basis. In particular, size-reduction is done against the
scaled basis. The weaker size-reduction does in practice not degrade the quality
of the reduced basis.

We present a fpa-variant of segment LLL-reduction, a novel concept pro-
posed in [KSOI]. The algorithm segment sLLL performs scaled segment LLL-
reduction, so that all LLL-steps are guided by the orthogonalization of an asso-
ciated scaled basis. The algorithm segment sLLL is a very efficient reduction
algorithm. Its efficiency comes from local LLL-reduction of two consecutive seg-
ments B;_1, B; that is done by reducing the local matrix R; in fpa. To make
this local LLL-reduction possible in the limits of fpa it is necessary to bound the
integer transformation matrix of the local LLL-reduction. For this we carefully
prepare the local matrix R; of B;_1, B; prior to local LLL-reduction.

In practice, segment sLLL is much faster than previous codes for LLL-
reduction. It performs well beyond dimension 1000 and provides lattice bases
that are in practice of similar quality as LLL-reduced bases. For dimension 1000
and basis vectors with 400 bit integer coordinates, the new LLL-reduction takes
only about 10 hours on a 800 MHz PC. It is the first code for LLL-reduction
that performs well beyond dimension 350.

In this paper we focus on practical aspects related to fpa. A rigorous analysis
of segment LLL-reduction in the model of integer arithmetic is in the companion
paper [KS01]. For general background on fpa and Householder transformation
see [LH95|.

2 Stability Properties of Householder Orthogonalization

For an introduction of LLL-reduced lattice bases and of our notation on lattices
we refer to Section 2 of the companion paper [KS01]. For easy reference we recall
Definition 1 and Theorem 1 from [KS0I]. We let 6 €]3,1] and o = 1/(6 — 1).

Definition 1. An ordered basis b, ..., b, € Z% of the lattice L is LLL-reduced
with § €]%,1] if it has properties 1. and 2.:
1. w12 forl<i<j<nm,

2. O |bill? < pdos 0P+ biall? fori=1,...,n—1.

Theorem 1. A basis by, ..., b, of lattice L that is LLL-reduced with § satisfies:
Lo b2 < a2 and [|by]2 <o |bs]|2 fori=1,...,n,
2. b2 < a7 (det L)n and |[by)|? > o~ "= (det L)

2
n

Accuracy of Householder Reflerions. Consider the @) R-factorization B = QR
of the basis matrix B = [by,...,b,] € Z9" where Q € R¥*? is an orthogonal
matrix and R = [r; ;] = [r1, ..., 1,,] € R™ is an upper triangular matrix, r; ; = 0
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for ¢ > j. We have p;; =15 ;/ri; and |ry ;| = HRH The vector r; is the orthogonal
transform of b;.

Consider the process of orthogonalization of a basis matrix B = [by, ..., by].
In ideal arithmetic we get the @ R-factorization B = QR by a sequence of House-
holder transformations

Ol = B, Cj+1 = Qjcj for j = 1,...,7’7,,

where Q; € R%*? is an orthogonal matrix — an Householder reflexion — that
produces zeros in positions j 4 1 through d of column j of Q;C;. Thus Cjy; €
R¥*" is upper triangular in the first j columns. Finally,

R=Cnpp and  Q=Qn---Q1

In actual computation, however, we use floating point operations
Cl :fl(B), Oj+1 = fl(Qjéj) forj:l,...,n.

We assume the standard fpa-model of WILKINSON, see [LH95] page 85] for
details. Let 0 < n < 1 be the relative precision — each floating point operation
induces a normalized relative error bounded in magnitude by 7. [l In this model,
it has been shown [LH95| page 87, formula (15.38)] that

1Cj41— Q- Q1B||r < (6d — 35 +40)jn || B r + O(n*), (1)

where [|AllrF = (3, ; a; )z denotes the FROBENIUS NORM of the matrix A =
[aij]. In the following we neglect the low order term O(n?). Thus, in actual

computation we get R = [7; ;] = C11 satisfying for n > 14,
IR — R||r < 6dnn||B||F. (2)

It follows that the approximate Gram-Schmidt coefficients fi;; = 7; ; /7; ; satisfy
fori < j
i — pjil < 6djm|lbe, ..., bsllr/(Irial(1 —€)) 3)

provided that |7;; — ;| < €|ri;|. Therefore, we get from inequality (2) the
following lemma.

Lemma 1. Inequality (3) holds provided that

6djn (b1, ..., bjllF < elril (4)

Instability of Householder QR-Factorization for Dimension 400. Inequalities
(1), (2), (3) are rather sharp. To combine Householder transformation and size-
reduction we need accurate coefficients y; ;. Condition (4) characterizes the sta-
bility of Householder transformation — stability requires that

6d7’l7’] HB”F < mini|ri,¢\.

! Standard double length, wired fpa has 53 precision bits, n = 27°3.
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On the other hand, Theorem 2 shows that random LLL-reduced bases on the
average satisfy ||b1]| &~ 1.1"71||b,||. For dimension n = 400 and 7 = 273 this
yields R R

6dnn ||b1||F = 6dnn1.1" 7 ||by|| & 4 - 10°||b,]|.

Inequality (4) is grossly violated. Therefore, Householder transformation of LLL-
reduced bases is necessarily unstable in dimension 400 for fpa with 53 precision
bits.

Theorem 2. Consider a random LLL-reduced basis with random coefficients
Wit1,i €ER [—%, %} fori=1,...n—1, and let the inequalities 2. of Definition 1
be tight. Then ||b1|| ~ 1.1"7||b,|| holds on the average.

Proof. While (6 — ufHZ)HEZHz < ||3i+1||2 holds for LLL-reduced bases, the con-
verse (0 — 82)HE||2 > \E-.HHQ holds provided that

S[1bil1* = b1 ll® 4+ pf 1 illball> and  Jpigaal <e.

The inequality |ui+1,;] < € holds with probability 2e for random values of
171
Hi+1i ER [—g» §}~ As

1
o2, 1 Sl
/_%2€d€_6 and 0 6~1.1
holds for 0 ~ 1 we see that ||b1]| =~ 1.1"’1||3nH holds on the average. O

3 The Scaled Basis Matrix

Scaling is a well known method for improving the stability of fpa. We associate
with an integer lattice basis by, ..., b, a scaled basis b7, ..., b; that has orthogonal
vectors of nearly equal length.

Definition 2. Letby,...,b, be a basis of an integer lattice L. We call b3, ..., b7 €
L an associated scaled basis with scaling factors 2¢t, ..., 2" where eq, ...,e, € N,
if b3, ..., b5, form a size-reduced basis of a sublattice of L satisfying

1651 < 2% [ball = [lo7 || < 2[j65]|  fori=1,...,n. ()

We show in Theorem 3 that a given scaled basis yields accurate Gram-Schmidt
coefficients by Householder reflexions in fpa. In Section 4 we show how to pro-
duce an associated scaled basis efficiently in fpa. In Sections 5 and 7 we use an
associated scaled basis to guide LLL-reduction and segment LLL-reduction.

We can easily transform a basis bq,...,b, into an associated scaled basis
b, ..., b7 using exact arithmetic — first scale then size-reduce:

L. scaling. ex = [log(max; |[b; I/ [[ba])}, b = 2 by,
for i =2,...n do e; := max(0, [log, b3/ [B:l[1). bF = 2°b;
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<b§,bf>J "
16512

2. size-reduction. for j = 2,...,n fori=j—1,...,1do bj = bj— ’V

New Notation. For the remaining of the paper we let the column vector r, of the
R-matrix be related to the scaled vector b;, rather than to the original vector b, .
The size of scaled Gram-Schmidt coefficients. The coefficients pj, ; of an arbitrary,

unscaled vector

v—1

by =0y + Y 4l b
j=1
are uniformly bounded:
Corollary 1.
s | — |<bv’bj>| 1bu] ¢ 16wl
5l = — < < 2
B3]l B3]l 1651l

In contrast, LLL-reduced bases by, ..., b,_1 satisfy

16112

< J—1,
= e @

by= by with [l

The coeflicient p,,,,—1 that enters first into size-reduction of b, tends to be very
large due to the factor o ~!. A small relative error of ty,—1 confuses the size-
reduction of b,,.

Corollary 2. The basis b3, ...,b7 satisfies

1651 < i+ 3631 forj=1,....n.

Proof. [[b5]1% = [[B3112 + 32723 (13,.)211b512
< 155112 + (G — 1) /4 maxic;(|[B5]])

(5)
< 1 J— J
< AB3)2+ (G - D) 163112 = (G + 3) B3] O

Next we study for a given scaled basis the accuracy of the approximate
coefficients i} ;, computed in fpa by Householder reflexions.

Theorem 3. The approzimate [i}; of b, ..., by, satisfy

15, — w5l <e/(l—e)  fore=6dj>n.

? Let [r] = [r — 1] be the nearest integer to the real number r.
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Proof. By scaling and size-reduction we have for j # 2: B

—1
130 - ji+3 ~ B ~
6517 < 3 STIBIR + 151 < L mae 571 < minas 5]
=1

Hence [bf,...,billr = (S, [B311%)/2 < v/Fmaxicy 57| < j 5], and thus
Hb‘f,...,b;\\p/\\bf\\ <j fori=1,..,7. (6)

Hence, Inequality (4) holds for € = 6dj%n. By Lemma 1 Inequality (3) holds for
that € and thus

G .
|50 = 151 < 6djn [|bT, - 03[/ (Irisl (1 =€)

©
< 6dj*n/(1—¢)=¢/(1—¢). -

Stability up to Dimension 2'°. Consider Theorem 3 in the case j < n =d = 216
and 1 = 2753, Then we have ¢ < 6n3n < 0.19 and /(1 — ¢) < 0.24. Therefore,
Householder reflexions yield up to dimension 2! sufficiently accurate Gram-
Schmidt coefficients for the basis bf,...,b.

4 Orthogonalization via Scaling and Size-Reduction

Suppose we are given by, ...,bJ_;,b, and we want to produce a scaled vector b .
At that point the p ; of by, ..., b;_; are given with high accuracy. We iteratively
transform b, into b; using better and better approximations of the yu; ;. The
procedure HRS (Householder, Reduction, Scaling) iterates the following steps

1. the first v — 1 Householder transformations b, — Q,_1 --- Q1by,
2. size-reduction of b, against b7,...,b7_1,

3. scaling of b, to b;.

Steps 1. and 2. must be iterated as the size of b, is by Inequality (2) crucial for
the accuracy of Householder transformation. As the scaling increases the size of
b, we scale in stages, repeating 1. 2. after each stage of scaling. Let

Qj = la — 2v;v] ||lv;|| 72, where I; € Z%*? is the identity matrix and v; € R?
is the Householder vector associated with @;. Note that x — Q;x reflects z at
the hyperplane that is orthogonal to v;: Qjv; = —v;, Qju=u for u L v;.
HRS is given for input the Householder vectors vi,...,v,_1 € R, the first
v — 1 columns Ty, ..., T,—1 of the matrix C, = Q,_1---Q1C; and the computed
scaling exponents €y, ..., €,_1. The operations on b7, ...,b]_; are in exact integer
arithmetic, the other operations are in fpa. Taking fpa-errors into account we
relax size-reduction of b}, to the relaxed condition |u; ;| < 0.52.

3 In the following we neglect the exception j = 2.
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Suppressing Backward Rescaling. Upon entry of HRS(v), the scaled vec-
tors bf,...,b;_; are given while b7, ...,b are unknown. At this stage the scal-
ing factors 271, ..., 2%~ correspond to the subbasis by, ..., b,_1. If |[b,]| > ||b5]]
we would need to rescale bf by increasing €; := €; + € and b := 2°b7 for
€:= LlogQ(HEH/HZfH )] and i = 1,...,v — 1. We suppress this backward rescaling.
It is sufficient to store € and to do all subsequent size-reductions against 2 b
rather than against b7, i.e., we replace subsequent reduction steps

be | 2-ep b8
b:=b— {&b’bAJJ b; by the steps b:=0b-—2° ’VA<7bA’>Z>J

For simplicity, the program HRS(v) does not include the steps required in case
that [[b,[| > [[67]].

HRS(v) (Householder Transformation, Reduction and Scaling of b,)
INPUT S b € Z Ty, Ty, v, 01 €QY 1 € Z
OUTPUT b% (size-reduced against b5, ...,b5_1), v,,T.,¢€,
1. ,:=0,0b; :=b,
2. %, =Quo1-Q1 b2
3. size-reduce b, against b3, ...,05_4

for i=v—-1,...,1 do

By = Tiw [ Tii

if |;1f,7,;| > 0.51 then b; :=0b; — [f;,;|b7, Ty :=T, — [[i} ;]T;

L =

4. if 3i : |5 ;| > 2'° then go to 2.
d -2 \1 ~ . s
5. 7= (i, 7%, )7, €:=min([log,(|[bil/T)],30)
6. ifé > 0then ¢, :=¢,+¢, b5 :=2°; go to 2.
7. %y i=Qu1--Q1b3, o:=sig(r,,), 7:=/( Zj:l, _2»2’,/ )%
vy = (0,...,0,7p + 0T, Tusiu,... S Tdw) "
- T

=1y o1, ——07,0,...,0) end

How HRS Works. According to (5) the input vectors b3, ..., b5_; satisfy

[ria] < riil < 2|r11] fori=1,..,v—1.

Let 6dv°n < & so that Theorem 3 holds for ¢ = 1. Then, by (2) and (6) we have
that
‘f@i —’/‘1‘71'| < 6dj277|7“i_’¢‘ for i = 1,...,7.

Reducing Long ||b,]|. By (2) the relative error of 7; ., /||b,|| in step 2. is at most

6dvn. The subsequent size-reduction reduces the large 7;, — in the equation
6,]|% = Zle r?, — to less than |F; ;| in absolute value. Steps 2. 3. 4. decrease
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the (3277} F?’V)%fpart until the inequality

=1
v—1 %
(Zriy> < ||b;a’bz‘ileF
i=1

holds.
Upon entry of step 3. the coefficients y;, ; are uniformly bounded as
[[bv]]
| wo il < 2
7 16511”

see Corollary 1. Size-reduction of Step 3. can temporarily increase the coefficients
|15, ;| up to a factor (3/2)”~7~" in worst case. This could possibly make the size-
reduction of step 3. unstable in worst case. No such instability has been reported
in practice, see Figure 1.

Scaling Up Small ||?)\l,|| Let

1wl < (163,05 1 [lr and]r,,,

<o, |-
By (2) and (6) we have after step 2. that
(v — Tow| < 6dvn[|b3, ..., b _||F < 6dvn|b]).

This yields a scaling factor € for step 6. so that 2¢ > (6dv?n)~! > 1. Therefore,
steps 2. to 6. increase |7, | and ||b3]| until

Pl < [Foul = 165]] < 2|74l

Corollary 3. HRS(v) produces a scaled vector b}, satisfying |u;, ;| < 0.52 for
i=1,...,v—1 provided that size-reduction of Step 3. remains stable.

Speeding Up HRS. To speed up HRS replace the rounded values fﬁf,,j in step
3. by single precision integers consisting of the leading bits of (ﬂf,,] This way
HRS becomes very fast.

The Number of Arithmetic Steps. A matrix-vector multiplication

- 20101 b,
bu'_)leV:bv_Milz
[[o]]

requires 2d multiplications and one division — as usual we neglect the ad-
ditions/subtractions. Thus, we get T, := Q,_1---Q1b, using 2vd multiplica-
tions/divisions. Size-reduction of step 3. requires vd multiplications in exact
arithmetic. In total, one round of steps 2., 3., and 4. requires 2vd multiplica-
tions/divisions in fpa and vd exact multiplications of long integers.
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The Number of Rounds. In practice each round of steps 2. 3. 4. either decreases
(Zli:ll rf’y)% by the factor 6dv?n, or increases ||b5|| by the scaling factor

26 > (6dv?n) ™t > 1,

or does a combination of both, see the explanations for HRS. In practice we
find that HRS(v) requires logy (||b.||/]|6 )/ | logs (6dr2n)| rounds.

Practical Performance of HRS. Consider a random public-key basis of the
GGH-cryptosystem |GGH] of dimension 400. Figure 1 shows how HRS(400) de-
creases the coefficients |paqo, ;| of the last basis vector bygg. Using 53 bit fpa each
of five rounds decreases |p400,;| by a factor about 10% ~ 23°. After each round
all coefficients |p400, ;| are of nearly equal size because the preceding orthogonal
vectors have been scaled to nearly equal length ||Z;H After each of the first 4
rounds however, |1, j| increases by about a factor 10 as j decreases from 400 to
1. This is due to the temporary increase of |u;, ;| by a factor (3/2)=971 in worst
case. Figure 1 shows that this temporary increase has little effect in practice.

Using 106 bit fpa — instead of 53 bit fpa — the five rounds of HRS(400)
reduce to two rounds, and the running time of HRS reduces accordingly. Soft-
ware implemented fpa with 106 precision bits makes the reduction clearly faster
than the standard fpa with 53 precision bits.

100 | i

20 [

10MWWWWWMWWWW

10" WWMWﬂmrwwwwVMWﬂW*wnwwwaMwwﬁrwvmWwv*wwvvwwvmewwwwwavNMMw

40 80 120 160 200 240 280 320 360

]

Fig. 1. Displayed are the values |u400, ;| upon termination of each of five rounds.
The |pa00,;] are measured after step 2 of the next round — after new orthogo-
nalization.
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5 Scaled LLL-Reduction

We introduce scaled LLL-reduced lattice bases, and we present an algorithm
scaled LLL for scaled LLL-reduction. This algorithm is a useful prelude to the
more complicated scaled segment LLL-reduction of Section 7.

Definition 3. We call a lattice basis by, ... b, € Z% scaled LLL-reduced if it
has properties 1. and 2.

1. There is an associated scaled basis b, ..., b} so that by, ..., by is size-reduced

n
. s s
against by, ..., b5, i.e.,

ey Ups

by, b3)
163112

< 0.52 for 1<i<j<mn,

2. 5 bil2 < albisa|?  fori=1,...,n—1.

We call a basis with property 1. scaled-reduced. Importantly, the inequalities
of Theorem 1 still hold for scaled LLL-reduced lattice bases. The weaker size-
reduction does not affect these inequalities. Scaled LLL-reduced bases are in
practice as good as LLL-reduced bases.

Next we present an algorithm scaled LLL that transforms a lattice basis
into a scaled LLL-reduced basis of the same lattice. Scaled LLL guides the LLL-
steps on the original basis by the orthogonalization of an associated scaled basis.
So we keep and update two versions of the basis. LLL-transformations operate
on the original basis. Size-reduction is done against the scaled basis. This form
of LLL-reduction is quite stable as HRS yields an accurate @ R-factorization of
the scaled basis.

The Procedure HRS'. Local LLL-reduction of two basis vectors b, _1, b, is guided
by the orthogonal vector of a modified scaled vector b7 — with a scaling factor
28 that coincides with the scaling factor 2¢»=1 of b,_;. We get the modified b?
by the following variant HRS’ of HRS: Set in Step 1. &, := €,,_1 and skip Step
6.. Moreover, we let HRS' perform in Step 3. the same size-reduction steps

by, == b5, — [[5,,—11b7 1 and by == by — [[i5,,—1|bu—1

on b against bY_; and on b, against b,_1. As a consequence we have:

S

Lemma 2. The reduction coefficients of b, against b,_1 and of b} against bf,_,

coincide in HRS'(v), and thus

_ .8
Hvwv—1 = Ky y—1-

The output vector b, of HRS'(v) is size-reduced against b,_1. The coefficients
75 forv—1 <14,j < v associated with b,_1, b, are proportional to the coefficients

associated with bS_, b5 with proportionality factor 2.
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Scaled LLL (Algorithm for scaled LLL-reduction.)
INPUT  by,...,b, €Z% 6
OUTPUT bq,...,b, scaled LLL-reduced basis
1. v:i=1
2 while v <n do
3. if v=1 then HRS(1), v:=2
4. HRS'(v)
5 if 07) 1,1 >Th 1, +7,
then swap b,_1,b,, vi=v—1
else HRS(v), v:=v+1 end

Scaling Does Not Affect LLL-FExzchanges. By Lemma 2, the output vector b,
of HRS'(v) is size-reduced against b,_1, i.e., |ty p—1] < 0.52. Moreover, the
decision about swapping b, 1, b, in Step 5. is the same as for the original LLL-
algorithm — except for fpa-errors.

fpa-errors do not affect the LLL-exchanges. We see from ||b3]|? = Z?Zl r2, and
(2) that the relative error of 7,_1,/||b3|| & 7u—1.,/|0.| and |r,,|/[|b3]] is at
most 6dvn. On the other hand, |7,_1,,-1] > ||bj| holds by scaling. Therefore,
the decision about swapping b,_1,b, in Step 5. is correct for 6dvn < 1.

6 Segment LLL-Reduction

We summarize the concept of segment LLL-reduced bases of the companion
paper, for full coverage see [KSOT].

Segments and Local Coordinates. Let the basis by,...,b, € Z% have di-
mension n = k- m and the QR-factorization [by,...,b,] = QR. We partition
the basis-matrix B into m segments By = [byg—1)41,...,bu] for I = 1,...,m.
Local reduction of two consecutive segments uses the coefficients of the sub-
matrix Ry = [Pritikitj|—k<ij<k € R2:x2k of R € R, corresponding to
two consecutive segments B;_1, B;. We want to do most of the LLL-exchanges
and the corresponding size-reduction in local coordinates of some R;. Extra
global transformations are required after local LLL-reduction. In order to min-
imize these global costs we introduce k-segment reduced bases. We let D(l) =

Hgk(l,l)ﬂ % Hgkl |? denote the local Gramian determinant of segment B;. We
have that Dy; = D(1) - - - D(I).

Definition 4. We call a basis by, ..., b, € Z% n = km, k-segment LLL-reduced
with § €%, 1] if it is size-reduced and satisfies for o =1/(6 — %) :

Lo §|fbil® < 2y illBill? + fbiga | for i#0 mod &,

2. D)< (a/O)F’DI+1) for 1=1,...,m—1,

3. 6 (bl < allbriga || for 1=1,...,m—1.
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Theorem 4. [KSO0I] Let b1, ..., by, be a basis that is k-segment LLL-reduced with
6. Then we have fori=1,...,n:

62k2+n71 ||sz2 S a"fl)\f and 5k2+i71 Hble S ailei)\i”27
where \y < -+ < A\, are the successive minima of the lattice.

Algorithm for Segment LLL-Reduction. The algorithm segment LLL trans-
forms a given basis into a k-segment reduced basis using exact integer arithmetic.
It iterates local LLL-reduction of two segments [B;_1, B;] = [bri—k+1, -+ Oki+k)
via:

The Procedure loc-LLL(l). Given the orthogonalization of a k-segment reduced
basis b1, ..., bg—x the procedure loc-LLL(l) computes the orthogonalization and
size-reduction of the segments B;_1, B;. In particular it provides the submatrix
R; € R?#%2k of R € R¥*™ corresponding to the segments B;_1, B;. Thereafter
it performs a local LLL-reduction of R; and stores the LLL-transformation in
the matrix H € Z?**2¥_ Finally, it transforms [B;_1, B;] into the locally reduced
segments [B;_1, Bi|H and size-reduces [B;_1, B;] globally.

Segment LLL

INPUT  by,...,b, € Z¢ k,m,n =km, 0

OUTPUT bq,...,b, k-segment LLL-reduced basis

1. [ =1
2. while ] <m-1 do
loc-LLL(I)
if I#1 and
(D —1) > (a/8)¥ D(1) or 6% [[brg—n)lI* > allbra-1)+1]?)
then [:=]1—-1 elsel:=1+1. end

Theorem 5. [KS01] For k = ©(m) = O(y/n), segment LLL performs
O(ndlog, /5 M)

arithmetic steps using integers of bit length O(logy M).

7 Scaled Segment LLL-Reduction

We combine the methods of Sections 4 and 6 to a stable algorithm for seg-
ment LLL-reduction. Size-reduction is done against an associated scaled basis.
Segment LLL-reduction is guided by the orthogonal vectors of the scaled basis.

Definition 5. We call a basis by,...,b, € Z% k-segment sLLL-reduced, if it
s k-segment LLL-reduced except that by, ..., b, is size-reduced in a weaker sense
— it is size-reduced against an associated basis b3, ..., b with the properties 1.
and 2.
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1.  The first orthogonal vectors 3217k+1 of segments are nearly equally long:

1651 < 2% bt || = [B5—psr || < 20151 for L =1,....m.

2.  There is a uniform scaling factor 2¢* for segment By so that the coefficients
Thi—kti,ki—k+j, Jor 1 < 4,5 < k of the R-matriz corresponding to b1, ...,b, and
those corresponding to bj, ..., b;, are proportional with proportionality factor 2°%.

The inequalities for k-segment LLL-reduced bases in Theorem 4 also hold
for k-segment sLLL-reduced bases. The weaker size-reduction is not important.
In practice k-segment sLLL-reduced bases are nearly as good as LLL-reduced
bases.

We sketch a procedure loc-sLLL(l) — for local scaled LLL-reduction —
that replaces loc-LLL(() within segment LLL. The algorithm segment sLLL
iterates local scaled LLL-reduction of two consecutive segments [B;_1, B)] =

(Oki—kt15 s Okl gc)-

The Procedure loc-sLLL(l). Its inputs are a lattice basis, uniform scaling fac-
tors 2 satisfying b3, ; = 2%¢bye—; for j = 0,..,k =1, £ = 1,..,1 — 1. The
Householder vectors vy, ..., vg—1) of b1, ..., br—1) and the matrix R € RAxk(-1)
for [b], ..., bZ(l—l)] are also given. Local LLL-reduction of B;_1, B; is done in fpa

via the local matrix R; € R2k*2k,
The procedure loc-sLLL(!):

— computes a uniform scaling factor 28+ for the two segments [B;_1, By],

— computes the local matrix R; of 2%+ [B;_;, B;] via HRS’,

— performs a local LLL-reduction on [B;_1, B;] using Ry,

stores the transformation in the matrix H € Z2+k*2k,

— Upon termination it transforms [B;_1, B] into [B;_1, Bi]H in exact arith-
metic.

Restarting loc-sLLL(l). Whenever || H ||, surpasses the threshold 2'° the proce-
dure loc-sLLL(!) is restarted with the transformed segments [B;_1, B;]H. This
is necessary as the norm || H || directly translates into additional fpa-errors.
As the number of restarts is crucial for the running time we carefully prepare
Ry as to prevent an early restart. We show below how to predict the size of the
matrix H € Z?¢*?k occuring in the subsequent local LLL-reduction of B;_1, B;.
We slash R; so that ||H||s < 2! holds on the average. The threshold 2% is for
wired 53-bit fpa, for 106-bit fpa we increase the threshold accordingly.

Computing the Matriz Ry and 2°%. First compute via HRS the uniform scaling
factor 2°* and the first vector rg_g+1 of Bj—1 so that ||b5| < 2°%||bgi—r41] =
ngl_kH | < 2||b5||. With the same scaling factor 2°%! compute r; via HRS’ for
h =k —k+2,...,kl + k. For local LLL-reduction we have to size-reduce by,
against bg;_11,...0n_1. We generalize Step 3. of HRS’ accordingly: perform
the same size-reduction steps b}, := by — [}, ;b3 b == bn — [fi5 ;]b; on by,
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against b and on bj, against b; for j = kl — k+1,...h — 1. This implies that
the local matrix R; of segments B;_1, B; corresponding to b1, ...,b, and the R,
corresponding to b%, ..., b5 are proportional with the factor 26+,

The Heuristic for Slashing R; . We let rﬁ’j = Thi—k+i,ki—k+; denote the coeffi-
cients of the local matrix R;. Large values \rlm / ré’ ;| have a double negative effect
on the stability of loc-sLLL(!). By Lemma 1 the orthogonalization of b; gets
inaccurate. Moreover, || H || will be large due to Lemma 2 [KS0T]. A detailed ar-
gument shows that || H || is expected to be less than 2'% if max; |r} | /rl ;| < 215,
This suggests to slash R; so that max; |r} | /r} ;| <215,

Slashing the Matriz R;. Slash all values \réj\ — satisfying |rll’1/r§7j\ <2715 —
to réd = \7‘11’1\2_15. Moreover, set 7‘5” :=0for h=j4,..,2k and h < i < 2k.

I
11" 71,j-1 71,4 ™k
I l l
0 Tiigo1 Ty Tk
Ry =
0 --- 0 \7‘11’1\2_15 0
L 0O --- 0 0 ‘Tl171|2715_

We locally LLL-reduce the slashed matrix R;, and afterwards we transform
[Bi—1, B] into [B,—1, Bi]H. If either |H|w > 2'° or if the slashing did effec-
tively change R; we restart the local reduction with the transformed segments
[Bi—1, Bj)H. Note that a restart of loc-sLLL(!) also adjusts the uniform scaling
factor 2¢+. This method of correction works very well for segment size k£ < 100.
Segment sLLL
INPUT  by,...,b, € Z% k,m,n = km, 6
OUTPUT bq,...,b, k-segment and scaled reduced basis
1. 1:=1
2. while ] <m-1 do

loc-sLLL(])

if I#1 and
(D@ —1) > (/8 D(1) or & |[b?> > allbrir1]|? )
then [:=1—-1 elsel:=1[]+1. end

8 Performance of Segment sLLL

Consider a sample of [GGH]-bases of dimension n = v-100 for v = 1,...,8. The
vectors of the input basis consist of integers with n/2 bits. The algorithm uses
106 bit fpa and § = 0.99 respectively § = 0.999. All tests have been performed
on 350 MHz PC’s, the code of segment sLLL uses the [NTL] computer algebra
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Lattice 0 =0.99 6 =0.999
dimension | segment size | %Y | segment size | v
100 25 7.9 25 5.2
200 40 13.8 40 9.4
300 45 23.0 45 14.7
400 50 30.5 50 17.7
500 50 34.3 56 22.6
600 60 38.8 60 27.9
700 60 40.9 65 34.3
800 70 46.6 70 37.0

Fig. 2. segment sLLL Reduced Bases. [*Y = Average Bit Length of the Output
Integers.

library. We present the segment size and the average bit length of the reduced
basis vectors in Figure 2.

The running time increases considerably as § approaches 1. The size of the
reduced basis decreases accordingly. Figure 3 shows the time of segment sLLL
for [GGH]-bases.

25 T T T T T T
delta=099 —+—
delta=0.999 ——
20
15

time [hrs]

1: o

100 200 300 400 500 600 700 800
lattice dimension

Fig. 3. Running Time of Segment sLLL Using § = 0.99 resp. § = 0.999.
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Abstract. It has recently been proved by Nguyen and Shparlinski that
the Digital Signature Algorithm (DSA) is insecure when a few consecutive
bits of the random nonces k are known for a reasonably small number
of DSA signatures. This result confirmed the efficiency of some heuristic
lattice attacks designed and numerically verified by Howgrave-Graham
and Smart. Here, we extend the attack to the Nyberg—Rueppel variants
of DSA. We use a connection with the hidden number problem introduced
by Boneh and Venkatesan and new bounds of exponential sums which
might be of independent interest.

Keywords: DSA, Closest Vector Problem, Hidden Number Problem,
Exponential Sums.

1 Introduction

1.1 The Digital Signature Algorithm (DSA)

Recall the Digital Signature Algorithm (DSA) used in the American federal dig-
ital signature standard. Let p and ¢ > 3 be prime numbers with ¢|p—1. As usual
I, and F; denote fields of p and g elements which we assume to be represented
by the elements {0,...,p — 1} and {0,...,q — 1} respectively. For a rational
and integer m > 1 we denote by |v],, the smallest non-negative residue of
modulo m. Let M be the set of messages to be signed and let h : M — F, be
an arbitrary hash function. The signer selects a secret key o € F; and computes
the public key A = [¢g®| , where g € T, is a public element of multiplicative
order gq.

p?
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For an integer k we define the function
r(k) = k . 1
(k) Ug JpJq (1)

Finally, for a random element k € F called a nonce and a message pn € M we
define the function

s(k,p) = [K7 (h(p) + ar(k) ], (2)

and call the pair (r(k),s(k,p)) the DSA signature of the message p with a
nonce k.

1.2 Lattice Attacks on DSA

Howgrave-Graham and Smart [6] noticed that if some most significant bits of k
are known for a reasonably small number of signatures then one can apply the
LLL lattice reduction algorithm [I0] to heuristically recover the secret key .
They also presented numerical results to confirm the efficiency of their attack.
Nguyen [T4] exhibits a close link between this problem and the hidden num-
ber problem (HNP) introduced by Boneh and Venkatesan [3[4], together with
improved numerical results. HNP can be stated as follows: recover a number
a € F, such that for many known random ¢ € F, a certain number ¢ of the most
significant bits of |at| , are known. Boneh and Venkatesan showed in [34] how

to solve HNP in polynomial time when the number of bits was roughly logl/ 2q
and the distribution of ¢ was uniform, using a reduction to the lattice closest
vector problem.

The link between DSA and HNP is the following. Assume that we know the
¢ least significant bits of a nonce k € Fy. That is, we are given an integer a such
that 0 < a <2/ —1 and k — a = 2% for some integer b > 0. Given a message p
signed with the nonce k, the signing equation ([Il) can be rewritten for s(k, u) # 0
as:

ar(k)2 sk, )"t = (a— s(k,p)" " h(p)) 27 +b (mod q).

Now define the following two elements
t(k, ) = [27 r(k)s(ko )]
ulk, p) = [27 (a — s(k, ) "' h(w)) ],

and remark that both ¢(k, 1) and u(k, 1) can easily be computed by the attacker
from the publicly known information. Recalling that 0 < b < ¢/2¢, we obtain

Lt (k, ) — ulk, @), < q/2".

Thus, the ¢ most significant bits of |at(k, )|, are revealed.

Finally, Nguyen and Shparlinski [T5] have proved that the heuristic attack
of [6T4] always succeeds. This has been done by generalizing the lattice-based
proof of Boneh-Venkatesan to cases where the distribution of ¢ is not necessarily
perfectly uniform, and more importantly, by proving some uniformity results on
the distribution of ¢ in the case of DSA, using bounds of exponential sums.
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1.3 Our Results

In this paper, we extend the results of Nguyen and Shparlinski [15] to several
known modifications of DSA. Although our method is similar to that of [15],
the exponential sums arising in this paper are different. In particular, we study
the five following modifications of the signing equation () which are outlined in
Section 20.4 of [I9] (see also Section 11.5.2 in [12] and [I8])

DSA;: s1(k,p) = k=1 (r(k) +ah(,u))Jq.
DSA,: sa(k, ) = o=t (h(p) —l—kr(k))Jq;
DSAz:  s3(k,p) = [ar(k) +kh(p)]
DSAy: sq(k, 1) = |ah(p )—l—kr( ) g
DSA5: ss(k, ) = |a= 1 (r(k) + kh(p ))Jq.

The DSA; signature on a message p is (r(k),s;(k,p)), i = 1,...,5. We remark
that for these DSA variants, a, h(n) and k have the same meaning as in the
original DSA and r(k) is defined by the same equation (1]). By alternating signs
in these equations, one obtains additional signature schemes which can be studied
quite analogously.

We also show that the same method can be applied to yet another modifi-
cation proposed by Nyberg and Rueppel [I8] which provides message recovery,
see also Section 11.5.4 in [T2] and Section 20.4 of [T9]. The initial settings of
this scheme are the same except that instead of the hash function A mapping
M to F,, we are given a function H whose values are elements of F,. In fact,
the main idea of this scheme is to use an easily invertible (and just one-to-one)
function H : M — F,,. Then the NR signature (r(k, ), v(k, ) is defined by
stgning equation

NR: ’U(lﬁu) = Lozr(k,,u) + qua

where
r(k,p) = [H(n)g" ],

In this paper we do not discuss advantages and disadvantages of the above
schemes (for example, some of them are “inversion”-free and thus the value
k = 0 can be selected as well) but remark that for the NR signature scheme one
derives

H(p) =g~ "M A" "Wr(k, 1) (mod p)

where as before A = [g%] . So if the function h(u) is easy to invert, then the
message f can be recovered from the signature itself.

One can easily verify that if we are given an integer a such that 0 < a < 2¢—
and k — a = 2% for some integer b > 0 then for each of the signature schemes
DSA;,i=1,...,5 we have,

Lati(kvﬂ)_ui(kvﬂﬂq <q/2€7 izlv"’75v (3)
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where
bk, ) = 218}1(@?&’ ) = 27 ( - (Sf)m) A
to(k, p) = S;(f(’k’;) E sk, ) = _2—1 (:fgg)) —|—a> ;
R e ]
B A S )

(for the schemes DSA3 and DSA5 we assume that h: M — IF;)
For the signature scheme NR, we have

[a27"r(k, ) —w(k, )], < /2",

where
wk, p) = [27 vk, 1) - a)] .

It is important to remark that in the above inequalities the “multipliers”
ti(k,p), r(k, 1) and the “approximations” w;(k,u), w(k, ), ¢ =1,...,5, can be
efficiently evaluated from publicly available data.

Thus to obtain analogues of the results of Nguyen and Shparlinski [15], one
has to study the distribution of ¢;(k,u), i = 1,...,5, and r(k, u) for randomly
selected nonce k € F; and p € M.

2 Preparations

2.1 Preliminaries

Let

eq(2) = exp(2miz/q) and ep(2) = exp(2miz/p).

We recall a few results about exponential which we use to show that our
attacks work. The first one is the well-known Weil bound on exponential sums
with rational functions which is presented in the form given by C. J. Moreno
and O. Moreno [13], see also [I1].

Lemma 1. For any polynomials g(X), f(X) € F,[X] such that the rational
function F(X) = f(X)/g(X) is not constant on Fy, the bound

3 *e, (F(N)| < (max{degg, deg f} +u—2) ¢+
A€eF,
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holds, where Y " means that the summation is taken over all X\ € F, which are
not poles of F(X) and

(w,0) = { (1), i degf <degg,
’ (v+1,0),4f deg f > degg,

and v is the number of distinct zeros of g(X) in the algebraic closure of F,.

We also use the following well-known statement, see Exercise 11.a in Chap-
ter 3 of [23].

Lemma 2. For any integers u and M > 1,

= ) 0, ifuz0 (mod M);
)\z::o exp(2mizu/M) = {M, ifu=0 (mod M).

We also need a result from [15] about the distribution of r(k). For an integer
p € Fy, let N(p) be the number of solutions of the equation

r(k) = p, ke,

The following estimate has been obtained in [I5] (using some bounds for
exponential sums from [§]).

Lemma 3. Let Q be a sufficiently large integer. The following statement holds
with v =1/3 for all primes p € [Q,2Q)], and with v = 0 for all primes p € [Q,2Q)]
except at most Q%/6t¢ of them. For any € > 0 there exists § > 0 such that for
any element g € F), of multiplicative order ¢ > p**¢ the bound

N(p)=0(¢"%), pelo,q-1],
holds.
We recall that the discrepancy D(I") of a sequence I" = (’yi)ilil of N elements
of the interval [0,1] is defined as
ATN)

D(I') = sup i

zcjo,1]

- |71

)

where the supremum is extended over all subintervals Z of [0, 1], |Z| is the length
of Z, and A(Z, N) denotes the number of points 7, in Z for 0 < n < N — 1,
see [BI9/17].

Following [I5] we say that a finite sequence 7 of integers is A-homogeneously
distributed modulo q if for any integer a coprime with ¢ the discrepancy of the
sequence {|at|, /q}ier is at most A.

For an integer x, we denote by MSBy 4(z) any integer u with

|z —u| < q/2€+1.

Remark that ¢ in this inequality is not necessarily an integer.
The following generalization of Theorem 1 of [3], using A-homogeneously
distributed multipliers in the hidden number problem, has been obtained in [I5].
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Lemma 4. For a prime q, define
¢ = [log'"* q] + oglog q],

and d = 2 {logl/2 q—‘. Let T be a 27 18""” 9-homogeneously distributed modulo q

sequence of integer numbers. There exists a deterministic polynomial time algo-
rithm A such that for any fized integer o in the interval [0, q—1], given a prime q

and 2d integers t; and u; = MSBy 4 (Loztijq) fori=1...,d, its output satisfies
for sufficiently large q

Pr  [A(g,t1,... tq;u1,...,uq) =a] > 1— 9~ (logq)'/?loglog q
t1, ta€T
ifty, ..., tq are chosen uniformly and independently at random from the elements

of T.

This result and Theorem 1 of [3] rely heavily on the LLL lattice reduction
algorithm [10], more precisely on Babai’s approximation algorithm [2] for the
closest vector problem in a lattice (see [16] for a brief exposition of the proof).

In fact using a combination of the Schnorr modification [20] of the lattice
basis reduction with a result of Kannan [7] about reduction of the closest vector
problem to the shortest vector problem, one can obtain an analogue of Lemma @
with a slightly smaller value of ¢. This result can be improved even further if
one uses a more recent result of [I]. All these improvements are of order of some
power of loglog g.

2.2 Distribution of Multipliers

Let us denote by S; the set of pairs (k,u) € [1,q — 1] x M for which the cor-
responding equation for t;(k, ) and t;(k, u) does not contain division by zero.
Then

Si| = g M| (1+0 (¢77)), i=1,....,5, (5)

for all p and ¢ satisfying the conditions of Lemma [
Our results are based on the bounds of exponential sums

oi(c) = Z e, (cti(k, 1)), i=1,...,5,

(k,n)€S;

(€)=Y > eyler(k,u).

pneEM kEF;

and

For a hash function h : M — F, we also denote by W the number of
pairs (u1,p2) € M? with h(u1) = h(uz). Thus, W/|M|? is a probability of a
collision and our results for the schemes DSA;, i = 1,...,5, are nontrivial under
a reasonable assumption that this probability is of order of magnitude close to

1/q.
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Lemma 5. Let Q be a sufficiently large integer. The following statement holds
with v = 1/3 for all primes p € [Q, 2Q], and with v = 0 for all primes p € [Q, 2Q)]
except at most Q%/5te of them. For any e > 0 there exists v > 0 such that for
any element g € F,, of multiplicative order ¢ > p**¢ the bound

ai(c)] = O(W'/2¢*277)

max
ce]F;;

holds.
Proof. Define R(A) to be the number of y € M with () = A. Then

> RO =W. (6)

AEM

From the definition of s;(k, 1) and ¢;(k, ) we see that

o= S RN Y e, (cF,§i>(A)) . i=1,...,6,

A€F, kEF;;
where
(1) k‘/\ (2) )\ — k:r(k) (3) —’/‘(k‘)
F; = F —
E r(k) +a)’ F ar(k) ’ Q) A
(4) —)\ (5) T(k) + k)\
Fk ()\) T(k) ’ Fk ()\) - a\

Using the Cauchy inequality and the identity (Bl), we obtain

2

i@ <W S| e, (ch,j?m)(A))

XEF, |keF;

=W >N e (e (FD.0))
k,meF; AeF,

where F,glzn N\ = F,gi) A — i) () and as before > * means that the summation
is taken over all A € F; which are not poles of F,EZBW, i=1,...,5.

Fori=1,...,5 we denote by N; the number of pairs (k,m) € (F})? for which
the rational function F,fzzn()\) is constant. For these k and m we estimate the
inner sum over A trivially as g. For other k and m, to estimate the inner sum
over A\ we use Lemma [I] (for 4 = 1,5), Lemma ] (for i = 2,4) and the identity

D eglar) =Y e,N)=-1, acF,

\EF; \€EF?

(for ¢ = 3). Thus we derive the bound

max
celF?

ai(c)|2:O(W (Niq—l—qui)), 1=1,...,5, (7)
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where B; is the bound on the corresponding exponential sums, that is

q'/?,if i = 1,5;
B; =40, ifi=24;
1, ifi=3.
Now, we remark that
kX mA
FD (A = -
(kvm)( ) r(k) +aX  r(m)+ ai
Jae) ) = A —kr(k) A mr(m)
(k,m)  ar(k) ar(m)

are constant only when & = m, thus Ny = Ny = ¢ — 1.
For other ¢ = 3,4, 5 the functions

3) _—r(k)  —r(m)
F(k7m) ()\) - A - 2\ )

(4) B -2 B -

(™ =50 oy

(5) _r(k)+ kX r(m) +mA
F(’“’m) (V) = a B a

are constant only when (k) = r(m). Using Lemmal[3] we find that N; = O(¢*>~?),
1 =3,4,5. Without loss of generality we may assume that § < 1/4. Substituting
the bounds on B; < ¢'/2 and N; = O(¢*7%), i = 1,...,5, in the inequality (@),
we obtain the desired result. ad

For a function H : M — F, we also denote by U the number of pairs
(p1, p2) € M? with H(pu1) = H(p2). As we have mentioned, in practical appli-
cations of the NR scheme H is a one to one function thus U = |M]| in this case
(although our results remain nontrivial for U of large order).

The following statement is a variant of Exercise 14.a, of Chapter 6 of [23]
and can be proved quite similarly.

Lemma 6. The bound

T(C)‘ < U1/2p1/2q1/2

max

CGJF;

holds.

Proof. Define Q(A) to be the number of 4 € M with H () = A. Then as in the
proof of Lemma Blwe have

7(c) = Z Q) Z ep (c/\gk) , bel,.

AEF, keF,



The Insecurity of Nyberg—Rueppel and Other DSA-Like Signature Schemes 105

From the Cauchy inequality we derive
2

TP < Y QW7 Y 1D ep(erd”)

AEF, AEF, [k=1
=U Y > e(eAgb—g™).
k,meF, A\eF,

Using Lemma [, we see that if ged(c, p) = 1 the sum over \ is equal p if g* = g™
(mod q), that is, if kK = m, and vanishes otherwise and the result follows. O

Lemma 7. Let Q be a sufficiently large integer. The following statement holds
with v = 1/3 for all primes p € [Q,2Q)], and with v = 0 for all primes p €
[Q,2Q)] except at most Q5/%%< of them. For any € > 0, there exists v > 0 such
that for any element g € F, of multiplicative order q > p"*¢ the sequences

ti(k, ), (k,n) €S8;, are 2~ log'/%q homogeneously distributed modulo q for every
i=1,...,5, provided that
_mp

= ql_,y .

w

Proof. Let us fix an integer a coprime with ¢. According to a general discrepancy
bound, given by ( [17], Corollary 3.11) for the discrepancy D;(a) of the set

{M;(k,u)e&}, i=1,...,5

q
we have |
0gq
D;(a) < i(c)].
gy Do) = T gl

From Lemma B and (&) we obtain

max D;(a) = O(W2¢Y2=7 | M| logq)

a€F;;
= 0(g 7" logq) = 027 =" 1),
provided that ¢ is sufficiently large, i = 1,...,5. |
Similarly, from Lemma[6 we have a similar result for the NR scheme.

Lemma 8. For any element g € F, of multiplicative order q the sequence

27 (kyp), (k,p) € Fy x M, are 9-log'/?q homogeneously distributed modulo
q, provided that
2 3—x
v< METT
p
for some v > 0.
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Proof. Let a be an integer with ged(a,q) = 1.
Let Z € [0, 1] be an interval. Then the condition

{a?flr(k, u)Jq

. el (8)

is equivalent to the congruence
a2”'r(k,p) = g9+ p (mod p), (9)

with some integer p such that p/q € Z and some integer ¥ such that 0 < ¢+ p <
p— 1.
Let L = (p—1)/q and let the integer I be defined is the length of the largest
interval of the form
[J +1 J+1 }
— —\ e

)

q q
with integer I. Thus I = ¢|Z] 4+ O(1).
For each fixed ¢ € [0, L — 1] as before, from Lemma Blwe conclude that the
number of pairs (k, u) € Fy x M satisfying @) with p/q € T is

J+I

3D DD D SRAACLIEIERTEN)

ce]Fp neM kelF* p=J+1

J+I

Mgl
= —| | Z |T(c2™ Z e, (cp)
p cEF* p=J+1
From Lemma @ and the estimate
J+I
D1 eplep)| = Oplogp),
c€Fy |p=J+1

see Exercise 11.c of Chapter 3 of [23], we conclude that there are
2
-/V;Jql ) <U1/2 1/2 1/2) _ MLQ) 7| 10 <U1/2p1/2q1/2 + |./\/l\qp_1>

such pairs (k, u) € Fy x M.
For ¥ = L the only possible value of p is p = 0. Obviously for each p € M
there is at most one value of k which satisfies the congruence

a2”'r(k,p) =p—1 (mod p),

thus it holds for at most | M| pairs (k, u) € Fy x M. Putting everything together
we see that () holds for

2
A
|M\Z \ ‘L+O(LU1/2p1/2q1/2+L\M|qp71+\M|>

= |MlglZ| + 0 (U222 + | 1))



The Insecurity of Nyberg—Rueppel and Other DSA-Like Signature Schemes 107

pairs (k, 1) € Fg x M. One verifies that
UY2p3/24=1/2 < | Mgt —/2

under the condition of the theorem and the result follows. O

3 Lattice Attacks on DSA-Like Algorithms

3.1 Main Results

Fori=1,...,5 and an integer ¢ we define the oracle (’)5@5 4 which, for any given

DSA signature (r(k), s;(k,u)), (k, 1) € S;, returns the £ least significant bits of
k. Combining the inequality (3]), Lemma H] and Lemma [, we obtain:

Theorem 1. Let Q be a sufficiently large integer. The following statement holds
with v =1/3 for all primes p € [Q,2Q)], and with v = 0 for all primes p € [Q,2Q)]
except at most Q%61 of them. Fori=1,...,5 and any € > 0 there exists v > 0
such that for any element g € F,, of multiplicative order ¢ > p**¢, and any hash
function h with

(M[?

W

giwen an oracle OEESA with £ = [logl/2 q—‘ + [loglog q], there exists a probabilis-
tic polynomial time algorithm to recover the signer’s DSA; secret key a, from
o (logl/2 q) signatures (r(k), s;(k,p)) with k € [0,q — 1] and u € M selected

independently and uniformly at random. The probability of success is at least
1 — 2—(logq)'/*loglogq_

For an integer ¢ we define the oracle ONf which, for any given DSA signa-
ture (r(k, pn),v(k,p)), k € Fy, p € M, returns the £ least significant bits of k.
Combining the inequality (@), Lemma 4] and Lemma[8] we obtain:

Theorem 2. For any element g € F,, of multiplicative order ¢ < p*=¢, any fized
v > 0 and any function H with

2 3—v

U< 7|M‘p§
given an oracle (’)éVR with £ = {logl/2 q—‘ + [loglogq], there exists a proba-
bilistic polynomial time algorithm to recover the signer’s NR secret key «, from
0 (logl/2 q) signatures (r(k, p),v(k, p)) with k € [0,q — 1] and p € M selected

independently and uniformly at random. The probability of success is at least
1 — 2—(logq)'/?loglogq

As noticed previously, it is reasonable to expect that W is close to |[M|?/q
so that the corresponding condition of Theorem [I]is almost always satisfied.
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Furthermore, for the function H in the NR signature, in the most interesting
case we have U = | M| thus the corresponding inequality of Theorem [2 takes
the form |[M| > p3¢=3%7. In particular, if the message set M is “dense” (that
is, of order p) then Theorem B applies for ¢ > p?/3t7. On the other hand, in
almost all practical applications ¢ is much smaller than this bound and it would
be very interesting to extend Theorem [2 to smaller values of ¢q. We remark that
studying the NR scheme has turned out to be harder than studying the classical
DSA scheme in [I5] and its modifications DSA;, ¢ = 1,...,5, in this paper.
The reason is that for the NR scheme the multiplier |r(k, )] . 1s not a product
of two distinct quantities taken modulo ¢ (although r(k, u) is such a product
taken modulo p this property is lost after reducing modulo ¢). Accordingly the
technique of estimation of double exponential sums which is used in [T5] and in
this paper for DSA;, i = 1,...,5 cannot be applied to the studying r(k, u).

Similar results can be obtained for other modifications of the DSA which are
outlined in [T2TRITY].

3.2 Experimental Results

We experimented the attack with the NTL library [22]. The running time is less
than half an hour for a number of signatures d less than a hundred, on a 500 MHz
DEC Alpha. We used a 160-bit prime ¢, and a 512-bit prime ¢. For each choice of
parameters size, we ran the attack several times on newly generated parameters
(including the prime g and the multipliers of the DSA-HNP).

The results are exactly the same as those obtained in [I5]. The proof of
Lemma, [] relies on the ability to approximate the closest vector problem in a
lattice. Due to the well-known experimental fact that lattice reduction algorithms
behave better than theoretically expected, it is in practice possible to obtain
much better bounds than those of Lemma M In [I5], it is shown that £ = 2

/2 q is sufficient for the attack to work, if ideal lattice

instead of roughly ¢ ~ log'
reduction is assumed.

Using Schnorr’s improved lattice reduction [2I] to solve the closest vector
problem in a lattice, we were always able to solve the DSA-like problems with
¢ =3 and d = 100 (on more than 50 trials).

We always failed with / = 2 and d = 150, perhaps because current lattice
basis reduction algorithms are more suited to the Euclidean norm than the
infinity norm.

Finally, as in [I5] we remark that one of the possible ways to obtain several
most significant bits of the nonce k is to use timing or power attacks and se-
lect signatures corresponding to small values of k, thus to values whose most
significant bits are zeros.
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Abstract. We describe a dimension reduction method for convolution
modular lattices. Its effectiveness and implications for parallel and dis-
tributed computing are analyzed.

Keywords: Lattice reduction, cryptography, convolution modular
lattice.

Introduction

The theory of lattices provides a tempting source of hard problems for crypto-
graphy, because the linearity of lattice operations offers speed advantages over
cryptosystems based on other known hard problems. Two proposed cryptosys-
tems based on (approximate) shortest and closest vector problems are GGH [4]
and NTRU [6]. Unfortunately (for cryptographers), current lattice reduction
methods such as LLL and its variants [TTT2IT3/T8T9] are quite effective at find-
ing short vectors in lattices of moderate dimension. This renders the GGH cryp-
tosystem impractical [I7], since its public keys consist of a full basis for the
lattice, so the key size is proportional to the square of the lattice dimension.

The NTRU public key cryptosystem [6] and the related NSS signature scheme
[718] overcome this difficulty by using a class of lattices in which an entire ba-
sis can be specified by a single vector. These convolution modular lattices are
defined using convolution products and reduction modulo ¢, and the resulting
cryptosystems have key size that is proportional to n log g for a lattice of dimen-
sion n.

Convolution modular lattices have a cyclic structure that makes them nice
to use in cryptography, but that same structure is a potential liability, since it
offers an additional avenue for solving the underlying hard lattice problem. In
this note we explore a method, originally proposed by the first author [T4T5],
that exploits the cyclic structure in order to decrease the dimension of the un-
derlying lattice. Since the solution time is roughly proportional to the dimension
of the lattice, this offers the possibility of significant savings; and indeed in low
dimensions, the method is fairly effective. However, in higher dimensions such

J.H. Silverman (Ed.): CaL.C 2001, LNCS 2146, pp. 110-{TZ5] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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as those used in commercial implementations of NTRU [9], the speedup does
not significantly affect basic security estimates. We also find that although the
dimension reduction method can be parallelized, the effect is not linear in the
number of processors.

1 Convolution Products and Convolution Modular
Lattices

The convolution product of two vectors
u = [ug,us,...,uy_1] € ZV and v = [vo,v1,...,un_1] €ZN

is the vector w = [wg, w1, ..., wy—1] = u* v whose kP coordinate is given by
the formula

W = UV, + UIVg—1 + -+ + ULVY + Ug4+1VUN—-1 + - + UN—1Vk+1

= E Uiy .

i+j=k (mod N)

Convolution product makes the lattice Z" into a ring. In a similar manner, if
we start with vectors whose coordinates are in the finite field IF;, then convolution
product makes the vector space Fé\f into a ring, and reduction modulo ¢ gives
a natural ring homomorphism ZV — Fé\f . In this note we will study certain
sublattices of Z" that are defined by convolution congruences.

Remark 1. An alternative description of the convolution ring Z" is the poly-
nomial quotient ring Z[X]/(X™ — 1). Under this isomorphism, the vector v is
identified with the polynomial vo+v1 X +v2 X2+ - -+oy_1 XV 1. We will mainly
use the vector description, but it is sometimes useful to deal with polynomials,
especially when discussing the mod ¢ multiplicative inverse of a vector.

Let ¢ > 1 be an integer, which we will call the modulus, and let ¢ € Z~
be a fixed vector. The collection of pairs of vectors [u,v] € Z2V satisfying the
congruence

cxu=v (mod q) (1)

forms a lattice in Z2~. We denote this lattice by L(c,q) and call it the Convo-
lution Modular Lattice (CML) associated to ¢ and g. It is clear that L(c,q) is a
lattice of dimension 2N, since directly from () we see that L(c, q) is a subgroup
of Z2N and satisfies

qZ*N < L(c,q) c 72V,

Using the formula for the convolution product, the lattice L(c,q) may be
described very explicitly as the lattice spanned by the rows of the following
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matrix:
1 0 “e O Co Cl " CN—1
0 1 -+ 0 |eno1co-+ CN—2
_ _ 0 0 1 C1 C2 Co
L = L(c,q) = RowSpan 000 7 0 0
0 0---0 0 ¢ 0
0 0---0 0 O q

Remark 2. The N-by-N upper righthand block of the matrix for L(c,q) is the
circulant matrix of the sequence [cg, 1, ..., cy—1]. For this reason an alternative
name for L(c, ¢) might be Circulant Modular Lattice.

Remark 3. In typical cryptographic applications such as NTRU and NSS [617/8],
convolution modular lattices are constructed to contain a particular short vec-
tor [a,b]. For example, a and b might be chosen from the set of binary (or
trinary) vectors with a specified number of ones (and negative ones). The corre-
sponding CML is given by the solutions [u, v] to the congruence

bxu=axv (mod q).
Equivalently, it is the lattice L(c, ¢) with
c=alxb (mod q).

The public information is the generating vector c¢, and the secret information
used as a trapdoor is the short vector [a, b].

2 The Shortest Vector Problem and the Closest Vector
Problem in Convolution Modular Lattices

Two classical and much-studied problems in the theory of lattices are the short-
est vector problem (SVP) and the closest vector problem (CVP). These are,
respectively, the problem of finding a shortest nonzero vector in L and the prob-
lem of finding a vector in L that is closest to a given target vector t not lying
in L. An overview of the theoretical study of these problems may be found
in [3]. The practical problem of solving SVP and CVP has also attracted con-
siderable attention. The LLL algorithm [I3] and its improvements and variants
(e.g., [1112I18]19]) provide a practical method for finding moderately short and
moderately close vectors, but the computation of shortest and closest vectors re-
mains very difficult from both a theoretical [I/I6] and a practical perspective [2].

The standard notation for the length of a shortest nonzero vector in a lattice
Lis

A =Ai(L) =min{[|v| : ve L, v#0}
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If t is any vector, we use a similar notation
AM(t) =M (t, L) =min {[[t —v||: v € L}

to denote the distance from t to a closest vector in L.

In terms of theoretical complexity theory, CVP may be a little harder to solve
than SVP (but see [5]). However, for most problems there appears to be very
little difference in practice. More precisely, if (L, t) is an n-dimensional CVP to
be solved, then one forms the (n + 1)-dimensional lattice

L' ={(v,0):v €L} + {k(t,c): k€ Z} Cc R"*".

For an appropriately chosen value of ¢, a shortest nonzero vector in L’ will often
have the form (u,c), and then it is likely that the vector t — u (which is in L)
will be a closest vector to t. See, e.g., [AI7] for further details.

Ezample 1. Typical convolution modular lattices used in cryptography will con-
tain short (probably shortest) vectors w = [u,v] that are binary or trinary of
known form. For ease of exposition, we will consider the case of binary vectors,
the trinary case being similar. For example, if we let

By (d) = {binary vectors with d ones and N — d zeros},

then an adversary may know that L(c, ¢) contains a vector w = [u, v| satisfying
u,v € By(d). His objective is to find this vector (or one of its rotations, see
Section B)).

The most straightforward approach is to solve SVP. The vector w has length
|w|| = v/2d, so if w is a smallest vector than solving SVP will find w. However,
it will generally be easier to solve CVP with target vector

g (L dd d
- N,N,N’.”’N ’

since the distance from t to w satisfies

- wi= 222D <= w.

More generally, the two halves of the shortest vector may have unequal sizes,
say u € By(dy) and v € By(dz). In this case the lattice should be balanced
before formulating the appropriate CVP. For ease of exposition, we will restrict
attention in this note to the case that |[u|| = ||v||, but see Section [ for a brief
discussion of the balancing process.

Extensive experiments with convolution modular lattices using NTL’s imple-
mentation [10] of current lattice reduction methods have yielded the following
result.

Heuristic 1. Let £ = {(L,t)} be a collection of pairs consisting of a convolution
modular lattice L and a CVP target vector t, and suppose that the collection has
the following properties:
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1. The ratio N/q is (approximately) constant for the lattices in L.
2. The ratio \1(t)/\/q is (approzimately) constant for the lattices in L.

3. Ai(t) is significantly smaller than /Ngq/me, say by at least a factor of 2.

Then there are positive constants o and 3 so that the time required to solve the
CVP for every (L,t) in L is given by

log,(Time) ~ aN + (.

In other words, the time to solve CVP is exponential in the dimension of the
lattice.

Remark 4. The key conditions in Heuristic Mlare conditions (1) and (2) requiring
that N/q and Ai(t)/,/q be held approximately constant. Condition (3) is less
important, it simply says that the lattice contains a vector that is significantly
closer to t than would have been predicted by the Gaussian heuristic. More pre-
cisely, the Gaussian heuristic suggests that a (random) lattice L of dimension n
and discriminant D will generally have few vectors that are significantly closer
than the Gauss constant

v =~(L) = DY"\/n/2ne

to a given vector t. See [6] or [0l Annex A.3.5] for further details of this obser-
vation.

Remark 5. We can rephrase Heuristic [1] more intrinsically without direct ref-
erence to convolution modular lattices, although we do not know whether it
holds for more general lattices. The Gaussian heuristic says that in a “random”
lattice L, SVP and CVP have solutions of size approximately v(L). Then the
heuristic says that in a collection of (CML) lattices and target vectors satisfying

L) L. ~ oy 1)
dim(L) d u@®~e dim(L)’

the solution time is approximately exponential in the dimension of L.

Ezample 2. A series of experiments on convolution modular lattice CVP’s (with
67 < N < 82) satisfying

N 196  and M (t)
q Va

yielded a solution time

~ (0.896

log,o(Time) =~ 0.083N — 7.5,

where the time is measured in MIPS-years. (A MIPS-year is an approximate
amount of computation that a machine capable of performing one million arith-
metic instructions per second would perform in one year, about 3-10'3 arithmetic
instructions.) These values correspond to taking target binary vectors (as de-
scribed in Example[I]) in which each half of the target vector has approximately
0.287N ones and 0.713N zeros. Extrapolating to the higher value N = 251 gives
a search time of approximately 2.1 - 10'® MIPS-years for target vector halves
having 72 ones and 179 zeros.
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3 Rotation Invariance of Convolution Modular Lattices
For any vector u = [ug, u1,...,un—1], define the (right) rotation of u by

p(u) = [uN_l,ug,ul, e ,UN_Q].

(In terms of the polynomial ring Z[X]/(X®~ — 1) described in Remark [, right
rotation is simply multiplication by X.) Applying p several times gives a k-fold
rotation, which we denote by

u® = pF(0) = [UN—ky UN K415 UN——1]-

An easy computation using the definition of the convolution product shows that
p(u#v) =uxp(v), and repeated application of this rule gives

pP(uxv)=uxph(v) forall ke Z.

(Negative powers of p are defined as left rotations.)
Let L(c, q) be a CML. Applying p* to the defining congruence () for L(c, q)
yields
cxpf(u) = p(v) (mod g),

so we see that if [u,v] is in L(c,q), then every rotation [u®) v(*)] is also
in L(c, q).

Note that the rotations of a vector have the same length as the original
vector. In particular, the SVP for a CML will have up to N different solutions
corresponding to the N rotations of any one shortest vector. Similarly, if the
target vector t € R™ for a CML CVP is rotation invariant (i.e., has all of its
coordinates the same), then the CVP will have up to N different solutions, since
if w € L solves the CVP for t, then all of the rotations p*(w) € L will also solve
the CVP for t. See Example [[] for a typical situation where this occurs.

4 The Pattern Method for Convolution Modular Lattices

The convolution lattices typically used in cryptography [BU7I8] are constructed to
contain short binary (or trinary) vectors, which means in particular they tend to
contain short vectors in which many of the coordinates are equal to zero. More
precisely, they are constructed by choosing two short vectors a and b and taking
the lattice L defined by

bxu=axv (mod q).

(See Remark Bl The lattice L is the convolution modular lattice L(c,q) with
c=al%b (mod q).)

In this situation, the first author [I4J15] suggested looking for vectors [u, v]
in L such that the first r coordinates of u (or v) are all zero. The hope, of
course, is that the generating vector [a, b] € L has this property. If it does, then
this method helps to efficiently find it. More precisely, one multiplies the first r
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columns of the matrix for L by a large constant #, which has the effect of biasing
lattice reduction against nonzero coordinates in those columns.

It is further noted in [T4/T5H] that the method is more effective for convolu-
tion modular lattices than for general lattices because of the rotation invariance
inherent in a convolution modular lattice. Thus for a CML it is not necessary
that a (or b) have its first 7 coordinates zero, it suffices that the vector contains
a string of r consecutive zeros somewhere in its list of coordinates. This is be-
cause L(c,q) also contains all of the rotations [a(®), b(®)] of each of its vectors,
so if a (or b) contains a run of r consecutive zeros, then one of the rotations
of [a, b] will have the zero run in the correct position.

More generally, as noted by the authors and others, rather than choosing a
run of r consecutive zeros, one can choose a random pattern of r coordinates
and hope that L contains a short vector with the chosen pattern of zeros. And
just as before, since the CML is rotation invariant, it suffices that the generating
vectors have some rotation containing the preselected pattern of zeros. Even more
generally, one might choose a pattern consisting of both zero and nonzero entries.
We will call this the CML Pattern Method. For simplicity, we will concentrate
in this note on patterns of zeros, but see Remark [l for some brief comments on
the more general situation.

From a cryptographic viewpoint, it is clearly better to choose essentially
random patterns. Thus if L(c,q) = L(a~!* b, q) is being used for cryptography,
then the person who creates the lattice by choosing [a, b] can easily thwart any
particular pattern (e.g., long runs of zeros) by discarding a and b if they contain
the chosen pattern.

There is a second, less obvious, reason why it is disadvantageous for an at-
tacker to choose a pattern consisting of consecutive zeros. The attacker “wins”
if the pattern of coordinates that he chooses corresponds to zero coordinates in
any one of the shifts a*) of the unknown vector a. Now it may happen that there
are actually two different shifts a®*1) and a(*2) that win. This means that L(c, q)
contains two different target vectors. In practice having two target vectors does
not seem to help lattice reduction very much. (Indeed, underlying May’s original
idea is taking the lattice L(c, q), which has N shortest vectors, and breaking the
symmetry until there is only one shortest vector.) It turns out that multiple
winners are more likely to occur if the attacker chooses consecutive coordinates
than if he chooses random coordinates. Since the attacker’s goal is simply to
choose a single winning set of coordinates, he does best if most winners are only
single winners. Thus by choosing random coordinates, he will spread the winning
entries more widely.

We illustrate this last point with a small example. We take vectors of length
N = 13 containing d = 4 non-zero entries. There are 715 such vectors. We
consider various patterns and for each vector a we count how many times that
pattern appears in some cyclic rotation of the coordinates of a. For example, if we
take the pattern (1,2, 3,4), then we are counting how many times there are 4 con-
secutive zeros in a, while if we take (1, 3,5, 8), we are counting how many times
the vector a contains consecutive coordinates of the form 0#04#0#+#0. (Note
that the coordinates of a wrap, so for example the vector a = (0,1,0,1,1,1,0)
contains the pattern (1,2,4).) We write my, for the number of vectors in which
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the given pattern appears k times. In particular, mg is the number of vectors
which contain no copies of the pattern. Thus in terms of guessing patterns, it is
best to have mg as small as possible. Table Mgives the results of this experiment.

Table 1. Multiplicity of Patterns — (N, d) = (13,4).

Pattern mo | m1 | m2 | m3 | ma | ms
(1,2,3,4,5) 260 | 195 | 130 78 39 13
71,2,6,10,12) | 130 [ 209 [ 247 [ 39 | 0 | 0
1,2,4,7,11) | 117 | 338 | 208 | 52 | 0 | 0
(1,2,3,6,10) 117 | 338 | 208 52 0 0
(1,2,5,8,10) | 78 | 377 | 247 | 13 | 0 | 0
(1,3,5,8,9) 78 377 | 247 13 0 0

Thus for vectors of length 13 containing 4 nonzero entries, the probability
of containing the pattern (1,2, 3,4,5), that is, the probability of containing five
consecutive zeros, is (715 — 260)/715 = 64%. This is reasonably high, but notice
that the probability of containing the pattern (1,2,4,7,11) is 84%, while the
probability of containing the pattern (1,2, 5,8, 10} is 89%. It seems likely that the
pattern (1,2,...,7) always gives the lowest probability. It would be interesting
to try to prove this.

In conclusion, it appears to be in the attacker’s best interest either to choose
random coordinates or to do a further analysis and determine patterns which
have particularly high probability of being successful. However, the disadvan-
tage of choosing a particular pattern is that if the lattice creator knows which
pattern(s) the attacker will use, he can always ensure that the shortest vectors
in his lattices do not contain that pattern.

Remark 6. It appears that there are some patterns that discourage multiple
winners, just as a pattern of consecutive zeros appears to encourage multiple
winner. More precisely, it seems that there are some patterns J with the property
that if a®) does not contain J for some given k, then it is more likely that other
rotations will contain .J. It seems to be a difficult combinatorial problem to
even quantify this precisely, and from a practical perspective, using randomly
selected patterns appears to give reasonable performance. We formulate some
natural questions and conjectures which we believe are of interest.

— Conjecture. Among patterns of length r, the pattern J =
consecutive zeros gives the fewest distinct winners.

— Question. What is the average number of distinct winners as J runs over all
patterns of length r?

— Question. What pattern (or patterns) J gives the maximum number of dis-
tinct winners?

[1,2,...,7] of
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5 Balancing the Target in a Convolution Modular Lattice

Let L(c,q) be a CML that is constructed by setting ¢ = a=! * b (mod q) with
short vectors a and b as described in Remark Bl If a and b have different lengths,
it may be easier to find them by using a balanced CML.

Given c, ¢ and a real number A, the associated A-balanced CML is the lattice
generated by the rows of the following matrix:

)\ O... O co CL-* CN—1
O A . 0 CN—-1Co " CN—2
o 0 0 - A cip Cg -+ Co
L(c,q,A) = RowSpan 00 0 7 00
00---0 0 ¢g--- 0
00---0 0 0--- ¢

The real number A is called the balancing constant. 1t is selected to make lattice
reduction algorithms work more efficiently.

More precisely, lattice reduction works best if we minimize the ratio between
the length of the shortest vector and the length of the next shortest (indepen-
dent) vector. [For a CML, [u’,v’] is independent of [u,v] if it does not lie in
the subspace generated by [u,v] and all of its rotations.] The shortest vector
in L(c, g, \) is probably the vector [Aa, b], while the Gaussian heuristic predicts
that the next shortest independent vector has length approximately

dlmL(CvQ7)‘) . DiSC(L(C,q,A))l/dimL(c’q’)‘) — @

27e me

Thus we want to choose A to minimize the ratio

A?||all® + |[b*
Ng\/me

The optimal value is A = ||b]||/||al|. Note that this equalizes the lengths of the
two halves of the vector [Aa, b]. Further, the fundamental ratio that influences
the difficulty of lattice reduction is equal to

Length of shortest vector [ AallP+ bl [2melal|]b]| @)
Length of next independent vector - Ng\/me N Ngq '

Remark 7. In practice, one generally approximates the optimal value of A with
a rational number o/ &~ A satisfying ged(a, q) = ged(8,q) = 1. The balanced
CML for the balancing constant /3 is the set of solutions [u,v] € ZV to the
congruence

cxfu=av (mod q).
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6 Probability of CML Pattern Success

The CML Pattern Method will not work unless the lattice contains a vector
with the selected pattern. It is thus important to calculate the probability that
a random vector will contain a given pattern. For example, among all binary
vectors of dimension 251 containing 72 ones, what is the probability that a
randomly selected vector will contain a particular pattern of 17 zeros? As we
have seen in Section [ the exact probability will depend on the chosen pattern,
but by making a certain independence assumption we can obtain a reasonable
approximate formula. This estimate is given in the next result.

Theorem 1. Fix positive integers N, d,r and a set of indices J = {j1,j2, ..., jr}
with 0 < j1 < ja < -+ < jr < N. Let

By (d) = {binary vectors of dimension N with exactly d ones}

(a)

(N(;r) d—1 r
Prob (aj, = aj, =+ =a;, =0) = — :H 1- - ).

aeBN(d) (

(b)

d—1
Prob Gt = Qjatle = = ke = 0 ~1-— 1_H 1-— ! -
acBn(d) for some 0 <k <N Py N —1

(The indices on a = [ag, a1, ...,an—1] are taken modulo N.)

Proof. (a) In order to create a vector a, we choose d coordinates of a equal to 1,
and the others will be 0. There are (J:]’ ) ways to do this. If we specify a particular
set of r coordinates that are required to be 0, then there are only (N ;T) possible
choices for a. This proves the first formula for the probability of success, and the
second formula follows from a little bit of algebra.

(b) For any particular k, the probability of success is given by the formula
in (a). If we assume that the success probabilities for different values of k are
independent, then we can use the formula

Prob(success for some k) = 1 — Prob(failure for every k)

=1- H Prob(failure for k)
0<k<N

=1- H (1 — Prob(success for k)).
0<k<N

Substituting in the formulas from (a) completes the proof of (b), assuming that
the different k events are independent. (See Section H] for a discussion on the
extent to which the different values of k give independent events. The precise
amount of independence depends on the particular set of indices J.) a
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In order to test the accuracy, on average, of Theorem[I], we performed exper-
iments to compute the probability that an r-pattern wins in By (d). For each r
we fixed a random vector a € By(d) and choose 10,000 random patterns of
length 7. The results, given in Table 2] show an excellent match between theory
and experiment.

Table 2. Probability that an r-Pattern Wins in By (d).

(N,d) = (167, 30) r 1520 [ 25 | 30 [ 35 | 40 | 45
Prob-Theory|0.999[0.913 |0.533[0.204|0.063]0.017[0.004
Prob-Exp [1.000]0.918{0.534[0.209{0.059{0.0170.004

(N,d) = (251, 72) r 5 1015 ]2 [25]30] 35
Prob-Theory|1.000{1.000{0.734]0.189]0.031[0.005|0.001
Prob-Exp [1.000]1.000[0.7310.188]0.032[0.004]0.001

(N,d) = (347, 64) r 20 | 25 | 30 | 35 | 40 | 45 | 50
Prob-Theory|0.995(0.823[0.432{0.166]0.0560.017]0.005
Prob-Exp [0.995]0.834[0.426|0.167(0.059[0.017]0.005

Remark 8. As noted in Section[4], it may be advantageous to use patterns that
contain nonzero entries, as well as zero entries. For example, suppose that a is
a binary vector of dimension N with d ones and N — d zeros, and suppose that
an attacker guesses a pattern of length r. The numbers N, d, and r are fixed,
but we are free to specify r; ones and rq zeros, where 1 + 19 = r. There are two
issues to consider. First, it may be easier to guess a mixed pattern of ones and
zeros. Second, the length of the associated CVP may be smaller using a mixed
pattern. We briefly consider these two issues.

First consider the probability of guessing a correct pattern. If we take indices
J ={j1,--,Jrot for the zeros and other indices L = {¢1,...,¥¢,,} for the ones,
then the probability in Theorem [(a) becomes

(N—r)
aj, = aj, =--=aj, =0 and _&
st (2022 2 20) -

d

The attacker wants to maximize this probability. In order to maximize the prob-
ability of guessing correctly, he chooses a pattern of length r such that the
difference of the number of zeros and the number of ones in the remaining N —r
vector entries is minimal. Thus, the optimal choice is

r— (N —2d) r+ (N — 2d)

rHn=——>= and o =

2 B ®
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but there is also the obvious restriction that ro and r; must be nonnegative. In
particular, if d &~ N/2, then he should take r; ~ ro &~ /2. On the other hand,
if d and 7 are small, more precisely if 7 +2d < IV, then the best that the attacker
can do is choose r; = 0 and rg = r, i.e., he should choose a pattern consisting
entirely of zeros.

Next consider the CVP that arises after a pattern has been correctly guessed.
The fundamental length that appears in the associated CVP (see Example [1]) is

proportional to
\/(d — Tl)(N —d— 7“0)
N —r ’

so the attackers wants to choose ro and r1 (subject to 7o + 1 = r) to minimize
this quantity. But the choice made in (B]) maximizes this function. If the attacker
wants to make the CVP easiest, then he chooses a pattern of length r such
that the difference between the number of zeros and the number of ones in the
remaining N — r vector entries is maximal. For example, if he can guess all zeros
or all ones in his pattern, he obtains length zero in the associated CVP.

We will concentrate in this note on maximizing the probability of guessing
correct patterns. It is an open question how to choose an optimal pattern that
takes also the vector length in the associated CVP into account.

7 The Net Advantage of the CML Pattern Method

The effect of the CML Pattern Method is to reduce the dimension of the search
lattice. More precisely, a correct r-fold pattern has the effect of reducing the
effective dimension from 2N to 2N — 2r. This can be quite significant, since as
explained in Section 2] the search time is roughly exponential in N.

However, one does not know, a priori, that the given lattice has a vector
with the given pattern. So balanced against the gain from the reduction in
dimension is the loss from choosing a pattern that has no chance of working.
Thus the effective gain in efficiency is the probability of guessing a correct pattern
multiplied by the reduction in search time.

Proposition 1. Let £L = {(L,t)} be a collection of pairs consisting of a con-
volution modular lattice L and a CVP target vector t. Suppose that there are
constants a and 3 so that the time required to solve the CVP for each (L,t) € L
s given by

log,o(Time) =~ aN + 3.
Then the gain in applying the CML Pattern Method with a random set of indices
J = {j1,72,..,Jr) is approximately

( Time to solve CVP)
Gain — ( Probability that the lattice ) _\1un the original lattice

contains the pattern J of zeros ( Time to solve CVP m)

the J-eliminated lattice

~ 1-(1—E(1—Nti)>N 10°7 (4)
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The optimal value of r and approximate corresponding gain may be deter-
mined from the formula @) once an experimental value of « is determined.

Ezample 3. We use formula (@) to estimate the approximate gain in speed when
the CML Pattern Method is applied to a lattice of dimension N = 251 with
short vectors having d = 72. We use the value o = 0.083 from Example[2 The
results are given in Table Bl We see that the optimal choice of r = 15 gives a
speed gain of approximately 13.

Table 3. Speed Gain for (N, d,a) = (251,72,0.083).

r 1|2 3 4 5 6 7 8 9 |10
Gain|1.21]1.47|1.77 | 2.15|2.60 | 3.15 | 3.81 | 4.61 |5.58|6.76

ro |11 (12| 13 | 14 | 15 | 16 | 17 | 18 [ 19 | 20
Gain|8.16]9.71|11.22{12.36{12.90{12.79|12.14|11.12|9.92(8.66

8 Parallelization of the CML Pattern Method

The CML Pattern Method allows a partial parallelization of the CVP in con-
volution modular lattices. The basic idea is to have a large number of separate
processors each choose a possible pattern and attempt to solve CVP using that
pattern. The method is successful if any one machine guesses a pattern that
appears in the solution vector.

In a typical situation, one has a certain number of machines available and
one wants to choose a value for r (the pattern length) in order to minimize the
expected running time. An important observation is that for a fixed value of r,
the gain from adding more and more machines becomes less and less. This is
due to the fact that it does not help the running time if more than one machine
guesses a valid pattern.

We now quantify these remarks. Let

T'(r) = time to run if we guess a valid pattern of length r,

P(r) = probability of guessing a valid pattern of length r.

Using one machine, the running time is more-or-less T'(r)/P(r). Suppose we
instead use two machines. If P(r) is small, the running time is approximately
T(r)/2P(r), so we gain a factor of 2. But if P(r) is large, say 50%, then we save
much less (on average), because there is a good chance that both machines will
guess right the first time, which doesn’t help.

So suppose that we have K machines, each of which tries to guess a pattern
of length r. Then the formula for the expected running time is given by the
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following computation.
TotalTime(K, ) = (total expected %"‘t'mning time‘ using K machines)
and guessing patterns of length r
T(r)
probability that at least one machine guesses correctly
T(r)
1 — probability that all machines guess wrong
_ T(r)
C1-(1-P(r)E

Notice that if P(r) is small (compared to 1/K), then we obtain

TotalTime( K, r) ~ KL]ZET)’

which agrees with our intuition that using K machines gives a K-fold speedup.
And as K gets very large with r fixed, we find that

Klim TotalTime(K,r) = T(r),

which also makes sense, since if there are a huge number of machines, then at
least one of them will almost certainly guess a valid pattern the first time.

Hence given access to K machines, the optimal strategy is to choose r so as
the minimize the running time function

T(r)

TotalTime(K, ’I") = W

()
Letting rx denote this optimal value of r, we see that as a function of the
number of machines K, the expected running time is given by the function
TotalTime (K, k), a highly nonlinear function of K.

In order to analyze parallelization more deeply, we thus need to know the
functions T'(r) and P(r). The formula for P(r) is given in Theorem [(b). Further,
as noted in Section [ for certain classes of lattices it appears that the running
time is exponential in the dimension of the lattice. Since use of a pattern of
length r has the effect of reducing the dimension by 2r (equivalently, reducing
the value of N by r), it is reasonable to take T'(r) to have the form

T(r) = 10%N-"+58

for certain constants o and 3 that are independent of . However, we note that

this neglects the fact that the length of the associated CVP problem is also

reduced (see Remark [§]), so the following computation is only a rough estimate.
With this caveat, we consider the rough approximation

T 10N —7)+8
TotalTime(K,r) = () ~

1—(1—P(r)K 1—(1—ﬁ(1—N7’_i)>KN

=0
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and ask for the value 7k of r that minimizes this function of K, treating «, 3, d,
and N as constants. Then the gain obtained by using K processors is approxi-
mately

) TotalTime(1,ry)
Gain(K) = .
ain(K) TotalTime(K, k)
It seems quite difficult to obtain a closed form for this expression. We have
estimated it numerically for the parameters (N, d, «, 8) = (251,72,0.083, —7.5)
and list the results in Table @] (The value of 8 does not affect the gain.)

Table 4. Gain Using K Processors—(N, d, «, 5) = (251,72,0.083, —7.5).

| K | rx | Plrx) | K-P(rx) | TotalTime(rx) | Gain(K) |

1 15 0.734 0.73 1.6698 - 10™? 1.000
2 17 0.471 0.94 1.1607 - 10™? 1.439
3 18 0.357 1.07 9.4145 - 101 1.774
5 20 0.189 0.95 7.2489 - 10 2.303
10 21 0.135 1.35 5.0929 - 107 3.279
20 23 0.066 1.32 3.5717 - 10 4.675
50 26 0.021 1.07 2.2631 - 101 7.378
75 27 0.015 1.10 1.8491 - 101 9.030
100 27 0.015 1.46 1.6044 - 10! 10.408
150 28 0.010 1.49 1.3151 - 10! 12.697
200 29 0.007 1.35 1.1376 - 10! 14.678
300 30 0.005 1.37 9.3382 - 101 17.881

The numbers in Table Hlare puzzling at first, since as noted above, if P(r) is
small, then we expect the gain to be approximately K. However, this will only
be true if

1—(1-P()" ~ KP(r), (6)
so in particular P(r) must be considerably smaller than 1/K. But in Table[4], the
optimal choice of P(r) is approximately equal to 1/K, so the approximation ()
is not at all accurate.
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Abstract. We describe a simple technique that can be used to sub-
stantially reduce the key and ciphertext size of various lattice based
cryptosystems and trapdoor functions of the kind proposed by Goldre-
ich, Goldwasser and Halevi (GGH). The improvement is significant both
from the theoretical and practical point of view, reducing the size of both
key and ciphertext by a factor n equal to the dimension of the lattice
(i-e., several hundreds for typical values of the security parameter.) The
efficiency improvement is obtained without decreasing the security of the
functions: we formally prove that the new functions are at least as se-
cure as the original ones, and possibly even better as the adversary gets
less information in a strong information theoretical sense. The increased
efficiency of the new cryptosystems allows the use of bigger values for
the security parameter, making the functions secure against the best
cryptanalytic attacks, while keeping the size of the key even below the
smallest key size for which lattice cryptosystems were ever conjectured
to be hard to break.

Keywords: Lattices, trapdoor functions, public-key encryption.

1 Introduction

Recent results on the complexity of lattices [I] have drawn considerable attention
to lattice problems as potential candidates to design cryptographic primitives,
and encryption schemes in particular. The two most notable proposals are the
Ajtai-Dwork cryptosystem (AD, [2]) and the Goldreich-Goldwasser-Halevi cryp-
tosystem (GGH, [14]). Other lattice based cryptosystems designed along the
lines of [2J14] were subsequently proposed by Fischlin and Seifert [10] and Cai
and Cusick [6]. While the AD cryptosystem is mainly of theoretical interest, the
GGH cryptosystem was suggested as a practical alternative to number theory
based schemes currently in use (e.g., the RSA cryptosystem [2§]).

Two other related cryptosystems are McEliece’s [21] and NTRU [L7]. Nei-
ther of them is a lattice based cryptosystem in the strict meaning of the term,
as they use ideas from other areas of mathematics (polynomial ring and finite
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field arithmetic respectively). However, the security of NTRU is related to the
hardness of certain lattice problems (see Section [7 for further discussion), and it
definitely deserves a mention as the most practical of the above proposals, yield-
ing keys of size O(nlogn) instead of the £2(n?) key size of McEliece, GGH and
related schemes. (In fact, we’'ll see that GGH keys can be as big as O(n3logn).)
McEliece’s scheme is based on the hardness of coding theoretic problems, rather
than lattices, but it bears much resemblance to the GGH cryptosystem, and we
will further discuss this scheme in Section [[] after introducing our new lattice
based trapdoor function.

As is the case for RSA, no proof of security for the GGH cryptosystem
(or any of the aforementioned schemes with the only exception of Ajtai and
Dwork’s theoretical proposal) is currently known, and its conjectured security
is based on the empirical evidence that certain lattice problems are hard. In
the attempt of stimulating further cryptanalytic efforts against their system and
determining appropriate key size, the authors of GGH published five numerical
challenges [I3] corresponding to increasing values of the security parameter n =
200, 250, 300, 350, 400, resulting in public key sizes ranging from 330 KB to over
2MB. Despite the big key size even for the smallest dimension (330KB), this
cryptosystem was still competitive with number theoretic cryptosystems because
the encryption time is essentially linear in the size of the key, while modular
exponentiation typically requires O(n?) operations.

At the time the GGH cryptosystem was presented at Crypto’97, challenges
in dimension n = 150 were known to be breakable [31] using lattice reduction
techniques. Still these techniques did not seem to apply to lattices in higher di-
mension n > 200. At Crypto’99 Nguyen [24] showed how to exploit a weakness
specific to the way the GGH challenges were chosen and break the first four of
the five GGH challenges. As the only unbroken challenge had key size over 2 MB,
the practical value of the GGH cryptosystem (and variants) seemed quite ques-
tionable and [24] concluded that “unless major improvements are found, lattice-
based cryptography cannot provide a serious alternative to existing public-key
encryption algorithms.” In this paper we present one such improvement.

Although quite simple, the techniques described in this paper can be used to
significantly reduce the key size of GGH-like cryptosystems (e.g., those presented
in [I410]). In particular, we show how to build lattice based trapdoor functions
with public keys of size below 330 KB, and still secure against the best known
lattice attacks. The improvement gets even better as the dimension of the lattice
grows: our techniques can be used to asymptotically reduce the key size from
O(n?logn) to O(n?logn). The improvement in the encryption time is analogous,
being roughly proportional to the size of the public key, and the size of the
ciphertext is also significantly reduced going from O(n?logn) to O(nlogn).

Surprisingly, we can achieve these efficiency improvements without decreas-
ing the security of the scheme: any attack to the new scheme can be provably
transformed into an (at least) equally effective attack against the original GGH
(and variant) schemes. The increased efficiency allows one to use greater values
of the security parameter than considered in [I4] and [24], while maintaining



128 Daniele Micciancio

the scheme reasonably practical. In particular, our techniques give encryption
schemes that resist the best known lattice attacks and still have public keys
even smaller than the weakest of the GGH challenges, bringing the feasibility of
lattice based cryptography back into discussion.

The rest of the paper is organized as follows. In Section2lwe recall some basic
definitions and properties of lattices. In Section Blwe describe the original GGH
scheme and discuss its weaknesses. In Section l] we define a new cryptographic
function that significantly improves the GGH scheme both in terms of security
and efficiency. The new scheme is analyzed in Section Bl To be precise, the
GGH scheme, as well as the new one we are proposing in this paper, should
be considered as trapdoor functions instead of ready-to-use encryption schemes.
The reason is explained in Section B where we also discuss how to transform
these functions into encryption schemes. In Section 6 we also describe some
cryptanalytic experiments that we performed to validate our theoretical results.
The McEliece and NTRU cryptosystems are discussed in Section [l Section
concludes with final remarks and open problems.

2 Preliminaries

Let B = {b1,...,bn} be a set of n linearly independent vectors in R™. The
lattice generated by B is the set £(B) = {>, x;b; | x; € Z} of all integer linear
combinations of the vectors in B. The set B is called basis and it is usually
identified with the matrix B = [by,...,b,] € R™*" having the vectors b; as
columns. In matrix notation £(B) = {Bx | © € Z"}. The lattice L(B) is
full rank if n = m, i.e. if B spans the entire vector space R™ over the reals.
For simplicity, in the rest of this paper we will consider only full rank lattices.
Moreover, for computational purposes, we will assume the basis vectors b; € Z™
have integer entries. Then, a basis is just a non-singular integer matrix B €
Z'I’LXTL'

The basis of a lattice is not unique. A particularly convenient basis for some
applications is the Hermite Normal Form (HNF). A basis B is in HNF if it is
upper triangular, all elements on the diagonal are strictly positive, and any other
element b; ; satisfies 0 < b; ; < b;;. It is easy to see that every integer lattice
L(B) has a unique basis in Hermite Normal Form, denoted HNF(B). Moreover,
given any basis B for the lattice, HNF(B) can be efficiently computed (see [23]
for a recent algorithm and a survey of previous results). Notice that HNF(B)
does not depend on the particular basis B with started from, and it is uniquely
defined by the lattice £(B) generated by B.

For every basis B, the orthogonalized basis B* = [b},..., b

*] is defined by
the usual Gram-Schmidt orthogonalization process:

s\ 05
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Notice that B* is a basis for the vector space R™, but is not in general a lattice
basis for £(B). If B is in HNF, then B* is simply the diagonal matrix with
b1,1,...,bn,n on the diagonal. The determinant of a lattice £L(B) is the absolute
value of the determinant of the matrix B. The determinant is a lattice invariant,
i.e. it does not depend on the particular choice of the basis B. If B is in HNF,
then the determinant det(B) is just the product of the elements on the diagonal
[T, bi,i- An important property of integer lattices is that if two vectors v and
w are congruent modulo det(B) (i.e. det(B) divides v; — w; for all i), then
v € L(B) if and only if w € L£(B). In other words, the lattice repeats identically
if translated by multiples of det(L) along the direction of any of the main axes.
The distance between two vectors v and w is defined by

dist(v,w) = v —wl| = Y (v; —w;)? .

i
The distance function is extended to sets of vectors as usual
diSt(Sl,Sg) = 1nf{||'u — ’LUH 1V E Sl,w € SQ} .

In particular the distance of a vector from a lattice is given by dist(v, L(B)) =
min{||v — w| : w € £(B)}. In the closest vector problem (CVP), one is given
a basis B and a target vector v (usually not in the lattice) and must find the
lattice vector in L(B) closest to v. CVP was proved NP-hard in [36], and it
remains hard even if the lattice basis can be arbitrarily preprocessed [22], or
one allows for approximate solutions with approximation factor 2ls’ " n [319]. To
date, the best polynomial time algorithm to approximate CVP achieves only a
worst case approximation factor which is almost exponential in the dimension
of the lattice [T9/4129)].

A closely related problem is the shortest vector problem (SVP): given a
lattice L = £(B), find the length A(L) of the shortest non-zero vector in £L(B).
By linearity, A(B) equals the minimum distance between any two lattice points
min{||v — w| : v,w € L(B),v # w}. It is easy to see that for any vector v (not
necessarily in the lattice) there exists at most one lattice point within distance
A/2 from v. One can easily show that the length of the shortest vector in a lattice
L = L(B) satisfies A\(L) > min, ||b}||. Moreover, given a vector v within distance
p = %mini |b¥|| from the lattice, the (unique) lattice vector within distance p
from v can be efficiently computed from B and v using Babai’s nearest plane
algorithm [4]. (See also [18].)

3 The GGH Encryption Scheme

The GGH encryption scheme [I4] works essentially as follows. The private and
public keys of the scheme are two bases B, R of the same lattice L = L(B) =
L(R). The private key R is an exceptionally good basis. In particular, R is chosen
in such a way that the quantity p = %min ||| is relatively large, so that all
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errors of length less than p can be efficiently corrected using R. However, given
the public basis this same task should be computationally hard. In particular,
3 min ||b}|| is much smaller than p.

The two bases are used to define a trapdoor function that takes as input
an integer vector & and an error vector r of length at most p, and returns the
vector ¢ = Bx + 7, i.e. the lattice vector with public coefficients & perturbed
by a small additive error r. Notice that Bx can be recovered from c using the
private basis R. Once Bz is recovered, one can easily compute & and r using
simple linear algebra, therefore inverting the function.

A message m is “encrypted” by first encoding m in the input (x,r), and then
applying the trapdoor function to («, 7). Two encoding method are considered
in [T4):

1. In the first method, the message m is encoded in the error vector r, and x
is chosen at random

2. In the second method, the message m is encoded in the coefficients x, and
7 is chosen at random.

For concreteness, in the rest of the paper we will assume the first encoding
method, but most of the techniques we describe can be easily adapted to the
second method as well.

In order to fully specify the trapdoor function the following questions must
be answered:

1. How is the private basis R chosen?

2. How is the public basis B obtained from R?
3. How is the random vector x chosen?

4. How is the error vector r chosen?

The authors of [14] sugges to take R = /n- I+ Q, where I is the identity
matrix, and Q is a random perturbation matrix with entries in {—4,...,+4}.
Then obtain the public basis B applying a sufficiently long sequence of random
elementary column operations to R. Then the message m is “encrypted” by
encoding it in an error vector r with entries r; = +3, and adding it to a lattice
vector Bx chosen at random from a sufficiently large region of space.

Notice that in order to avoid attacks based on exhaustive search, the sequence
of operations applied to R to obtain the public basis, and the region of space
from which the lattice vector Bx is chosen must be sufficiently large. Since the
lattice repeats identically if translated by det(L) along any of the main axes,
we can always assume that the entries of B and @ are reduced modulo det(L)
without decreasing the security of the scheme. We can use this observation to
estimate the proper size of the public key B and the ciphertext ¢ = Bx + r
as O(n? - 1g(det(L))) and O(n - lg(det(L))). The determinant det(L) can also
be estimated to be 29("187) applying Hadamard inequality to the private basis,

! These are the choices used to generate the challenges in [13] and considered in

cryptanalytic attacks [24]. In fact a broader range of possible choices is considered
in the paper [14].
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resulting in O(n? Ign) and O(n? Ig n) estimates for the key and ciphertext size. At
this point one can point out how the particular way questions 1-4 were answered
in [13] introduced some serious weakness in the system. In fact:

1. The only property of R required for the decryption algorithm to work is that
the orthogonalized vectors 7 are sufficiently long. Choosing them to be close
to the main axes y/n-e; seems a quite peculiar restriction that might make the
scheme much weaker. Other work in the design of lattice based encryption
schemes [35l10] suggests that rotations might play a fundamental role in
making these schemes secure.

2. The size of the GGH challenges published at [13] are about an order of
magnitude smaller than what we estimated to be the proper size. This sug-
gests that the public key of the GGH challenges had not been “randomized”
enough, making them particularly easy to break.

3. The same arguments apply to the choice of the lattice vector Ba.

4. Choosing error vectors whose entries have all the same absolute value also
introduces serious weaknesses, as shown in [24].

Now it shouldn’t be a surprise that the numerical challenges in [13] have been
broken, but it should also be clear that known attacks say very little about
the general methodology used by the GGH cryptosystem. In particular, Nguyen
attack [24] relies, in an essential way, on the property that all the entries in
the error vector have the same absolute value and is based on the following
observation: if all entries of r have absolute value o, then ¢ + s = Bz (mod 20),
where s is the vector [o,...,0]T. This allows to find  modulo 20 and reduce
the problem of finding a lattice vector within distance ||7|| from ¢ to the problem
of finding a lattice vector within smaller distance ||r||/(20) from (¢ — B(x mod
20))/(20). (In the GGH challenges ¢ = 3, reducing the length of the error by
a factor 6.) As already noted in [24], removing the restriction that all entries
in the error vector have the same modulus, immediately fixes the problem, and
the main question is whether the security parameter in the GGH scheme can be
made sufficiently large to achieve security, and maintaining the scheme practical
at the same time.

4 An Optimal GGH-Like Trapdoor Function

We first describe a general scheme to define GGH-like trapdoor functions, of
which GGH is a special case. Then we show how to instantiate the scheme in an
essentially optimal way, defining a specific trapdoor function that is both more
secure and efficient than any other function from the scheme. In particular, the
new trapdoor function is considerably more efficient than the original GGH.

Fix a probability distribution on the set of private bases R and let p be a
correction radius such that using R one can correct any error of length less than
p. (e.g. p = % min; ||r}]|.) We define a family of functions fs . parametrized by
two algorithms  and  as follows.
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1. Let 8 be a (possibly randomized) function that on input a matrix R outputs
another basis B for the same lattice that will be used as a public key.

2. v is a (possibly randomized) function that on input the public basis B and
an error vector r, outputs the coefficients x of a lattice point Bx to be added
to the error vector.

3. Let f3 . be the (possibly randomized) function with domain the set of vectors
shorter than p defined as follows:

fan(r) = Bz 47
where B = B(R) and « = (B, r).

Notice that if the input  has length less then p, then the basis R can be used
to find the lattice point Ba closest to fg,(r) and recover r.

Therefore, for any fixed 8 and ~, the probability distribution on R defines
a family of trapdoor functions fg . with public key (B, p) and trapdoor infor-
mation R. The GGH trapdoor function can be defined as a special case of this
scheme when G(R) applies a sequence of elementary random operations to R,
and v(B,r) outputs an integer vector x chosen at random from a sufficiently
large region of space.

We are now ready to define different 8 and +, that greatly increase both
the security and the efficiency of the scheme. The idea is to replace the random
choice of the public basis B and vector  with deterministic choices that can be
formally proved to be optimal from the security point of view. In the following
subsections we first give some definitions that will be useful in the sequel, then
show how to compute the public basis, and finally define the new trapdoor
function.

4.1 Reducing Vectors Modulo a Basis

Every lattice L = L£(B) induces an equivalence relation over Z" defined as
follows: v =p w if and only if v —w € L. It is easy to see that for every
point v € Z", there exists a unique point w in the orthogonalized parallelepiped
P(B*) = {3, xibf | 0 < x; < 1} such that w =g v. Vector w can be easily
computed from v and B as follows. For all ¢ = n,...,1 (in decreasing order),

let a; = (gf{ﬁ?) the component of v along b} and subtract |«]b; from v. Let w

the final result. Since w and v differ only by integer multiples of basis vectors,
we have w =y, v. Moreover, it is easy to check that % € [0,1) for all ¢, and
therefore w € P(B*). The unique element of P(B*) congruent to v modulo L
is denoted v mod B. Notice that although the equivalence relation v =, w does
not depend on the particular choice of the basis B for the lattice L = £(B), the
definition of the reduced vector (v mod B) is basis dependent.

Pictorially, we can think the vector space R™ as partitioned into paral-
lelepipeds {P(B*) + z | z € L(B)}. Then, the reduced vector v mod B is
the relative position of v in the parallelepiped P(B*) + z it belongs to. Notice
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that if v is an integer vector, then also v mod B is an integer vector. Therefore
the function & — (x mod B) defines a function from Z" to P(B*) N Z".

If B is in Hermite Normal Form, then w = v mod B is an integer vec-
tor satisfying 0 < w; < b;;. In particular w can be represented using roughly
S 1gbi; = lg(det(L)) bits. This representation is essentially optimal because
=, induces exactly det(L) congruence classes on Z".

4.2 Choosing the Public Basis

Let’s consider the choice of the public basis. The private basis R we start from
is an exceptionally good basis that allows to solve the closest vector problem in
the lattice L(R) and consequently decrypt messages. We would like to transform
it into another basis for the same lattice L that gives the least possible amount
of information about R. Instead of computing B by applying a complex random
transformation to R, we set the public key of the new cryptosystem to be the
Hermite Normal Form B = HNF(R) of R. Since the HNF(R) depends solely
on the lattice L(R) generated by R (and not on the the particular basis R we
used to compute it), the new public key gives no information about the private
key R, other then the lattice L it generates. More formally, one can prove that
any information about R that can be efficiently computed from B = HNF(R)
can also be efficiently computed starting from any other (possibly random) basis
B’. This is because if B’ and R generate the same lattice L = £L(B’) = L(R)
then B = HNF(B’) = HNF(R) and B can be efficiently computed from B’.

4.3 Adding a “Random” Lattice Point

Let’s now look at how to simulate the addition of a “random” lattice vector
Bx to the error vector r. Ideally, we would like Bx to be a uniformly chosen
vector from L. Unfortunately this is neither a computationally feasible nor a
mathematically well defined operation. However, we notice that we can achieve
exactly the same result by mapping the error vector r to its equivalence class [r],
modulo =p. An efficient way to do this is to use the reduced vector r mod B as
a representative for this class. So, instead of adding to r a random lattice point
Bz, we reduce r modulo the public basis B to obtain the ciphertext ¢ € P(B*).
The new trapdoor function is then defined as follows:

f(r)=rmod B

where B = HNF(R) is the Hermite Normal Form of the trapdoor information R.
The triangular form of B also makes the trapdoor function (i.e., the reduction
modulo B) extremely simple. Given r, the reduced vector » mod B can be easily
determined as follow. Compute the integer vector x one coordinate at a time
(starting from x,,) using the formula

Vz‘ = Djsi bi,jij
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The output of the trapdoor function is ¢ = r — Bx = r mod B. The reader can
easily check that for every i, 0 < ¢; < b; ;, i.e., the result is the unique point in
the parallelepiped P(B*) = {w | 0 < w; < b;;} which is congruent to » modulo
L(B).

4.4 The New Trapdoor Function

We now put all pieces together and define the new trapdoor function. Let R
be a private basis chosen in such a way that p = 1 min; ||r}|| is relatively big
(see Fig.[1). The public basis B is the Hermite Normal Form of R (see Fig. ).
One can see that the public basis B and the corresponding orthogonalized par-
allelepiped P(B*) are very skewed. The public basis B defines a function with
domain the set of vectors of length at most p (the shaded circle in Fig.[2). The
result of applying the function to vector r is the point (r mod B) in the par-
allelepiped P(B*) congruent to  modulo the lattice. Notice that even if we
always start from a vector 7 close to the origin, the result of performing the re-
duction operation is a point of P(B*) possibly closest to some other lattice point
(see black regions in Fig. 2 and the corresponding closest lattice points). Notice
that recovering the input vector r from f(r) involves finding the lattice point
closest to f(7), which is conjectured to be infeasible using only the public basis
B. However the lattice vector closest to 7 mod B can be computed using the
private basis R as discussed in Section 2l because dist(f(r), L) = dist(r, L) < p.
Fig. Bl shows the orthogonalized parallelepipeds P(R*) centered at every lattice
point. Notice that the lattice point closest to f(r) (i.e., any point of the black
regions in the picture) is just the center of the parallelepiped P(R*) containing
f(r), which can be found using the private basis R.
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Fig. 1. A good lattice basis and the corresponding correction radius.
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Fig. 2. HNF basis and corresponding orthogonalized parallelepiped.

Fig. 3. Correcting small errors using the private basis.

5 Analysis

In this section we discuss the security and performance of the new scheme.

5.1 Security

We want to prove that the new trapdoor function f(r) is at least as secure as
the original GGH function. We actually prove that f(r) is at least as secure as
any GGH-like function f3 ., as defined in the previous section.

Theorem 1. For any (efficiently computable) functions 3,7, and for any (effi-
cient) algorithm that on input f(r) finds some partial information about v with
non-trivial probability, there exists an efficient algorithm that on input fg ()
finds the same partial information with the same success probability.
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Proof. The proof is a simple reduction argument. Assume A is an algorithm that
breaks f. We show how to attack fz ., using A as a subroutine. We are given
public basis B = ((R) and a ciphertext ¢ = B -+ 4 r. The task is to find
(some partial information about) 7. We first compute B’ = HNF(B) and ¢’ =
c mod B’. Notice that B’ = HNF(R) and ¢’ = (B~ + r) mod B’ = r mod B’.
Therefore B’ and ¢’ have the right distribution for algorithm A. Running A
on B’ and ¢’ we will recover (the partial information about) » with the same
success probability as A. a

5.2 Space Efficiency

We now analyze the size of the keys and the ciphertext of the new encryption
algorithm. We assume that the private key satisfies |r; ;| < poly(n). Therefore
the size of the private key can be bounded by O(n?lgn). Using the Hadamard
inequality we can also bound the size of the determinant by O(nlgn), and using
the bounds proved in Section Bl we get that also the public basis is O(n?lgn)
and the ciphertext has size O(nlgn).

Estimates of the key and ciphertext sizes for the GGH and the modified
scheme are shown in Fig. [Il. The estimates are based on the GGH challenges
published at [13]. Notice that the size of the GGH challenges is much smaller
than it should have been to assure adequate randomization. This discrepancy
might be explained noticing the the authors of GGH applied the LLL reduction
algorithm to the public basis to somehow reduce their size. Nevertheless, the
new scheme results in keys and ciphertexts more than an order of magnitude
smaller than GGH. We remark that the sizes relative to the modified scheme
are only upper bounds obtained using the Hadamard inequality to estimate the
determinant of the lattice, and the actual sizes of the keys and ciphertexts of the
modified cryptosystem can be even smaller than shown in the table. On the other
hand, public-key and ciphertext size might be bigger than the estimate shown
in the table if the secret key is generated differently than the GGH challenges.

Table 1. Comparison of the key and ciphertext sizes in the GGH scheme and
the modified scheme. All sizes are in kilobytes (KB).

Basis Size Ciphertext
dimension| GGH|New scheme|GGH |[New scheme
200 330 32 2 0.16
250 620 50 3 0.20
300 990 75 4 0.25
350 1630 100 5 0.30
400 2370 140 6 0.35
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5.3 Running Time

The experiments described in the next section have been performed using a
highly unoptimized prototype implementation, so we do not have meaningful
experimental data on the running time of the new lattice scheme. However a few
remarks regarding the running time are due.

Encryption time for GGH-like schemes is roughly proportional to the size
of the public key. So, if the original GGH cryptosystem was competitive with
RSA (see [14]), we should expect the new scheme to outperform RSA in terms
of encryption speed because of the reduced key size.

Key Generation was one of the major problems in GGH, requiring the appli-
cation of LLL on a high dimensional matrix with very large entries. Here, key
generation essentially consists of a Hermite Normal Form computation, a much
simpler task than lattice reduction. Moreover, recent progress on the design of
HNF algorithms [23] might lead to efficient key generation procedures.

The most critical part of lattice based encryption schemes at this point is
probably decryption. In this paper, and in our experiments we have used Babai’s
nearest plane algorithm [4], as we believe this is a quite natural choice. Al-
though polynomial time, this algorithm is very slow compared to the linear time
encryption procedure, and decrypting lattices in dimension 400 (using the pri-
vate basis) can take several minutes with a straightforward implementation. In
fact, [14] suggested to use the simpler (but less accurate) rounding off algorithm
(also from [4]) instead of nearest plane. It should be noted that the nearest plane
algorithm can be made considerably faster if the orthogonalized basis needed by
the nearest plane algorithm is precomputed and stored as part of the secret key.
Of course, this would increase the size of the secret key, but a relatively poor ap-
proximation of the orthogonalized basis should be enough to achieve reasonable
correction radius. Decryption methods based on probabilistic rounding proce-
dures as described in [18] are also an interesting alternative to be explored, and
much work is still to be done. However, since the decryption procedure is strongly
related to the choice of the secret basis, it is probably not worth focusing on the
optimization of the decryption algorithm until we get more confidence on what’s
a good way to generate the private basis for the lattice. (See Section [ for further
discussion about the choice of the private key.)

6 Discussion and Experiments

We defined a trapdoor function f that is at least as hard to break as the GGH
“encryption” scheme. Notice that although the original GGH function was a
randomized one, the new function is deterministic. Since any semantically se-
cure encryption scheme must be probabilistic [T6], the new function f cannot be
a secure encryption scheme in the sense of [16]. It is now clear that also GGH
(which is less secure than our new function) cannot be a semantically secure
encryption scheme, although it is randomized. The situation is similar to other
popular “encryption” functions, like RSA: also RSA is a deterministic function,
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and therefore cannot be a semantically secure encryption scheme if directly ap-
plied to the message. In fact, encrypting with RSA usually involves padding the
message with some random bits, or applying some other randomized procedure.

In fact, standard techniques can be used to turn trapdoor functions into
semantically secure encryption schemes. In the seminal paper [16] Goldwasser
and Micali showed that if h is a hard-core predicate for a trapdoor function f,
then E(b,r) = (f(r), h(r)®b) is a semantically secure encryption function for one
bit messages b € {0,1}. Hard-core predicates from any one-way (or trapdoor)
function can be easily constructed following [37/T5], giving a first theoretical
construction of a semantically secure cryptosystem. The construction is easily
generalized to hard-core functions. Namely, if & is a hard-core function for f,
then E(m,r) = (f(r), h(r) @ m) is a semantically secure encryption scheme for
messages of length equal to the output size of h. Practical instantiations of this
scheme can be obtained in the random oracle model [5], simply observing that
random oracles are hard-core functions for any one-way function. See [5] also
for simple constructions (still in the random oracle model) achieving security
against chosen ciphertext attacks [27]. The constructions in [5] have also been
recently extended in [26]TTI12] to allow for probabilistic trapdoor functions, but
these extensions are not required because our trapdoor function is deterministic.

A problem that needs further investigation is how to choose the private basis
R. In the GGH cryptosystem R was chosen as the sum of a multiple of the
identity matrix y/nI plus a perturbation matrix @ with small entries ¢; ; €
{—4,...,4+4}. Tt is not clear why one should prefer this probability distribution
to other distributions, and in fact we think that disclosing the approximate
direction of the vectors b; might actually weaken the system. At this point of
our research, we believe it is better to leave the set of matrices from which R is
chosen as big as possible. A possible way to choose R i to choose each entry at
random in the interval {—n, ..., n}. It turns out that random matrices are pretty
good on average [8] and running the LLL algorithm [19] on them rapidly yields
matrices R with relatively large correction radius p = min; ||r}|| = O(n). On the
other hand, if one applies the LLL basis reduction algorithm to the public basis
B = HNF(R), although this time LLL takes a much longer time to terminate,
the correction radius obtained is much smaller even in relatively low dimension.
In Fig. @ we show some preliminary experimental results obtained running the
LLL algorithm on random matrices, and their Hermite normal forms. We observe
that random matrices give a correction radius approximately equal to n/2, while
running the LLL algorithm on the Hermite Normal Forms of the same matrices
results in a correction radius that approaches zero as the dimension of the lattice
grows.

These preliminary data clearly show that applying the HNF algorithm re-
duces the effectiveness of lattice reduction. Still, the plot in Fig. Bl is not clear
evidence of the increased security of the scheme for various reasons: first of all
better result can be achieved using more sophisticated basis reduction algorithms

2 Similar distributions on R were already considered in [14], thought not used in the
construction of the challenges [13].
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Fig. 4. Correction radius obtained applying the LLL algorithm to random ma-
trices and their Hermite Normal Forms.

(e.g., [29/30)32]) than LLL. Moreover, the correction radius is only a worst case
measure of the quality of a basis. It is still possible that the HNF basis allows
to recover from most small errors.

To support our claim that the modified scheme is secure against the strongest
lattice attacks we performed the following experiment. We generated a private
basis R in dimension 400 x 400 by choosing each entry at random in the interval
{—400,...,4+400}. After running the fast LLL reduction algorithm, the correc-
tion radius of the random matrix was p = 340. The public basis B = HNF(R)
had size 260 KB. Notice that although the size of B is even smaller than the
first GGH challenge (which was about 330 KB), our theoretical analysis suggests
that the new function should still be secure because the underlying lattice has
much higher dimension.

We then generated random error messages r choosing each entry at random
in the interval {—28, ..., +28} and computed the ciphertexts ¢ = r mod B. The
size of ¢ was around 800B. The error vector had length 320 (i.e. less than the
correction radius) and could be correctly recovered from ¢ using R. We then
tried to recover r using the public basis B.

Following [24], we first applied a strong basis reduction algorithm (Block
Korkine-Zolotarev reduction [29] with block size 20, as implemented in Victor
Shoup’s Number Theory Library [33]) to the public basis B to obtain a reduced
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basis G. The computation took over 10 days on a 700 MHz Pentium III worksta-
tion. Still the correction radius was only 6.77. Finally, we applied the “embedding
technique” (see [24]) to recover r from ¢ and G using the Block KZ reduction
algorithm with block size 60 and pruning factor 14 [32]. The clear-text could
not be recovered, and even after several days of computation the best lattice
vector found by the attack was 500,000 away from the target, over three orders
of magnitude worse than the optimal solution ||| = 320.

Previous cryptanalytic results [24] warn to be cautious about the security of
the cryptosystem, and dimension n = 400 should be considered only borderline
secure. In fact we suggest the dimension should be at least n > 500, but only
after careful cryptanalysis the minimum dimension for which the system is secure
in practice can be determined.

7 Other Cryptosystems

In this section we discuss the McEliece and NTRU cryptosystems, and compare
them to the general scheme presented in this paper.

7.1 Comparison with the McEliece Cryptosystem

In 1978, McEliece [2I] suggested a “cryptosystem” based on the hardness of
coding problems that in retrospect is very similar to the GGH cryptosystem.
The proposal is to use as a secret key the generating matrix G of a Goppa code,
together with a random permutation matrix P and a random invertible matrix
S (over GF(2)). The public key is given by the product G’ = PGS. Then the
trapdoor function is defined by f(x,r) = G’z + r (all arithmetic performed
over GF(2)), where x is a random binary vector, and r is chosen at random
among the binary vectors with small Hamming weight. Let ¢ = G’z + r be
the output of the trapdoor function. Using the secret key, we can first compute
the permuted target P~'c = GS + P~ 'r. Then we can correct from the small
error P~1r using the decoding algorithm for Goppa codes, retrieving codeword
G(Sz). Finally, we can compute « from Sz solving a system of linear equations
over GF(2). Notice that this is essentially the same of the GGH cryptosystem
with the message m encoded in the coefficients of the lattice vector. A variant
of McEliece cryptosystem roughly corresponding to encoding the message in the
error vector has also been proposed [25] and the two are known to be equivalent
[20]. Interestingly, essentially the same techniques presented in this paper for
lattices, can also be used for codes (e.g., they can be applied to [2T,25] and many
of their variants). Here instead of the Hermite normal form, we use systematic
form for the public code G”. If [I|H]" is the systematic generating matrix, then
the trapdoor function is given by f(x,y) = y — H” x, where & and y have total
weight less than the correction radius of the code. However, the advantage of
this transformation for codes is not as good as in the lattice case, giving only a
constant (typically a factor 2) improvement over the original McEliece scheme.
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A detailed comparison of lattice and coding based cryptosystems is beyond
the scope of this paper. However, an apparent advantage of coding based schemes
is a potentially smaller public key: since the matrix defining the code has {0, 1}
entries, the size of the public key is only O(n?), as opposed to O(n?logn). Of
course, this kind of comparisons is not necessarily meaningful if we first do not
achieve a better understanding of the relation between the hardness of lattice and
coding problems. For example, if decoding binary linear codes in dimension n is
easier than breaking lattices in the same dimension, then for a fair comparison
of the two schemes one should use different values of the security parameter. In
fact, the original McEliece scheme [21] was already proposing codes with block-
length n = 1024, and recent cryptanalytic work [7] shows that even this large
dimension might be insufficient. Interestingly, the nearest codeword problem for
binary (or ternary) codes can be efficiently reduced to the closest vector problem
over the integers: in order to find the codeword C'x closest to y, look for a lattice
vector in [C|21] closest to y. This suggests that lattice problems might be harder
than coding problems, at least for the binary case. For larger alphabets, the
relation between codes and lattices is less clear. However, if large alphabets are
used, then the public key size for code based cryptosystems would increase.
For example, if Reed-Solomon codes were used, then the alphabet size would
be n, giving keys of total size O(n?logn), matching the asymptotic key size of
lattice based cryptosystems. (Here Reed-Solomon codes are just an hypothetical
example, as these codes are known not to be secure [34].) We hope that our work
will stimulate further investigations on the relation between lattice and coding
problems.

7.2 The NTRU Cryptosystem

NTRU is a cryptosystem based on polynomial ring arithmetic proposed by Hoff-
stein, Pipher and Silverman in [17]. The system works essentially as follows. Let
n,p, ¢ be system parameters where n is a security parameter (say n = 200), p is
a small prime (say, p = 3) and ¢ is a relatively large prime (typically ¢ = £2(n)).
The secret key is a pair of degree n — 1 polynomials a(X),b(X) € Z[X] with
small coefficients, such that a(X) is invertible modulo (X™ — 1,pq). The public
key is given by ¢(X) = p-g(X)/f(X) mod (X™ — 1, q). The encryption function
takes as input two polynomials m(X),r(X) € Z[X]/(X" — 1) with small coeffi-
cients (the first interpreted as a message, and the second as a randomizer), and
outputs ¢(X) - r(X) + m(X) mod (X™ — 1, q). (For the decription procedure, as
well as a more detailed description of the system, see the original article [17].) As
for the GGH and the McEliece cryptosystem, NTRU does not provide semantic
security, so it is better described as a deterministic trapdoor function, instead
of a full fledged probabilistic cryptosystem. Interestingly, this function can be
formulated in terms of lattices as follows. Consider the lattice generated by the

2n X 2n matrix
c-IIC
0|1
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where C' is the n X n matrix whose rows are given by all cyclic permutations
of the coefficients [co, ¢1, ..., ¢p—1] of polynomial ¢(X) = Y"1 X' ie., C,j =
C(j—i mod n)- Notice that this public basis is in Hermite normal form. Moreover,
it is easy to see that the output ¢(X)r(X) + m(X) of the trapdoor function is
exactly the result of reducing vector [m,_1,...,mg, —Tn_1,...,—70]T modulo
the public lattice basis. So, when viewed as a lattice based trapdoor function,
NTRU has the same high level structure of the functions described in this paper:
the public key is an HNF' lattice basis, and the function is computed reducing
small “error” vector modulo the public basis. What sets NTRU apart from all
other lattice based functions is the use of a class of lattices with special structure:
convolutional modular lattices. While the security offered by this class of lattices
is still largely to be investigated, the performance advantage is clear: as the HNF
basis can be represented by only n (logn)-bit numbers, the public key is much
smaller than those obtained using general lattices which require (n?logn) bits.

8 Conclusion

We presented a new trapdoor function based on the hardness of lattice prob-
lems. The trapdoor function can be transformed into a full fledged encryption
algorithm using standard techniques [165]. The new function can be formally
proved to be at least as secure as any other function from a general scheme to
design lattice based trapdoor functions that includes the GGH trapdoor func-
tion [14] and the tensor based trapdoor function [10] as special cases. Moreover,
the new function substantially improves previous proposals from the efficiency
point of view: for the same level of security the new function reduces both the
time and space requirements by a factor O(n). The improved efficiency allows
to use bigger values of the security parameter while maintaining the scheme
reasonably practical. One last advantage of the new scheme is simplicity. While
previous schemes computed the public key and function values using a substan-
tial amount of randomness, in the new function these operations are substituted
by simple deterministic procedures. This is important both from the theoretical
and practical point of view, because it makes the algorithms easier to implement
and also easier to analyze.

At this point the main question about lattice based cryptography is how to
choose the private key, i.e., finding families of easily decodable lattices for which
decoding becomes infeasible when the lattice is presented in Hermite normal
form. We believe that in order to be really competitive with RSA, key sizes
even smaller than those achieved in this paper would be desirable. However, the
public key size cannot be further reduced unless one considers classes of lattices
with special structure. (A simple counting argument shows that the number of
lattices in a certain dimension is exponential in the bit-size representation of their
Hermite normal forms, so the HNF representation is essentially optimal if one
considers arbitrary lattices.) The search for easily decodable lattices for which
decoding is hard when the lattice is presented in Hermite normal form becomes
particularly interesting if one could find special classes of hard lattices that have
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small HNF representation. We observed that one such family of lattices is given
by the NTRU trapdoor function. Again, the main question is security. Are the
convolutional modular lattices used by NTRU really hard to decode? We hope
that our work will stimulate further research on the computational complexity
of decoding this and other classes of lattices.
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Abstract. Lattices are regular arrangements of points in n-dimensional
space, whose study appeared in the 19th century in both number the-
ory and crystallography. Since the appearance of the celebrated Lenstra-
Lenstra-Lovasz lattice basis reduction algorithm twenty years ago, lat-
tices have had surprising applications in cryptology. Until recently, the
applications of lattices to cryptology were only negative, as lattices were
used to break various cryptographic schemes. Paradoxically, several pos-
itive cryptographic applications of lattices have emerged in the past five
years: there now exist public-key cryptosystems based on the hardness of
lattice problems, and lattices play a crucial réle in a few security proofs.
We survey the main examples of the two faces of lattices in cryptology.

1 Introduction

Lattices are discrete subgroups of R™. A lattice has infinitely many Z-bases,
but some are more useful than others. The goal of lattice reduction is to find
interesting lattice bases, such as bases consisting of reasonably short and al-
most orthogonal vectors. From the mathematical point of view, the history of
lattice reduction goes back to the reduction theory of quadratic forms devel-
oped by Lagrange [86], Gauss [55], Hermite [68], Korkine and Zolotarev [8283],
among others, and to Minkowski’s geometry of numbers [103]. With the advent
of algorithmic number theory, the subject had a revival in 1981 with Lenstra’s
celebrated work on integer programming (see [89)90]), which was, among others,
based on a novel lattice reduction technique (which can be found in the prelimi-
nary version [89] of [A0]). Lenstra’s reduction technique was only polynomial-time
for fixed dimension, which was however enough in [89]. That inspired Lovdsz to
develop a polynomial-time variant of the algorithm, which computes a so-called
reduced basis of a lattice. The algorithm reached a final form in the seminal
paper [88] where Lenstra, Lenstra and Lovdsz applied it to factor rational poly-
nomials in polynomial time (back then, a famous problem), from which the name
LLL comes. Further refinements of the LLL algorithm were later proposed, no-
tably by Schnorr [12T122].

Those algorithms have proved invaluable in many areas of mathematics and
computer science (see [QT7RIT32J6436/84] ). In particular, their relevance to cryp-
tology was immediately understood, and they were used to break schemes based
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on the knapsack problem (see [119J29]), which were early alternatives to the
RSA cryptosystem [120]. The success of reduction algorithms at breaking vari-
ous cryptographic schemes over the past twenty years (see [75]) have arguably
established lattice reduction techniques as the most popular tool in public-key
cryptanalysis. As a matter of fact, applications of lattices to cryptology have
been mainly negative. Interestingly, it was noticed in many cryptanalytic ex-
periments that LLL, as well as other lattice reduction algorithms, behave much
more nicely than what was expected from the worst-case proved bounds. This
led to a common belief among cryptographers, that lattice reduction is an easy
problem, at least in practice.

That belief has recently been challenged by some exciting progress on the
complexity of lattice problems, which originated in large part in two seminal
papers written by Ajtai in 1996 and in 1997 respectively. Prior to 1996, little
was known on the complexity of lattice problems. In his 1996 paper [3], Ajtai
discovered a fascinating connection between the worst-case complexity and the
average-case complexity of some well-known lattice problems. Such a connection
is not known to hold for any other problem in NP believed to be outside P.
In his 1997 paper [4], building on previous work by Adleman [2], Ajtai further
proved the NP-hardness (under randomized reductions) of the most famous lat-
tice problem, the shortest vector problem (SVP). The NP-hardness of SVP has
been a long standing open problem. Ajtai’s breakthroughs initiated a series of
new results on the complexity of lattice problems, which are nicely surveyed by
Cai [30031].

Those complexity results opened the door to positive applications in cryp-
tology. Indeed, several cryptographic schemes based on the hardness of lattice
problems were proposed shortly after Ajtai’s discoveries (see [BI61/69/32[9950]).
Some have been broken, while others seem to resist state-of-the-art attacks, for
now. Those schemes attracted interest for at least two reasons: on the one hand,
there are very few public-key cryptosystems based on problems different from
integer factorization or the discrete logarithm problem, and on the other hand,
some of those schemes offered encryption/decryption rates asymptotically higher
than classical schemes. Besides, one of those schemes, by Ajtai and Dwork [5],
enjoyed a surprising security proof based on worst-case (instead of average-case)
hardness assumptions.

Independently of those developments, there has been renewed cryptographic
interest in lattice reduction, following a beautiful work by Coppersmith [38] in
1996. Coppersmith showed, by means of lattice reduction, how to solve rigor-
ously certain problems, apparently non-linear, related to the question of finding
small roots of low-degree polynomial equations. In particular, this has led to
surprising attacks on the RSA [120)] cryptosystem in special settings such as low
public or private exponent, but curiously, also to new security proofs [128[I§].
Coppersmith’s results differ from “traditional” applications of lattice reduction
in cryptanalysis, where the underlying problem is already linear, and the attack
often heuristic by requiring (at least) that current lattice reduction algorithms
behave ideally, as opposed to what is theoretically guaranteed. The use of lat-
tice reduction techniques to solve polynomial equations goes back to the eight-
ies [66J133]. The first result of that kind, the broadcast attack on low-exponent
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RSA due to Hastad [66], can be viewed as a weaker version of Coppersmith’s
theorem on univariate modular polynomial equations.

A shorter version of this survey previously appeared in [I18]. The rest of the
paper is organized as follows. In Section 2l we give basic definitions and results
on lattices and their algorithmic problems. In Section[3, we survey an old appli-
cation of lattice reduction in cryptology: finding small solutions of multivariate
linear equations, which includes the well-known subset sum or knapsack problem
as a special case. In Section ] we review a related problem: the hidden number
problem. In Section Bl we discuss lattice-based cryptography, somehow a revival
for knapsack-based cryptography. In Section ] we discuss developments on the
problem of finding small roots of polynomial equations, inspired by Copper-
smith’s discoveries in 1996. In Section [, we survey the surprising links between
lattice reduction, the RSA cryptosystem, and integer factorization.

2 Lattice Problems

2.1 Definitions

Recall that a lattice is a discrete (additive) subgroup of R™. In particular, any
subgroup of Z" is a lattice, and such lattices are called integer lattices. An
equivalent definition is that a lattice consists of all integral linear combinations
of a set of linearly independent vectors, that is,

d
=1

where the b;’s are linearly independent over R. Such a set of vectors b;’s is
called a lattice basis. All the bases have the same number dim(L) of elements,
called the dimension (or rank) of the lattice since it matches the dimension of
the vector subspace span(L) spanned by L.

There are infinitely many lattice bases when dim(L) > 2. Any two bases
are related to each other by some unimodular matrix (integral matrix of deter-
minant £1), and therefore all the bases share the same Gramian determinant
deti<i,j<a(bi, bj). The volume vol(L) (or determinant) of the lattice is by defi-
nition the square root of that Gramian determinant, thus corresponding to the
d-dimensional volume of the parallelepiped spanned by the b;’s. In the impor-
tant case of full-dimensional lattices where dim(L) = n, the volume is equal
to the absolute value of the determinant of any lattice basis (hence the name
determinant). If the lattice is further an integer lattice, then the volume is also
equal to the index [Z" : L] of L in Z™.

Since a lattice is discrete, it has a shortest non-zero vector: the Euclidean
norm of such a vector is called the lattice first minimum, denoted by A;(L) or
|IL||. Of course, one can use other norms as well: we will use ||L||s to denote
the first minimum for the infinity norm. More generally, for all 1 < i < dim(L),
Minkowski’s i-th minimum X;(L) is defined as the minimum of max;<;<; ||v;]|
over all ¢ linearly independent lattice vectors vi,...,v; € L. There always ex-
ist linearly independent lattice vectors vq,..., vy reaching the minima, that is
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lvil]| = \i(L). However, surprisingly, as soon as dim(L) > 4, such vectors do not
necessarily form a lattice basis, and when dim(L) > 5, there may not even exist
a lattice basis reaching the minima. This is one of the reasons why there exist
several notions of basis reduction in high dimension, without any “optimal” one.
It will be convenient to define the lattice gap as the ratio Ao(L)/A\1(L) between
the first two minima.

Minkowski’s Convex Body Theorem guarantees the existence of short vec-
tors in lattices: a careful application shows that any d-dimensional lattice L
satisfies ||L||so < vol(L)Y?, which is obviously the best possible bound. It fol-
lows that ||L|| < v/dvol(L)*/?, which is not optimal, but shows that the value
A1 (L)/vol(L)Y/? is bounded when L runs over all d-dimensional lattices. The
supremum of A1 (L)2/vol(L)?/? is denoted by 74, and called Hermite’s constan(]
of dimension d, because Hermite was the first to establish its existence in the lan-
guage of quadratic forms. The exact value of Hermite’s constant is only known
for d < 8. The best asymptotic bounds known for Hermite’s constant are the
following ones (see [102, Chapter II] for the lower bound, and [37, Chapter 9] for
the upper bound):

d n log(md)

2me 2me

1.744
o(1) <vg < r4dd

(1+ o(1)).

2me

Minkowski proved more generally:

Theorem 1 (Minkowski). For all d-dimensional lattices L and all r < d:

H Ai(L) < \/%VOI(L)T/d.
i=1

A general principle, dating back to Gauss, estimates the number of lattice points
(in a full-rank lattice) in nice sets of R™ by the volume of the set divided by the
volume of the lattice, with a small error term. This approach can be proved to
be rigorous in certain settings, such as when the lattice dimension is fixed and
the set is the ball centered at the origin with radius growing to infinity. Thus,
one often heuristically approximates the successive minima of a d-dimensional

lattice L by 1/%V01(L)1/d. This is of course only an intuitive estimate, which

e

may be far away from the truth.
For any lattice L of R™, one defines the dual lattice (also called polar lattice)
of L as:

L* ={x espan(L):Vy € L, (x,y) € Z}.

If (by,...,bg) is a basis of L, then the dual family (b},...,b}) is a basis of
L* (the dual family is the unique linearly independent family of span(L) such
that (b}, b;) is equal to 1 if ¢ = j, and to 0 otherwise). Thus, (L*)* = L and
vol(L)vol(L*) = 1. The so-called transference theorems relate the successive

2/d

! For historical reasons, Hermite’s constant refers to max Ay (L)% /vol(L)?/? and not to

max A (L) /vol (L)<,
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minima of a lattice and its dual lattice. The first transference theorem follows
from the definition of Hermite’s constant:

A(L)M (L") < va.
A more difficult transference theorem (see [J]) ensures that for all 1 <r < d:
Ar(D)Ag—r41(L7) < d.

Both these transference bounds are optimal up to a constant. More information
on lattice theory can be found in numerous textbooks, such as [65T3T/92].

2.2 Algorithmic Problems

In the rest of this section, we assume implicitly that lattices are rational lattices
(lattices in Q™), and d will denote the lattice dimension.

The most famous lattice problem is the shortest vector problem (SVP): given
a basis of a lattice L, find u € L such that ||u|| = || L] (recall that || L|| = A\ (L)).
SVP, will denote the analogue for the infinity norm. One defines approximate
short vector problems by asking a non-zero u € L with norm bounded by some
approximation factor: |Jul| < f(d)||L]||.

The closest vector problem (CVP), also called the nearest lattice point prob-
lem, is a non-homogeneous version of the shortest vector problem: given a basis
of a lattice L and a vector v € R™ (it does not matter whether v € span(L)), find
a lattice vector minimizing the distance to v. Again, one defines approximate
closest vector problems by asking u € L such that for all w € L, |[lu —v| <
F(@d)fw vl

Another problem is the smallest basis problem (SBP), which has many vari-
ants depending on the exact meaning of “smallest”. The variant currently in
vogue (see [3lT4]) is the following: find a lattice basis minimizing the maximum
of the lengths of its elements. A more geometric variant asks instead to minimize
the product of the lengths (see [64]), since the product is always larger than the
lattice volume, with equality if and only if the basis is orthogonal.

2.3 Complexity Results

We refer to Cai [30131] for an up-to-date survey of complexity results. Ajtai [4]
recently proved that SVP is NP-hard under randomized reductions. Miccian-
cio [98/97] simplified and improved the result by showing that approximating
SVP to within a factor < v/2 is also NP-hard under randomized reductions. The
NP-hardness of SVP under deterministic (Karp) reductions remains an open
problem.

CVP seems to be a more difficult problem. Goldreich et al. [62] recently
noticed that CVP cannot be easier than SVP: given an oracle that approximates
CVP to within a factor f(d), one can approximate SVP in polynomial time to
within the same factor f(d). Reciprocally, Kannan proved in [(8, Section 7] that
any algorithm approximating SVP to within a non-decreasing function f(d) can
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be used to approximate CVP to within d*2f(d)?. CVP was shown to be NP-
hard as early as in 1981 [49] (for a much simpler “one-line” proof using the
knapsack problem, see [I00]). Approximating CVP to within a quasi-polynomial
factor 21°6' " is NP-hard [7/45).

However, NP-hardness results for SVP and CVP have limits. Goldreich and
Goldwasser [58] showed that approximating SVP or CVP to within /d/logd is
not NP-hard, unless the polynomial-time hierarchy collapses.

Interestingly, SVP and CVP problems seem to be more difficult with the
infinity norm. It was shown that SVP, and CVP are NP-hard in 1981 [49].
In fact, approximating SVP,,/CVPs to within an almost-polynomial factor
d'/1eglogd jg NP-hard [44]. On the other hand, Goldreich and Goldwasser [58]
showed that approximating SVP.,/CVP. to within d/logd is not NP-hard,
unless the polynomial-time hierarchy collapses.

We will not discuss Ajtai’s worst-case/average-case equivalence [333], which
refers to special versions of SVP and SBP (see [BOI31/I4]) such as SVP when the
lattice gap Aa/A; is at least polynomial in the dimension.

2.4 Algorithmic Results

The main algorithmic results are surveyed in [91/78132/64]36/84/30/109]. No
polynomial-time algorithm is known for approximating either SVP, CVP or
SBP to within a polynomial factor in the dimension d. In fact, the existence
of such algorithms is an important open problem. The best polynomial-time al-
gorithms achieve only slightly subexponential factors, and are based on the LLL
algorithm [88], which can approximate SVP and SBP. However, it should be
emphasized that these algorithms typically perform much better than is theo-
retically guaranteed, on instances of practical interest. Given as input any basis
of a lattice L, LLL provably outputs in polynomial time a basis (bi,...,bg)
satisfying:

d
by || < 20D 4v0l(L)H4, ||by|| < 204=D/2x;(L) and ] IIbsll < 2(2)/2yo)(L).

i=1

Thus, LLL can approximate SVP to within 2(¢=1)/2, Schnori? [121] improved
the bound to 20(d(eglogd)*/logd) and Ajtai et al. [6] recently further improved it
to 20(dloglogd/logd) in) yandomized polynomial time thanks to a new randomized
algorithm to find the shortest vector. In fact, Schnorr defined an LLL-based
family of algorithms [I21] (named BKZ for blockwise Korkine-Zolotarev) whose
performances depend on a parameter called the blocksize. These algorithms use
some kind of exhaustive search super-exponential in the blocksize. So far, the best
reduction algorithms in practice are variants [I124]125] of those BKZ-algorithms,

2 Schnorr’s result is usually cited in the literature as an approximation algorithm to
within (14¢)™ for any constant ¢ > 0. However, Goldreich and Hastad noticed about
two years ago that one can choose some € = o(1) and still have polynomial running
time, for instance using the blocksize k = logd/loglogd in [121].
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which apply a heuristic to reduce exhaustive search. But little is known on the
average-case (and even worst-case) complexity of reduction algorithms.

Babai’s nearest plane algorithm [§] uses LLL to approximate CVP to within
24/2_in polynomial time (see also [80]). Using Schnorr’s algorithm [121], this
can be improved to 20(d(loglog d)*/logd) ip polynomial time, and even further
to 20(dloglogd/logd) in rapndomized polynomial time using [6], due to Kannan’s
link between CVP and SVP (see previous section). In practice however, the best
strategy seems to be the embedding method (see [6IJI08]), which uses the previous
algorithms for SVP and a simple heuristic reduction from CVP to SVP. Namely,
given a lattice basis (by,...,by) and a vector v € R”, the embedding method
builds the (d+1)-dimensional lattice (in R"*!) spanned by the row vectors (b;, 0)
and (v, 1). Depending on the lattice, one should choose a coefficient different
than 1 in (v, 1). It is hoped that a shortest vector of that lattice is of the form
(v —u, 1) where u is a closest vector (in the original lattice) to v, whenever the
distance to the lattice is smaller than the lattice first minimum. This heuristic
may fail (see for instance [97] for some simple counterexamples), but it can also
sometimes be proved, notably in the case of lattices arising from low-density
knapsacks.

For exact SVP, the best algorithm known (in theory) is the recent ran-
domized 2°(@-time algorithm by Ajtai et al. [6], which improved Kannan’s
super-exponential algorithm [77l[79] (see also [67]). For exact CVP, the best algo-
rithm remains Kannan’s super-exponential algorithm [77[79], with running time
20(dlogd) (see also [67] for an improved constant).

3 Finding Small Roots of Multivariate Linear Equations

One of the early and most natural applications of lattice reduction in cryptology
was to find small roots of multivariate linear equations, where the equations are
either integer equations or modular equations.

3.1 Knapsacks

Cryptology and lattices share a long history with the knapsack (also called sub-
set sum) problem, a well-known NP-hard problem considered by Karp, and a
particular case of multivariate linear equation: given a set {aj,as,...,a,} of
positive integers and a sum s = Z?:l x;a;, where z; € {0,1}, recover the z;’s.
In 1978, Merkle and Hellman [96] invented one of the first public-key cryp-
tosystems, by converting some easy knapsacks into what they believed were
hard knapsacks. It was basically the unique alternative to RSA until 1982,
when Shamir [I26] proposed a (heuristic) attack against the simplest version
of the Merkle-Hellman scheme. Shamir used Lenstra’s integer programming al-
gorithm [89J90] but, the same year, Adleman [1] showed how to use LLL instead,
making experiments much easier. Brickell [27]28] later extended the attacks to
the more general “iterated” Merkle-Hellman scheme, and showed that Merkle-
Hellman was insecure for all realistic parameters. The cryptanalysis of Merkle-
Hellman schemes was the first application of lattice reduction in cryptology.
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Despite the failure of Merkle-Hellman cryptosystems, researchers continued
to search for knapsack cryptosystems because such systems are very easy to
implement and can attain very high encryption/decryption rates. But basically,
all knapsack cryptosystems have been broken (for a survey, see [119]), either
by specific (often lattice-based) attacks or by the low-density attacks. The last
significant candidate to survive was the Chor-Rivest cryptosystem [35], broken
by Vaudenay [135] in 1997 with algebraic (not lattice) methods.

3.2 Low-Density Attacks on Knapsacks

We only describe the basic link between lattices and knapsacks. Note that Ajtai’s
original proof [] for the NP-hardness (under randomized reductions) of SVP
used a connection between the subset sum problem and SVP.

Solving the knapsack problem amounts to find a 0, 1-solution of an inho-
mogeneous linear equation, which can be viewed as a closest vector problem in
a natural way, by considering the corresponding homogeneous linear equation,
together with an arbitrary solution of the inhomogeneous equation. Indeed, let
s = Y., wa; be a knapsack instance. One can compute in polynomial time
integers y1,...,y, such that s = > y;a;, using for instance an extended
ged algorithm. Then the vector (y1 — #1,...,Yyn — @n) belongs to the (n — 1)-
dimensional lattice L formed by all the solutions of the homogeneous equation,
that is the vectors (z1,...,2,) € Z" such that:

zia1 + -+ Zpap = 0.

And this lattice vector is fairly close to the vector (y1,...,yn), since the distance
is roughly y/n/2. But because z; € {0, 1}, the lattice vector is even closer to the
vector y = (y1 —1/2,...,yn — 1/2) for which the distance is exactly \/n/4. In
fact, it is easy to see that x = (y1 — 1,...,yn — Tp) is a closest vector to y in
the lattice L, and that any lattice vector whose distance to y is exactly y/n/4 is
necessarily of the form (y; —2, ..., y,—2}) where s = >"7 | z}a; and 2} € {0,1}.
This gives a deterministic polynomial-time reduction from the knapsack problem
to CVP (this reduction appeared in [100] with a slightly different lattice).

One can derive from this reduction a provable method to solve the knapsack
problem in polynomial time with high probability when the knapsack density
defined as d = n/ maxi<;<n log, a; is low (see [85/561J54]). Indeed, if ||x — y|| =
\/n/4 is strictly less than 2= (»=1/2=1||L||, then by applying Babai’s nearest
plane CVP approximation algorithm to L and y, one obtains z € L such that
|z—yl|l < 2"2||x—y| < ||L||/2, and thus ||z —x| < ||L|| where z—x € L, which
implies that z = x, disclosing the x;’s. It remains to estimate the first minimum
||IL||. With high probability, the a;’s are coprime, and then:

N 1/2
vol(L) = (Z a?) ~ 2™ /n.
i=1
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Thus, one expects || L| =~ 2”%/#. It follows that the method should work
whenever

\/E < g-(-n/2-1g1/a [
4 2me

that is, roughly d < 2/n. This volume argument can be made rigorous be-
cause the probability that a fixed non-zero vector belongs to L is less than 1/A
when the a;’s are chosen uniformly at random from [0, A]. One deduces that
most knapsacks of density roughly less than 2/n are solvable in polynomial time
(see [R5I511/54]).

One does not know how to provably solve the knapsack problem in polyno-
mial time when the density lies between 2/n and 1, which is typically the case
for cryptographic knapsacks (where the density should be less than 1, other-
wise heuristically, there would be several solutions, causing decryption troubles).
However, one can hope that the embedding method that heuristically reduces
CVP to SVP works, as while as the distance to the lattice (which is /n/4)
is smaller than the first minimum ||L||. By the previous reasoning, this should

happen when
n_ gy [
- 2me’

1
d< —
~ logy \/Te/2

This heuristic bound turns out to be not too far away from the truth. Indeed,
one can show that the target vector (x1 —1/2,...,z, —1/2,1) is with high prob-
ability (over the choice of the a;’s) the shortest vector in the embedding lattice,
when the density d < 0.9408... (see [41] who used a slightly different lattice,
but the proof carries through). This is done by enumerating all possible short
vectors, and using bounds on the number of integral points in high-dimensional
spheres [03]. The result improved the earlier bound of 0.6463... from Lagarias
and Odlyzko [85], which was essentially obtained by approximating the vector
(Y1,---,Yn) in the lattice L, instead of (y1 —1/2,...,y, — 1/2). This rigorous
bound of 0.6463 . .. matches the heuristic bound obtained by a volume argument
on the corresponding embedding lattice:

nocota [
2~ 2me’

To summarize, the subset sum problem can always be efficiently reduced to
CVP, and this reduction leads to an efficient probabilistic reduction to SVP in
low density, and to a polynomial-time solution in extremely low density. In the
light of recent results on the complexity of SVP, those reductions from knapsack
to SVP may seem useless. Indeed, the NP-hardness of SVP under randomized
reductions suggests that there is no polynomial-time algorithm that solves SVP.
However, it turns out that in practice, one can hope that standard lattice re-
duction algorithms behave like SVP-oracles, up to reasonably high dimensions.

that is,
~ 0.955...
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Experiments carried out in [85[124125] show the effectiveness of such an ap-
proach for solving low-density subset sums, up to n about the range of 100-200.
It does not prove nor disprove that one can solve, in theory or in practice, low-
density knapsacks with n over several hundreds. But it was sufficient to show
that knapsack cryptography was impractical: indeed, the keysize of knapsack
schemes grows in general at least quadratically with n, so that high values of n
(as required by lattice attacks) are not practical.

Thus, lattice methods to solve the subset sum problem are mainly heuris-
tic. And lattice attacks against knapsack cryptosystems are somehow even more
heuristic, because the reductions from knapsack to SVP assume a uniform dis-
tribution of the weights a;’s, which is in general not necessarily satisfied by
knapsacks arising from cryptosystems.

3.3 The Orthogonal Lattice

Recently, Nguyen and Stern proposed in [I13] a natural generalization of the
lattices arising from the knapsack problem. More precisely, they defined for any
integer lattice L in Z", the orthogonal lattice L as the set of integral vectors
orthogonal to L, that is, the set of x € Z™ such that the dot product (x,y) =0
for all y € L. Note that the lattice L+ has dimension n — dim(L), and can be
computed in polynomial time from L (see [36]). Interestingly, the links between
duality and orthogonality (see Martinet’s book [92] pages 34-35]) enable to prove
that the volume of L' is equal to the volume of the lattice span(L) N Z" which
we denote by L. Thus, if a lattice in Z" is low-dimensional, its orthogonal lattice
is high-dimensional with a volume at most equal: the successive minima of the
orthogonal lattice are likely to be much shorter than the ones of the original
lattice. That property of orthogonal lattices has led to effective (though heuristic)
lattice-based attacks on various cryptographic schemes [TI3JTTATTEITATTT]. We
refer to [I09] for more information. In particular, it was used in [I17] to solve
the hidden subset sum problem (used in [26]) in low density. The hidden subset
sum problem was apparently a non-linear version of the subset sum problem:
given M and n in N, and by,...,b, € Zyy, find a, ..., a, € Zy such that each
b; is some subset sum modulo M of aq, ..., ay.

We sketch the solution of [I17] to give a flavour of cryptanalyses based on
orthogonal lattices. We first restate the hidden subset sum problem in terms of

vectors. We are given an integer M, and a vector b = (by,...,b,,) € Z™ with
entries in [0..M — 1] such that there exist integers aq,...,a, € [0..M — 1], and
vectors Xi,...,X, € Z™ with entries in {0, 1} satisfying:

b = a1x1 + asxs + - -+ + apx, (mod M).
We want to determine the «;’s. There exists a vector k € Z™ such that:
b = a1x1 + asxg + -+ + o %, + Mk.

Notice that if u in Z™ is orthogonal to b, then py, = ((u,x1), ..., (u,x,), (u,k))
is orthogonal to the vector v, = (a1, ..., a,, M). But v, is independent of m,
and so is the n-dimensional lattice vi-. On the other hand, as m grows for a
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fixed M, most of the vectors of any reduced basis of the (m — 1)-dimensional
lattice bt should get shorter and shorter, because they should have norm close
to vol(bH)Y/(m=1) < vol(b)/(m=1) = ||b||*/(m=1) ~ (M\/m)"/(™=1) . For such
vectors u, the corresponding vectors p, also get shorter and shorter. But if p,,
gets smaller than \;(vZ) (which is independent of m), then it is actually zero,
that is, u is orthogonal to all the x;’s and k. Note that one expects A1 (vy) to
be of the order of ||vq||*/™ ~ (M/n)'/™.

This suggests that if (uy, ..., u,,—1) is a sufficiently reduced basis of b', then
the first m — (n+1) vectors uy, ..., U, _(n41) should heuristically be orthogonal
to all the x;’s and k. One cannot expect that more than m — (n + 1) vectors
are orthogonal because the lattice L, spanned by the x;’s and k is likely to
have dimension (n + 1). From the previous discussion, one can hope that the
heuristic condition is satisfied when the density n/log(M) is very small (so
that A1 (v}) is not too small), and m is sufficiently large. And if the heuristic
condition is satisfied, the lattice L, is disclosed, because it is then equal to the
orthogonal lattice (uy,..., um,—(n+1))J_~ Once L, is known, it is not difficult to
recover (heuristically) the vectors x;’s by lattice reduction, because they are
very short vectors. One eventually determines the coefficients o;’s from a linear
modular system. The method is quite heuristic, but it works in practice for small
parameters in low density (see [117] for more details).

3.4 Multivariate Modular Linear Equations

The technique described in Section [3:2]to solve the knapsack problem can easily
be extended to find small solutions of a system of multivariate linear equations
over the integers: one views the problem as a closest vector problem in the lattice
corresponding to the homogenized equations, which is an orthogonal lattice.
Naturally, a similar method can be applied to a system of multivariate linear
modular equations, except that in this case, the corresponding lattice is not an
orthogonal lattice.

Let A = (a;,;) be an £ x k integral matrix, ¢ € 7Z* be a column vector and ¢
be a prime number. The problem is to find a short column vector x € Z* such
that:

Ax=c (mod q).

The interesting case is when the number of unknowns k is larger than the number
of equations ¢. Following Section [3, one computes an arbitrary solution y € Z*
such that Ay = c¢ (mod ¢), for instance by finding a solution of a solvable
system of linear equations over the integers (if the system is not solvable, then
the original problem has no solution). And one computes a basis of the full-
dimensional lattice L of all column vectors z € Z* such that

Az =0 (mod q).

Then any short solution x to Ax = ¢ (mod ¢) corresponds to a lattice vector
y —x € L close to y. Thus, there is at most one x € Z* such that Ax = ¢
(mod q) and ||x|| < ||L||/2. And if ever there is an unusually short vector x € Z¥
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such that Ax = ¢ (mod ¢) and
x| < | Llj2~*/2,

then Babai’s CVP approximation algorithm will disclose it, as in Section Bl It
remains to lower bound the first minimum of the lattice.

One can see that the volume of L is an integer dividing ¢¢, because it is the
index of L in ZF. In fact, for most matrices A, one expects the volume to be
exactly ¢', so that:

LA
1L~ ) 5—a™
This estimate is not far from the truth, since for any fixed non-zero vector z € Z*
such that ||x||c < ¢, the probability that z € L (when A is uniformly distributed)
is exactly ¢—. It follows that for most matrices, if ever there exists x € Z* such
that Ax = ¢ (mod ¢) and ||x|| roughly less than ¢*/*2=%/2=1 then one can find
such an x in polynomial time. For a precise statement, we refer to [52] who
actually used a dual approach requiring transference theorems (which we do not
need here). An interesting application is that if we know a few bits of each entry
of an arbitrary solution x of a system of linear modular equations, then we can
recover all of x, because if the number of bits is sufficiently large, the problem
is reduced to finding an unusually short solution of a system of linear modular
equations. This was used to show the insecurity of truncated linear congruential
pseudo-random number generators in [52)].

The result can in fact be extended to a wider class of parameters, when the
modulus ¢ is not necessarily prime (see [52]), and when the equations may have
different modulus (see [10]). We note that the exponent —k/2 can be suppressed
when a CVP-oracle is available, which is the case when k is fixed. Furthermore,
the previous reasoning not only shows how to find unusually short solutions, it
also shows how to find reasonably short solutions when the matrix A is random.
Indeed, a tighter analysis then shows that all the minima of the lattice L are
in fact not too far away from /k/(27e)q*/*, so that all points are reasonably
close to the lattice. In this case, one can find in polynomial time a vector x € Z*
such that Ax = ¢ (modq) and ||x| is very roughly less than \/k/(2me)q"/*2%/2.
This was used to attack certain RSA padding signature schemes in which the
messages have a fixed pattern (see [I04l57]), and it was also used to complete
the proof of security of the RSA—-OAEP encryption scheme (see [563]).

However, the previous results are weak in a certain sense. First, the results
depend strongly on the distribution of the coefficients of the linear equations.
More precisely, the first minimum of the lattice can be arbitrary small, leading
to possibly much weaker bounds: hence, one must perform a new analysis of the
lattice for any system of equations which is not uniformly distributed. This was
the case in [52] where linear congruential generators gave rise to special systems
of equations. Furthermore, the exponential or slightly subexponential factors in
the polynomial-time approximation of CVP imply that the bounds obtained are
rather weak as the number k of unknowns increases. The situation is somewhat
similar to that of knapsacks for which only knapsacks of very low density can
provably be solved. This is one of the reasons why the attack of [104] was only
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heuristic. On the other hand, k was as small as 2 in [53], making provable results
useful. We will see in the next section a particular case of a system of linear
modular equations for which the generic method can be replaced by another
lattice-based method.

4 The Hidden Number Problem

4.1 Hardness of Diffie-Hellman Bits

In [24], Boneh and Venkatesan used the LLL algorithm to solve the hidden
number problem, which enables to prove the hardness of the most significant
bits of secret keys in Diffie-Hellman and related schemes in prime fields. This
was the first positive application of LLL in cryptology. Recall the Diffie-Hellman
key exchange protocol [43]: Alice and Bob fix a finite cyclic G and a generator g.
They respectively pick random a, b € [1,|G|] and exchange g® and g°. The secret
key is g®*. Proving the security of the protocol under “reasonable” assumptions
has been a challenging problem in cryptography (see [15]). Computing the most
significant bits of ¢? is as hard as computing ¢% itself, in the case of prime
fields:

Theorem 2 (Boneh-Venkatesan). Let g be an n-bit prime and g be a gener-
ator of Zy;. Let € > 0 be fized, and set £ = {(n) = [ey/n]. Suppose there exists

an expected polynomial time (in n) algorithm A, that on input q, g, g° and g°,
outputs the ¢ most significant bits of g*. Then there is also an expected poly-
nomial time algorithm that on input q, g, ¢%, ¢* and the factorization of ¢ — 1,
computes all of g°.

The above result is slightly different from [24], due to an error in the proof of [24]
spotted by [63]. The same result holds for the least significant bits. For a more
general statement when ¢ is not necessarily a generator, and the factorization of
g—1 is unknown, see [63]. For analogous results in other groups, we refer to [136]
for finite fields and to [23] for the elliptic curve case.

The proof goes as follows. We are given some g% and ¢°, and want to compute
g®. We repeatedly pick a random 7 until g®*" is a generator of Zy (testing
is easy thanks to the factorization of ¢ — 1). For each r, the probability of
success is ¢(q¢ —1)/(q — 1) > C/loglog q. Next, we apply A to the points g¢*"
and ¢’ for many random values of ¢, so that we learn the most significant
bits of g(atbglat+mt where ¢(**t7)t is a random element of Zy since g**" is a
generator. Note that one can easily recover ¢* from a = ¢(®*")® The problem
becomes the hidden number problem (HNP): given t1,...,tq chosen uniformly
and independently at random in Z7, and MSBy(at; mod g) for all i, recover a €
Z4. Here, MSBy(x) for z € Z, denotes any integer z satisfying |z — z| < g/2¢F1.

To achieve the proof, Boneh and Venkatesan presented a simple solution
to HNP when /¢ is not too small, by reducing HNP to a lattice closest vector
problem. We sketch this solution in the next section.
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4.2 Solving the Hidden Number Problem by Lattice Reduction

Consider an HNP-instance: let t1, ..., tq be chosen uniformly and independently
at random in Z;, and a; = MSB,(at; mod q) where o € Z, is hidden. Clearly, the
vector t = (t;a mod q, . .. tqae mod ¢, a/2°F1) belongs to the (d+ 1)-dimensional
lattice L = L(q,¥,t1,...,tqs) spanned by the rows of the following matrix:

q 0 ---0 0
0 ¢q :
SRPUIR
0 0 g O
tyoon ... tg 1/2¢+1
The vector a = (ay,...,aq,0) is very close to L, because it is very close to t.

Indeed, ||t —al|| < ¢v/d + 1/2°F1. Tt is not difficult to show that any lattice point
sufficiently close to a discloses the hidden number «, because sufficiently short
lattice vectors must have their first d coordinates equal to zero (see [24, Theorem
5] or [ITOMTTY)):

Lemma 3 (Uniqueness). Set d = 2[/logq| and p = %\/logq—l—& Let o be in
Zy. Choose integers ti, . .., tq uniformly and independently at random in Z;. Let
a=(ay,...,aq,0) be such that |(at; mod q) — a;| < q/2". Then with probability
at least 3, all w € L with |u—a| < 3% are of the form:
u=(t18modgq,...tq8 mod ¢, 3/2*") where a = 3 (mod q).

Since a is close enough to L, Babai’s nearest plane CVP approximation algo-
rithm [§] yields a lattice point sufficiently close to a, which leads to:

Theorem 4 (Boneh-Venkatesan). Let o be in Z;. Let O be a function de-
fined by O(t) = MSBy(at mod q) with £ = [/1ogq]| + [loglogq]. There ex-
ists a deterministic polynomial time algorithm A which, on input ty,..., tq,
O(t1),...,0(tq), outputs a with probability at least 1/2 over t1,...,tq chosen
uniformly and independently at random from Z%, where d = 2[\/log q].

q’

Thus, the hidden number problem can be solved using £ = /log g+ 1log log ¢ bits.
Using the best polynomial-time CVP approximation algorithm known, this can
be asymptotically improved to O(+1/logqlogloglog g/ loglog q). Theorem 2 is a
simple consequence.

We note that Theorem [ could have alternatively be obtained from the
generic method described in Section B4l Indeed, the hidden number problem
can be viewed as a system of d modular linear equations in the d + 1 unknowns
a and (at; mod q) — MSB(at; mod ¢q) where 1 < ¢ < d. Among these d + 1
unknowns, only o may be large. One may transform the system to eliminate
the possibly large unknown a. One then obtains a new system of d — 1 modular
linear equations in the d unknowns (at; mod ¢) — MSB,(at; mod ¢) all smaller
than ¢/2°*! in absolute value. Although this system does not correspond to a
uniformly distributed matrix, one can easily obtain the same lower bound on the
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first minimum of the lattice as in the random case (see Section B.4). It follows
that one can find the (unique) small solution of the system in polynomial time
(and thus, «) provided that roughly:

[C{H < q(dfl)/d27d/271
2/ —_ b

that is £ > d/2 + 1 + log(q)/d, where the right-hand term is minimized for
d =~ /2logq, leading to ¢ larger than roughly 1/2logq. Thus, one can obtain
essentially the same bounds.

4.3 Variants of the Hidden Number Problem

It was recently realized that the condition that the ¢;’s are uniformly distributed
is often too restrictive for applications. The previous solution to the hidden
number problem can in fact be extended to cases where the distribution of
the ¢;’s is not necessarily perfectly uniform (see [63/ITI]). A precise definition
of this relaxed uniformity property can be made with the classical notion of
discrepancy (see [I11] for more details). To apply the solution to this generalized
hidden number problem, it suffices to show that the distribution of the ¢;’s is
sufficiently uniform, which is usually obtained by exponential sum techniques
(see [63TTTIT2ARITI0I29] for some examples).

One may also extend the solution to the hidden number problem to the case
when an oracle for CVP (in the Euclidean norm or the infinity norm) is avail-
able, which significantly decreases the number of necessary bits (see [TI0[111]).
This is useful to estimate what can be achieved in practice, especially when the
lattice dimension is small. It turns out that the required number of bits becomes
O(loglogq) and 2 respectively, with a CVP-oracle and a CVP y-oracle.

One may also study the hidden number problem with arbitrary bits instead
of most significant bits. It is easy to see that the HNP with £ least significant bits
can be reduced to the original HNP with ¢ most significant bits, but the situation
worsens with arbitrary bits. By multiplying the ¢;’s with an appropriate number
independent of the t;’s (see [I11]), one obtains a deterministic polynomial-time
reduction from the HNP with ¢ consecutive bits at a known position to the
original HNP with ¢/2 most significant bits (the prime field Z, and the number
of random multipliers remain the same). This appropriate number can be found
either by continued fractions or lattice reduction in dimension 2. More generally,
by using high-dimensional lattice reduction, it is not difficult to show that there
is a deterministic polynomial-time reduction from the HNP with ¢ arbitrary bits
at known positions such that the number of blocks of consecutive unknown bits
is m, to the original HNP with ¢/m + 1 — log m most significant bits. Thus, the
HNP with arbitrary bits seems to be harder, especially when there are many
blocks of consecutive unknown bits.

Finally, variants of the hidden number problem in settings other than prime
fields have been studied in [130/129/23].
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4.4 Lattice Attacks on DSA

Interestingly, the previous solution of the hidden number problem also has a dark
side: it leads to a simple attack against the Digital Signature Algorithm [T0695]
(DSA) in special settings (see [T3[110]). Recall that the DSA uses a public ele-
ment g € Zj, of order ¢, a 160-bit prime dividing p—1 where p is a large prime (at
least 512 bits). The signer has a secret key o € Z; and a public key 3 = g* mod p.
The DSA signature of a message m is (r,s) € Zg where r = (¢ mod p) mod g,

s =k~ 1(h(m)+ar) mod ¢, h is SHA-1 hash function and k is a random element
in Zj chosen at each signature.

It is well-known that the secret key « can easily be recovered if the random
nonce k is disclosed, or if k is produced by a cryptographically weak pseudo-
random generator such as a linear congruential generator with known param-
eters [10] and a few signatures are available. Recently, Howgrave-Graham and
Smart [73] noticed that Babai’s nearest plane CVP algorithm could heuristically
recover «, provided that sufficiently many signatures and sufficiently many bits
of the corresponding nonces k are known. This is not surprising, because the
underlying problem is in fact a generalized hidden number problem.

Indeed, assume that for d signatures (r;, s;) of messages m;, the ¢ least signif-
icant bits of the random nonce k; are known to the attacker: one knows a; < 2¢
such that k; — a; is of the form 2°b;. Then ar; = s;(a; + b;2°) — h(m;) (mod q),
which can be rewritten as: ar;2~%s; " = (a; — s; "h(my)) - 274 + b; (mod q).
Letting t; = r¢2_£3;1 mod ¢, one sees that MSBy(at; mod q) is known. Recover-
ing the secret key « is therefore a generalized hidden number problem in which
the ¢;’s are not assumed to be independent and uniformly distributed over Z,,
but are of the form 7,27*s; ! where the underlying k;’s are independent and
uniformly distributed over Z;. Nguyen and Shparlinski [111]] proved that under
a reasonable assumption on the hash function, the ¢;’s are sufficiently uniform
to make the corresponding hidden number problem provably tractable with the
same number of bits as in Theorem Ml that is, essentially v/Iogq. Since lattice
reduction algorithms can behave much better than theoretically expected, one
may even hope to solve CVP exactly, yielding better bounds to Theorem [l For
the case of a 160-bit prime ¢ as in DSA, one obtains that the DSA-HNP can
be solved using respectively ¢ = 2 bits and d = 160, or ¢ = 6 bits and d = 100
respectively, when an oracle for CVP, or CVP is available (see [I10/I12]). In
fact, the bounds are better in practice. It turns out that using standard lattice
reduction algorithms implemented in Shoup’s NTL library [127], one can often

solve HNP for a 160-bit prime ¢ using ¢ = 3 bits and d = 100 (see [IIOJI12Z]).

Naturally, this attack can also be applied to similar signature algorithms
(see [I11]), such as the elliptic curve variant of DSA (see [112]), or the Nyberg-
Rueppel signature scheme and related schemes (see [48]). The only difference is
that one needs to establish the uniformity of different types of multipliers. This
usually requires different kinds of exponential sums.
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5 Lattice-Based Cryptography

We review state-of-the-art results on the main lattice-based cryptosystems. To
keep the presentation simple, descriptions of the schemes are intuitive, referring
to the original papers for more details. Only one of these schemes (the GGH
cryptosystem [61]) explicitly works with lattices.

5.1 The Ajtai-Dwork Cryptosystem

Description. The Ajtai-Dwork cryptosystem [5] (AD) works in R™, with some
finite precision depending on n. Its security is based on a variant of SVP.

The private key is a uniformly chosen vector w in the n-dimensional unit
ball. One then defines a distribution H, of points a in a large n-dimensional
cube such that the dot product (a,u) is very close to Z.

The public key is obtained by picking w1, ..., Wy, V1,...,Vy (where m = n?)
independently at random from the distribution H,, subject to the constraint
that the parallelepiped w spanned by the w;’s is not flat. Thus, the public key
consists of a polynomial number of points close to a collection of parallel affine
hyperplanes, which is kept secret.

The scheme is mainly of theoretical purpose, as encryption is bit-by-bit. To
encrypt a ’0’, one randomly selects b1, ...,b,, in {0,1}, and reduces > ., b;v;
modulo the parallelepiped w. The vector obtained is the ciphertext. The cipher-
text of "1’ is just a randomly chosen vector in the parallelepiped w. To decrypt
a ciphertext x with the private key u, one computes 7 = (x,u). If 7 is suffi-
ciently close to Z, then x is decrypted as ’0’, and otherwise as '1’. Thus, an
encryption of '0” will always be decrypted as ’0’, and an encryption of ’1’ has a
small probability to be decrypted as ’0’. These decryption errors can be removed
(see [60]).

Security. The Ajtai-Dwork [5] cryptosystem received wide attention due to a
surprising security proof based on worst-case assumptions. Indeed, it was shown
that any probabilistic algorithm distinguishing encryptions of a ’0’ from en-
cryptions of a 1’ with some polynomial advantage can be used to solve SVP
in any n-dimensional lattice with gap Aa/\; larger than n®. There is a con-
verse, due to Nguyen and Stern [115]: one can decrypt in polynomial time with
high probability, provided an oracle that approximates SVP to within n?°57¢,
or one that approximates CVP to within n!33. It follows that the problem of
decrypting ciphertexts is unlikely to be NP-hard, due to the result of Goldreich-
Goldwasser [58].

Nguyen and Stern [I15] further presented a heuristic attack to recover the
secret key. Experiments suggest that the attack is likely to succeed up to at
least n = 32. For such parameters, the system is already impractical, as the
public key requires 20 megabytes and the ciphertext for each bit has bit-length
6144. This shows that unless major improvementsﬁ are found, the Ajtai-Dwork
cryptosystem is only of theoretical importance.

3 A variant of AD with less message expansion was proposed in [32], however without
any security proof. It mixes AD with a knapsack.
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Cryptanalysis Overview. At this point, the reader might wonder how lat-
tices come into play, since the description of AD does not involve lattices. Any
ciphertext of ’0’ is a sum of v;’s minus some integer linear combination of the
w;’s. Since the parallelepiped spanned by the w;’s is not too flat, the coeffi-
cients of the linear combination are relatively small. On the other hand, any
linear combination of the v;’s and the w;’s with small coefficients is close to
the hidden hyperplanes. This enables to build a particular lattice of dimension
n + m such that any ciphertext of '0’ is in some sense close to the lattice, and
reciprocally, any point sufficiently close to the lattice gives rise to a ciphertext
of ’0’. Thus, one can decrypt ciphertexts provided an oracle that approximates
CVP sufficiently well. The analogous version for SVP uses related ideas, but is
technically more complicated. For more details, see [I15].

The attack to recover the secret key can be described quite easily. One knows
that each (v;,u) is close to some unknown integer V;. It can be shown that any
sufficiently short linear combination of the v;’s give information on the V;’s.
More precisely, if >, A\;v; is sufficiently short and the A;’s are sufficiently small,
then Y, \iVi = 0 (because it is a too small integer). Note that the V;’s are
disclosed if enough such equations are found. And each V; gives an approximate
linear equation satisfied by the coefficients of the secret key u. Thus, one can
compute a sufficiently good approximation of u from the V;’s. To find the V;’s, we
produce many short combinations ZZ Aiv; with small \;’s, using lattice reduc-
tion. Heuristic arguments can justify that there exist enough such combinations.
Experiments showed that the assumption was reasonable in practice.

5.2 The Goldreich-Goldwasser-Halevi Cryptosystem

The Goldreich-Goldwasser-Halevi cryptosystem [61] (GGH) can be viewed as
a lattice-analog to the McEliece [94] cryptosystem based on algebraic coding
theory. In both schemes, a ciphertext is the addition of a random noise vector
to a vector corresponding to the plaintext. The public key and the private key
are two representations of the same object (a lattice for GGH, a linear code for
McEliece). The private key has a particular structure allowing to cancel noise
vectors up to a certain bound. However, the domains in which all these operations
take place are quite different.

Description. The GGH scheme works in Z". The private key is a non-singular
n X n integral matrix R, with very short row vectord] (entries polynomial in n).
The lattice L is the full-dimensional lattice in Z" spanned by the rows of R.
The basis R is then transformed to a non-reduced basis B, which will be public.
In the original scheme, B is the multiplication of R by sufficiently many small
unimodular matrices. Computing a basis as “good” as the private basis R, given
only the non-reduced basis B, means approximating SBP.

The message space is a “large enough” cube in Z™. A message m € Z"
is encrypted into ¢ = mB + e where e is an error vector uniformly chosen
from {—o,0}™, where o is a security parameter. A ciphertext c is decrypted as

4 A different construction for R based on tensor product was proposed in [50].
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|cR71TRB~! (note: this is Babai’s round method [§] to solve CVP). But an
eavesdropper is left with the CVP-instance defined by ¢ and B. The private
basis R is generated in such a way that the decryption process succeeds with
high probability. The larger o is, the harder the CVP-instances are expected to
be. But ¢ must be small for the decryption process to succeed.

Improvements. In the original scheme, the public matrix B is the multi-
plication of the secret matrix by sufficiently many unimodular matrices. This
means that without appropriate precaution, the public matrix may be as large
as O(n?logn) bits. Micciancio [99/T0T] therefore suggested to define instead B as
the Hermite normal form (HNF) of R. Recall that the HNF of an integer square
matrix R in row notation is the unique lower triangular matrix with coefficients
in N such that: the rows span the same lattice as R, and any entry below the
diagonal is strictly less than the diagonal entry in its column. Here, one can see
that the HNF of R is O(n?logn) bits, which is much better but still big. When
using the HNF, one should encode messages into the error vector e instead of a
lattice point, because the HNF is unbalanced. The ciphertext is defined as the
reduction of e modulo the HNF, and hence uses less than O(nlogn) bits. One
can easily prove that the new scheme (which is now deterministic) cannot be
less secure than the original GGH scheme (see [99JI01]).

Security. GGH has no proven worst-case/average-case property, but it is much
more efficient than AD. Specifically, for security parameter n, key-size and en-
cryption time can be O(n?logn) for GGH (note that McEliece is slightly better
though), vs. at least O(n?) for AD. For RSA and El-Gamal systems, key size
is O(n) and computation time is O(n3). The authors of GGH argued that the
increase in size of the keys was more than compensated by the decrease in compu-
tation time. To bring confidence in their scheme, they published on the Internet
a series of five numerical challenges [59], in dimensions 200, 250, 300, 350 and
400. In each of these challenges, a public key and a ciphertext were given, and
the challenge was to recover the plaintext.

The GGH scheme is now considered broken, at least in its original form,
due to an attack recently developed by Nguyen [108]. As an application, using
small computing power and Shoup’s NTL library [127], Nguyen was able to solve
all the GGH challenges, except the last one in dimension 400. But already in
dimension 400, GGH is not very practical: in the 400-challenge, the public key
takes 1.8 Mbytes without HNF or 124 Kbytes using the HNF [

Nguyen’s attack used two “qualitatively different” weaknesses of GGH. The
first one is inherent to the GGH construction: the error vectors used in the
encryption process are always much shorte than lattice vectors. This makes
CVP-instances arising from GGH easier than general CVP-instances. The second

5 The challenges do not use the HNF, as they were proposed before [09]. Note that
124 Kbytes is about twice as large as McEliece for the recommended parameters.

5 In all GGH-like constructions known, the error vector is always at least twice as
short.
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weakness is the particular form of the error vectors in the encryption process.
Recall that ¢ = mB+e where e € {£0}". The form of e was apparently chosen to
maximize the Euclidean norm under requirements on the infinity norm. However,
if we let s = (o,...,0) then ¢ +s = mB (mod 20), which allows to guess m
mod 20. Then the original closest vector problem can be reduced to finding a
lattice vector within (smaller) distance e/(20) from (c — (m mod 20)B)/(20).
The simplified closest vector problem happens to be within reach (in practice)
of current lattice reduction algorithms, thanks to the embedding strategy that
heuristically reduces CVP to SVP. We refer to [108] for more information.

It is easy to fix the second weakness by selecting the entries of the error vector
e at random in {—o,...,+0} instead of {£o}. However, one can argue that the
resulting GGH system would still not be much practical, even using [99JT0T].
Indeed, Nguyen’s experiments [108] showed that SVP could be solved in practice
up to dimensions as high as 350, for (certain) lattices with gap as small as 10.
To be competitive, the new GGH system would require the hardness (in lower
dimensions due to the size of the public key, even using [99]) of SVP for certain
lattices of only slightly smaller gap, which means a rather smaller improvement
in terms of reduction. Note also that those experiments do not support the
practical hardness of Ajtai’s variant of SVP in which the gap is polynomial in
the lattice dimension. Besides, it is not clear how to make decryption efficient
without a huge secret key (Babai’s rounding requires the storage of R~! or a
good approximation, which could be in [61] over 1 Mbytes in dimension 400).

5.3 The NTRU Cryptosystem

Description. The NTRU cryptosystem [69], proposed by Hoffstein, Pipher and
Silverman, works in the ring R = Z[X]/(X"™ —1). An element F € R is seen as
a polynomial or a row vector: F' = ng:?)l Fxt = [Fy, Fy, ..., Fn_1]. To select
keys, one uses the set L£(d1,ds) of polynomials F' € R such that d; coefficients
are equal to 1, ds coeffients are equal to -1, and the rest are zero. There are two
small coprime moduli p < ¢ : a possible choice is ¢ = 128 and p = 3. There are
also three integer parameters d¢,d, and dg quite a bit smaller than the prime
number N (which is around a few hundreds).

The private keys are f € L(dy,df — 1) and g € L£(dg,dy). With high proba-
bility, f is invertible mod ¢. The public key h € R is defined as h = g/f mod gq.
A message m € {—(p—1)/2---+ (p—1)/2}" is encrypted into: e = (pp*h+m)
mod ¢, where ¢ is randomly chosen in £(dy,ds). The user can decrypt thanks
to the congruence ex f = pp*x g+ mx* f (mod ¢), where the reduction is centered
(one takes the smallest residue in absolute value). Since ¢, f, g and m all have
small coefficients and many zeroes (except possibly m), that congruence is likely
to be a polynomial equality over Z. By further reducing e * f modulo p, one thus
recovers m * f mod ¢, hence m.

Security. The best attack known against NTRU is based on lattice reduction,
but this does not mean that lattice reduction is necessary to break NTRU.
The simplest lattice-based attack can be described as follows. Coppersmith and
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Shamir [40] noticed that the target vector f|lg € Z?Y (the symbol | denotes
vector concatenation) belongs to the following natural lattice:

Les ={F|G€Z* | F=h*G mod q where F,G € R}.

It is not difficult to see that Loy is a full-dimensional lattice in Z?Y, with vol-
ume ¢~. The volume suggests that the target vector is a shortest vector of Log
(but with small gap), so that a SVP-oracle should heuristically output the pri-
vate keys f and g. However, based on numerous experiments with Shoup’s NTL
library [127], the authors of NTRU claimed in [69] that all such attacks are ex-
ponential in IV, so that even reasonable choices of N ensure sufficient security.
The parameter N must be prime, otherwise the lattice attacks can be improved
due to the factorization of X~ — 1 (see [56]). Note that the keysize of NTRU
is only O(N log q), which makes NTRU the leading candidate among knapsack-
based and lattice-based cryptosystems, and allows high lattice dimensions. It
seems that better attacks or better lattice reduction algorithms are required in
order to break NTRU. To date, none of the numerical challenges proposed in [69]
has been solved. However, it is probably too early to tell whether or not NTRU
is secure. Note that NTRU, like RSA, should only be used with appropriate
preprocessing. Indeed, NTRU without padding cannot be semantically secure
since e(1) = m(1) (mod ¢q) as polynomials, and it is easily malleable using mul-
tiplications by X of polynomials (circular shifts). And there exist simple chosen
ciphertext attacks [74] that can recover the secret key.

6 Finding Small Roots of Low-Degree Polynomial
Equations

We survey an important application of lattice reduction found in 1996 by Cop-
persmith [3839], and its developments. These results illustrate the power of
linearization combined with lattice reduction.

6.1 Univariate Modular Equations

The general problem of solving univariate polynomial equations modulo some
integer N of unknown factorization seems to be hard. Indeed, notice that for
some polynomials, it is equivalent to the knowledge of the factorization of N.
And the particular case of extracting e-th roots modulo N is the problem of
decrypting ciphertexts in the RSA cryptosystem, for an eavesdropper. Curiously,
Coppersmith [38] showed using LLL that the special problem of finding small
roots is easy:

Theorem 5 (Coppersmith). Let P be a monic polynomial of degree 6 in one
variable modulo an integer N of unknown factorization. Then one can find in
time polynomial in (log N, &) all integers xo such that P(xg) = 0 (mod N) and
|£L'0| S Nl/é,
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Related (but weaker) results appeared in the eighties [66,133J Incidentally, the
result implies that the number of roots less than N'/9 is polynomial, which was
also proved in [81] (using elementary techniques).

We sketch a proof of Theorem[d], in the spirit of Howgrave-Graham [70], who
simplified Coppersmith’s original proof (see also [76]) by working in the dual
lattice of the lattice originally considered by Coppersmith. More details can
be found in [39]. Coppersmith’s method reduces the problem of finding small
modular roots to the (easy) problem of solving polynomial equations over Z.
More precisely, it applies lattice reduction to find an integral polynomial equation
satisfied by all small modular roots of P. The intuition is to linearize all the
equations of the form z*P(x)? = 0 (mod N7) for appropriate integral values of i
and j. Such equations are satisfied by any solution of P(z) =0 (mod N). Small
solutions z give rise to unusually short solutions to the resulting linear system.
To transform modular equations into integer equations, the following elementary
lemmal is used, with the notation |7(z)]| = \/>_ a? for any polynomial r(z) =
M azt € Qlal:

Lemma 6. Letr(z) € Q[z] be a polynomial of degree < n and let X be a positive
integer. Suppose ||r(zX)|| < 1/+/n. If r(zo) € Z with |xo| < X, then r(xg) =0
holds over the integers.

This is just because any sufficiently small integer must be zero. Now the trick
is to, given a parameter h, consider the n = (h + 1) polynomials g, ,(z) =
2%(P(z)/N)¥, where 0 < u < ¢ —1 and 0 < v < h. Notice that the degree of
Qu,v () is strictly less than n, and that the evaluation of g, () at any root zg of
P(z) modulo N is necessarily an integer. The same is true for any integral linear
combination r(z) of the g,.(x)’s. If such a combination r(z) further satisfies
|r(xX)|| < 1/4/n, then by Lemma [ solving the equation r(z) = 0 over Z yields
all roots of P(z) modulo N less than X in absolute value. This suggests to look
for a short vector in the lattice corresponding to the g, ,(2X)’s. More precisely,
define the n x n matrix M whose i-th row consists of the coefficients of g, , (zX),
starting by the low-degree terms, where v = |(i — 1)/6] and v = (i — 1) — dv.
Notice that M is lower triangular, and a simple calculation leads to det(M) =
Xn(n=1/2N=nh/2 We apply an LLL-reduction to the full-dimensional lattice
spanned by the rows of M. The first vector of the reduced basis corresponds to a
polynomial of the form r(2X), and has Euclidean norm ||r(xX)||. The theoretical
bounds of the LLL algorithm ensure that:

HT(:L,X)H < 2(n71)/4 det(M)l/n — 2(n71)/4X(n71)/2N7h/2.

Recall that we need [|r(zX)| < 1/+/n to apply the lemma. Hence, for a given h,
the method is guaranteed to find modular roots up to X if:

1
X < — NP/(n=1),~1/(n—1)
V2

" Hastad [66] presented his result in terms of system of low-degree modular equations,
but he actually studies the same problem, and his approach achieves the weaker
bound N2/C0G+1)

8 A similar lemma is used in [66]. Note also the resemblance with [88] Prop. 2.7].
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The limit of the upper bound, when h grows to oo, is %N /6 Theorem

follows from an appropriate choice of h. This result is practical (see [42[71] for
experimental results) and has many applications. It can be used to attack RSA
encryption when a very low public exponent is used (see [I6] for a survey).
Boneh et al. [21] applied it to factor efficiently numbers of the form N = p"q
for large . Boneh [17] used a variant to find smooth numbers in short interval.
See also [I3] for an application to Chinese remaindering in the presence of noise,
and [72] to find approximate integer common divisors. Curiously, Coppersmith’s
theorem was also recently used in security proofs of factoring-based schemes
(see [128[18]).

Remarks. Theorem [ is trivial if P(x) = 2° + ¢. Note also that one cannot
hope to improve the (natural) bound N'/? for all polynomials and all moduli N.
Indeed, for the polynomial P(z) = 2° and N = p® where p is prime, the roots
of P mod N are the multiples of p. Thus, one cannot hope to find all the small
roots (slightly) beyond N4 = p, because there are too many of them. This
suggests that even an SVP-oracle (instead of LLL) should not help Theorem El
in general, as evidenced by the value of the lattice volume (the fudge factor
2(n=1)/4 yielded by LLL is negligible compared to det(M)/™). It was recently
noticed in [T3] that if one only looks for the smallest root mod N, an SVP-oracle
can improve the bound N'/? for very particular moduli (namely, squarefree N of
known factorization, without too small factors). Note that in such cases, finding
modular roots can still be difficult, because the number of modular roots can be
exponential in the number of prime factors of N. Coppersmith discusses potential
improvements in [39].

6.2 Multivariate Modular Equations

Interestingly, Theorem [5 can heuristically extend to multivariate polynomial
modular equations. Assume for instance that one would like to find all small
roots of P(z,y) = 0 (mod N), where P(z,y) has total degree 6 and has at
least one monic monomial 2%y°~® of maximal total degree. If one could obtain
two algebraically independent integral polynomial equations satisfied by all suf-
ficiently small modular roots (z,y), then one could compute (by resultant) a
univariate integral polynomial equation satisfied by x, and hence find efficiently
all small (z,y). To find such equations, one can use an analogue of lemma

to bivariate polynomials, with the (natural) notation |[r(z,y)|| = 1/>_; ; a; ; for
r(r,y) = Z@j ai,jxiyj :

Lemma 7. Let r(z,y) € Q[z,y] be a sum of at most w monomials. Assume
lr(zX,yY)|| < 1/y/w for some X, Y > 0. If r(xo,y0) € Z with |xo] < X and
lyo| <Y, then r(xo,y0) = 0 holds over the integers.

By analogy, one chooses a parameter h and select r(x,y) as a linear combination
of the polynomials gy, u, »(z,y) = 2“1 y*? (P(x,y)/N)?, where ui +us +0v < hé
and uq,ug,v > 0 with u; < a or ug < § — a.. Such polynomials have total degree
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less than hd, and therefore are linear combinations of the n = (hd +1)(hd +2)/2
monic monomials of total degree < §h. Due to the condition u; < avorus < d—a,
such polynomials are in bijective correspondence with the n monic monomials
(associate to Gu, uy.v(2,y) the monomial z¥1+vayu2+v(0=a)) One can represent
the polynomials as n-dimensional vectors in such a way that the n x n matrix
consisting of the qy, u,,v(zX,yY)’s (for some ordering) is lower triangular with
coefficients N~V X u1tviguatv(d—a) o the diagonal.

Now consider the first two vectors 1 (zX,yY) and ro(zX,yY) of an LLL-
reduced basis of the lattice spanned by the rows of that matrix. Since the rational
Qui us 0 (T0, Yo) 1s actually an integer for any root (zg, yo) of P(x,y) modulo N, we
need ||ry(zX,yY)| and ||r2(zX, yY)|| to be less than 1/4/n to apply Lemmalll A
(tedious) computation of the triangular matrix determinant enables to prove that
r1(x,y) and ro(x, y) satisfy that bound when XY < N'/9=¢ and h is sufficiently
large (see [76]). Thus, one obtains two integer polynomial bivariate equations
satisfied by all small modular roots of P(z,y).

The problem is that, although such polynomial equations are linearly inde-
pendent as vectors, they might be algebraically dependent, making the method
heuristic. This heuristic assumption is unusual: many lattice-based attacks are
heuristic in the sense that they require traditional lattice reduction algorithms
to behave like SVP-oracles. An important open problem is to find sufficient con-
ditions to make Coppersmith’s method provable for bivariate (or multivariate)
equations. Note that the method cannot work all the time. For instance, the
polynomial = — y has clearly too many roots over Z? and hence too many roots
mod any N (see [38] for more general counterexamples).

Such a result may enable to prove several attacks which are for now, only
heuristic. Indeed, there are applications to the security of the RSA encryption
scheme when a very low public exponent or a low private exponent is used
(see [16] for a survey), and related schemes such as the KMOV cryptosystem
(see [12]). In particular, the experimental evidence of [I9[I2|46] shows that the
method is very effective in practice for certain polynomials.

Remarks. In the case of univariate polynomials, there was basically no choice
over the polynomials g, (z) = z*(P(z)/N)" used to generate the appropri-
ate univariate integer polynomial equation satisfied by all small modular roots.
There is much more freedom with bivariate modular equations. Indeed, in the
description above, we selected the indices of the polynomials gy, u,.»(z,y) in
such a way that they corresponded to all the monomials of total degree < hd,
which form a triangle in Z? when a monomial 2’7 is represented by the point
(4,4). This corresponds to the general case where a polynomial may have several
monomials of maximal total degree. However, depending on the shape of the
polynomial P(z,y) and the bounds X and Y, other regions of (u1, ug,v) might
lead to better bounds.

Assume for instance P(z,%) is of the form 2%+3% plus a linear combination
of z'y’’s where i < &, j < §, and i +j < 8, + J,. Intuitively, it is better
to select the (u1,us2,v)’s to cover the rectangle of sides hd, and hd, instead of
the previous triangle, by picking all gy, u,v(z,y) such that u; +vd, < hd, and
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ug + véy < hdy, with u; < 0, or us < dy. One can show that the polynomials
ri1(z,y) and ro(z,y) obtained from the first two vectors of an LLL-reduced basis
of the appropriate lattice satisfy Lemma[7, provided that h is sufficiently large,
and the bounds satisfy X% Y% < N2/3=¢ Boneh and Durfee [19] applied similar
and other tricks to a polynomial of the form P(x,y) = zy + ax + b. This allowed
better bounds than the generic bound, leading to improved attacks on RSA with
low secret exponent (see also [46] for an extension to the trivariate case, useful
when the RSA primes are unbalanced).

6.3 Multivariate Integer Equations

The general problem of solving multivariate polynomial equations over Z is also
hard, as integer factorization is a special case. Coppersmith [38] showed that
a similaif] lattice-based approach can be used to find small roots of bivariate
polynomial equations over Z:

Theorem 8 (Coppersmith). Let P(xz,y) be a polynomial in two variables over
Z, of mazimum degree 0 in each variable separately, and assume the coefficients
of [ are relatively prime as a set. Let X, Y be bounds on the desired solutions
Zo,Yo- Define P(x,y) = P(Xx,Yy) and let D be the absolute value of the largest
coefficient of P. If XY < D?G% then in time polynomial in (log D,§), we can
find all integer pairs (xo,yo) such that P(xo,y0) =0, |zo] < X and |yo] < Y.

Again, the method extends heuristically to more than two variables, and there
can be improved bounds depending on the shap@ of the polynomial (see [3%
Theorem B was introduced to factor in polynomial time an RSA-modulug'!
N = pq provided that half of the (either least or most significant) bits of either
p or g are known (see [38]T7/20]). This was sufficient to break an ID-based RSA
encryption scheme proposed by Vanstone and Zuccherato [I34]. Boneh et al. [20]
provide another application, for recovering the RSA secret key when a large
fraction of the bits of the secret exponent is known. Curiously, none of the
applications cited above happen to be “true” applications of Theorem [ It was
later realized in [7I21] that those results could alternatively be obtained from
a (simple) variant of the univariate modular case (Theorem ).

7 Lattices and RSA

Section [@ and [ suggest to clarify the links existing between lattice reduction
and RSA [120], the most famous public-key cryptosystem. We refer to [95] for
an exposition of RSA, and to [16] for a survey of attacks on RSA encryption.
Recall that in RSA, one selects two prime numbers p and ¢ of approximately the

9 However current proofs are somehow more technical than for Theorem Bl A simpli-
fication analogue to what has been obtained for Theorem [5] would be useful.

19 The coefficient 2/3 is natural from the remarks at the end of the previous section for
the bivariate modular case. If we had assumed P to have total degree §, the bound
would be XY < D'.

1 p and ¢ are assumed to have similar size.
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same size. The number N = pq is public. One selects an integer d coprime with
d(N) = (p—1)(g — 1). The integer d is the private key, and is called the RSA
secret exponent. The public exponent is the inverse e of d modulo ¢(N).

7.1 Lattice Attacks on RSA Encryption

Small Public Exponent. When the public exponent e is very small, such
as 3, one can apply Coppersmith’s method (seen in the previous section) for
univariate polynomials in various settings (see [I638/42] for exact statements):

— An attacker can recover the plaintext of a given ciphertext, provided a large
part of the plaintext is known.

— If a message is randomized before encryption, by simply padding random
bits at a known place, an attacker can recover the message provided the
amount of randomness is small.

— Hastad [66] attacks can be improved. An attacker can recover a message
broadcasted (by RSA encryption and known affine transformation) to suf-
ficiently many participants, each holding a different modulus N. This pre-
cisely happens if one sends a similar message with different known headers
or time-stamps which are part of the encryption block.

None of the attacks recover the secret exponent d: they can only recover the
plaintext. The attacks do not work if appropriate padding is used (see current
standards and [95]), or if the public exponent is not too small. For instance, the
popular choice e = 65537 is not threatened by these attacks.

Small Private Exponent. When d < N%25 an old result of Wiener [137]
shows that one can easily recover the secret exponent d (and thus the factoriza-
tion of N) from the continued fractions algorithm. Boneh and Durfee [T9] recently
improved the bound to d < N°292 by applying Coppersmith’s technique to bi-
variate modular polynomials and improving the generic bound. Note that the
attack is heuristic (see Section ), but experiments showed that it works well in
practice (no counterexample has ever been found). This bound holds when the
RSA primes are balanced: Durfee and Nguyen [46] improved the bound when
the primes are unbalanced, using an extension to trivariate modular polynomi-
als. All those attacks on RSA with small private exponent also hold against the
RSA signature scheme, since they only use the public key. A related result (us-
ing Coppersmith’s technique for either bivariate integer or univariate modular
polynomials) is an attack [20] to recover d when a large portion of the bits of d
is known (see [10]).

7.2 Lattice Attacks on RSA Signature

The RSA cryptosystem is often used as a digital signature scheme. To prevent
various attacks, one must apply a preprocessing scheme to the message, prior to
signature. The recommended solution is to use hash functions and appropriate
padding (see current standards and [95]). However, several alternative simple
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solutions not involving hashing have been proposed, and sometimes accepted as
standards. Today, all such solutions have been broken (see [57]), some of them
by lattice reduction techniques (see [I04J57]). Those lattice attacks are heuristic
but work well in practice. They apply lattice reduction algorithms to find small
solutions to modular linear systems, which leads to signature forgeries for certain
proposed RSA signature schemes. Finding such small solutions is viewed as a
closest vector problem for some norm, as seen in Section [3.4.

7.3 Security of RSA-OAEP

Although no efficient method is known to invert the RSA encryption function
in general, it is widely accepted that the RSA encryption scheme should not be
directly used as such, because it does not satisfy strong security notions (see
for instance [22]05] for a simple explanation): a preprocessing function should
be applied to the message prior to encryption. The most famous preprocess-
ing scheme for RSA is OAEP proposed by Bellare and Rogaway [I1], which is
standardized in PKCS. The RSA-OAEP scheme was only recently proved to be
strongly secure (semantic security against adaptive chosen-ciphertext attacks),
under the assumption that the RSA function is hard to invert and the random
oracle model. This was first proved by Shoup [128] for the particular case of
public exponent 3 using Coppersmith’s theorem on univariate polynomial equa-
tions, and later extended to any exponent by Fujisaki et al. [53]. Interestingly,
the last part of the proof of [53] relied on lattices (in dimension 2) to find a small
solution to a linear modular equation (see Section B.4l). Note however that the
result could also have been obtained with continued fractions.

Boneh [18] recently proposed a simpler version of OAEP for the RSA and
Rabin encryption functions. The proof for Rabin is based on Coppersmith’s
lattice-based theorem on univariate polynomial equations, while the proof for
RSA uses lattices again to find small solutions of linear modular equations. It
is somewhat surprising that lattices are used both to attack RSA in certain
settings, and to prove the security of industrial uses of RSA.

7.4 Factoring and Lattice Reduction

In the general case, the best attack against RSA encryption or signature is
integer factorization. Note that to prove (or disprove) the equivalence between
integer factorization and breaking RSA encryption remains an important open
problem in cryptology (latest results [25] suggest that breaking RSA encryption
may actually be easier). We already pointed out that in some special cases,
lattice reduction leads to efficient factorization: when the factors are partially
known [38], or when the number to factor has the form p"q with large r [21].
Schnorr [123] was the first to establish a link between integer factorization
and lattice reduction, which was later extended by Adleman [2]. Schnorr [123]
proposed a heuristic method to factor general numbers, using lattice reduction
to approximate the closest vector problem in the infinity or the L; norm. Adle-
man [2] showed how to use the Euclidean norm instead, which is more suited
to current lattice reduction algorithms. Those methods use the same underlying



The Two Faces of Lattices in Cryptology 173

ideas as sieving algorithms (see [30]): to factor a number n, they try to find
many congruences of smooth numbers to produce random square congruences
of the form z2 = y? (modn), after a linear algebra step. Heuristic assumptions
are needed to ensure the existence of appropriate congruences. The problem of
finding such congruences is seen as a closest vector problem. Still, it should be
noted that those methods are theoretical, since they are not adapted to currently
known lattice reduction algorithms. To be useful, they would require very good
lattice reduction for lattices of dimension over at least several thousands.

We close this review by mentioning that current versions of the Number Field
Sieve (NFS) (see [87U36]), the best algorithm known for factoring large integers,
use lattice reduction. Indeed, LLL plays a crucial role in the last stage of NFS
where one has to compute an algebraic square root of a huge algebraic number
given as a product of hundreds of thousands of small ones. The best algorithm
known to solve this problem is due to Montgomery (see [105]107]). It has been
used in all recent large factorizations, notably the record factorization [34] of
a 512-bit RSA-number of 155 decimal digits proposed in the RSA challenges.
There, LLL is applied many times in low dimension (less than 10) to find nice
algebraic integers in integral ideals. But the overall running time of NFS is
dominated by other stages, such as sieving and linear algebra.

8 Conclusions

The LLL algorithm and other lattice basis reduction algorithms have proved
invaluable in cryptology. They have become the most popular tool in public-key
cryptanalysis. In particular, they play a crucial rdle in several attacks against
the RSA cryptosystem. The past few years have seen new, sometimes provable,
lattice-based methods for solving problems which were a priori not linear, and
this definitely opens new fields of applications. Interestingly, several provable
lattice-based results introduced in cryptanalysis have also recently been used in
the area of security proofs. Paradoxically, at the same time, a series of com-
plexity results on lattice reduction has emerged, giving rise to another family of
cryptographic schemes based on the hardness of lattice problems. The resulting
cryptosystems have enjoyed different fates, but it is probably too early to tell
whether or not secure and practical cryptography can be built using hardness of
lattice problems. Indeed, several questions on lattices remain open. In particu-
lar, we still do not know whether or not it is easy to approximate the shortest
vector problem up to some polynomial factor, or to find the shortest vector when
the lattice gap is larger than some polynomial in the dimension. Besides, only
very few lattice basis reduction algorithms are known, and their behaviour (both
complexity and output quality) is still not well understood. And so far, there has
not been any massive computer experiment in lattice reduction comparable to
what has been done for integer factorization or the elliptic curve discrete loga-
rithm problem. Twenty years of lattice reduction yielded surprising applications
in cryptology. We hope the next twenty years will prove as exciting.



174

Phong Q. Nguyen and Jacques Stern

Acknowledgements

We thank Dan Boneh, Don Coppersmith, Glenn Durfee, Arjen and Hendrik
Lenstra, Léaszlé Lovéasz, Daniele Micciancio, Igor Shparlinski and Joe Silverman
for helpful discussions and comments.

References

1

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

L. M. Adleman. On breaking generalized knapsack publick key cryptosystems.
In Proc. of 15th STOC, pages 402-412. ACM, 1983.

L. M. Adleman. Factoring and lattice reduction. Unpublished manuscript, 1995.
M. Ajtai. Generating hard instances of lattice problems. In Proc. of 28th STOC,
pages 99-108. ACM, 1996. Available at [47] as TR96-007.

M. Ajtai. The shortest vector problem in Lo is NP-hard for randomized reduc-
tions. In Proc. of 30th STOC. ACM, 1998. Available at [47] as TR97-047.

M. Ajtai and C. Dwork. A public-key cryptosystem with worst-case/average-case
equivalence. In Proc. of 29th STOC, pages 284-293. ACM, 1997. Available at [47]
as TR96-065.

M. Ajtai, R. Kumar, and D. Sivakumar. A sieve algorithm for the shortest lattice
vector problem. In Proc. 83rd STOC, pages 601-610. ACM, 2001.

. S. Arora, L. Babai, J. Stern, and Z. Sweedyk. The hardness of approximate

optima in lattices, codes, and systems of linear equations. Journal of Computer
and System Sciences, 54(2):317-331, 1997.

L. Babai. On Lovész lattice reduction and the nearest lattice point problem.
Combinatorica, 6:1-13, 1986.

W. Banaszczyk. New bounds in some transference theorems in the geometry of
numbers. Mathematische Annalen, 296:625-635, 1993.

M. Bellare, S. Goldwasser, and D. Micciancio. ”Pseudo-random” number gen-
eration within cryptographic algorithms: The DSS case. In Proc. of Crypto’97,
volume 1294 of LNCS. IACR, Springer-Verlag, 1997.

M. Bellare and P. Rogaway. Optimal asymmetric encryption. In Proc. of Euro-
crypt’94, volume 950 of LNCS, pages 92-111. ITACR, Springer-Verlag, 1995.

D. Bleichenbacher. On the security of the KMOV public key cryptosystem. In
Proc. of Crypto’97, volume 1294 of LNCS, pages 235-248. TACR, Springer-Verlag,
1997.

D. Bleichenbacher and P. Q. Nguyen. Noisy polynomial interpolation and noisy
Chinese remaindering. In Proc. of Eurocrypt ’00, volume 1807 of LNCS. IACR,
Springer-Verlag, 2000.

J. Blomer and J.-P. Seifert. On the complexity of computing short linearly in-
dependent vectors and short bases in a lattice. In Proc. of 31st STOC. ACM,
1999.

D. Boneh. The decision Diffie-Hellman problem. In Algorithmic Number Theory
— Proc. of ANTS-III, volume 1423 of LNCS. Springer-Verlag, 1998.

D. Boneh. Twenty years of attacks on the RSA cryptosystem. Notices of the
AMS, 46(2):203-213, 1999.

D. Boneh. Finding smooth integers in short intervals using CRT decoding. In
Proc. of 32nd STOC. ACM, 2000.

D. Boneh. Simplified OAEP for the RSA and Rabin functions. In Proc. of Crypto
2001, LNCS. TACR, Springer-Verlag, 2001.

D. Boneh and G. Durfee. Cryptanalysis of RSA with private key d less than
NO292 In Proc. of Eurocrypt’99, volume 1592 of LNCS, pages 1-11. IACR,
Springer-Verlag, 1999.



20

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

The Two Faces of Lattices in Cryptology 175

D. Boneh, G. Durfee, and Y. Frankel. An attack on RSA given a small fraction
of the private key bits. In Proc. of Asiacrypt’98, volume 1514 of LNCS, pages
25-34. Springer-Verlag, 1998.

D. Boneh, G. Durfee, and N. A. Howgrave-Graham. Factoring n = p”"q for large
r. In Proc. of Crypto’99, volume 1666 of LNCS. IACR, Springer-Verlag, 1999.
D. Boneh, A. Joux, and P. Q. Nguyen. Why textbook ElGamal and RSA en-
cryption are insecure. In Proc. of Asiacrypt ’00, volume 1976 of LNCS. TACR,
Springer-Verlag, 2000.

D. Boneh and I. E. Shparlinski. Hard core bits for the elliptic curve Diffie-Hellman
secret. In Proc. of Crypto 2001, LNCS. TACR, Springer-Verlag, 2001.

D. Boneh and R. Venkatesan. Hardness of computing the most significant bits of
secret keys in Diffie-Hellman and related schemes. In Proc. of Crypto’96, LNCS.
TACR, Springer-Verlag, 1996.

D. Boneh and R. Venkatesan. Breaking RSA may not be equivalent to factoring.
In Proc. of Eurocrypt’98, volume 1233 of LNCS, pages 59-71. Springer-Verlag,
1998.

V. Boyko, M. Peinado, and R. Venkatesan. Speeding up discrete log and factoring
based schemes via precomputations. In Proc. of Furocrypt’98, volume 1403 of
LNCS, pages 221-235. IACR, Springer-Verlag, 1998.

E. F. Brickell. Solving low density knapsacks. In Proc. of Crypto ’83. Plenum
Press, 1984.

E. F. Brickell. Breaking iterated knapsacks. In Proc. of Crypto ’84, volume 196
of LNCS. Springer-Verlag, 1985.

E. F. Brickell and A. M. Odlyzko. Cryptanalysis: A survey of recent results. In
G. J. Simmons, editor, Contemporary Cryptology, pages 501-540. IEEE Press,
1991.

J.-Y. Cai. Some recent progress on the complexity of lattice problems. In Proc.
of FCRC, 1999. Available at [47] as TR99-006.

J.-Y. Cai. The complexity of some lattice problems. In Proc. of ANTS-1V, volume
1838 of LNCS. Springer-Verlag, 2000.

J.-Y. Cai and T. W. Cusick. A lattice-based public-key cryptosystem. Information
and Computation, 151:17-31, 1999.

J.-Y. Cai and A. P. Nerurkar. An improved worst-case to average-case connection
for lattice problems. In Proc. of 38th FOCS, pages 468-477. IEEE, 1997.

S. Cavallar, B. Dodson, A. K. Lenstra, W. Lioen, P. L. Montgomery, B. Mur-
phy, H. te Riele, K. Aardal, J. Gilchrist, G. Guillerm, P. Leyland, J. Marchand,
F. Morain, A. Muffett, C. Putnam, and P. Zimmermann. Factorization of 512-bit
RSA key using the number field sieve. In Proc. of Eurocrypt ’00, volume 1807 of
LNCS. TACR, Springer-Verlag, 2000.

B. Chor and R.L. Rivest. A knapsack-type public key cryptosystem based on
arithmetic in finite fields. IEEE Trans. Inform. Theory, 34, 1988.

H. Cohen. A Course in Computational Algebraic Number Theory. Springer-Verlag,
1995. Second edition.

J.H. Conway and N.J.A. Sloane. Sphere Packings, Lattices and Groups. Springer-
Verlag, 1998. Third edition.

D. Coppersmith. Small solutions to polynomial equations, and low exponent
RSA vulnerabilities. J. of Cryptology, 10(4):233-260, 1997. Revised version of
two articles from Eurocrypt’96.

D. Coppersmith. Finding small solutions to small degree polynomials. In Proc.
of CALC 2001, LNCS. Springer-Verlag, 2001.

D. Coppersmith and A. Shamir. Lattice attacks on NTRU. In Proc. of Euro-
crypt’97, LNCS. IACR, Springer-Verlag, 1997.



176

41

42

43.
44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.
. C. Gentry. Key recovery and message attacks on NTRU-composite. In Proc. of

57.

58.
59.

60.

61.

Phong Q. Nguyen and Jacques Stern

M.J. Coster, A. Joux, B.A. LaMacchia, A.M. Odlyzko, C.-P. Schnorr, and J. Stern.
Improved low-density subset sum algorithms. Comput. Complexity, 2:111-128,
1992.

C. Coupé, P. Q. Nguyen, and J. Stern. The effectiveness of lattice attacks against
low-exponent RSA. In Proc. of PKC"98, volume 1431 of LNCS. Springer-Verlag,
1999.

W. Diffie and M. E. Hellman. New directions in cryptography. IEEE Trans.
Inform. Theory, 1T-22:644-654, Nov 1976.

I. Dinur. Approximating SVPs to within almost-polynomial factors is NP-hard.
Available at [47] as TR99-016.

I. Dinur, G. Kindler, and S. Safra. Approximating CVP to within almost-
polynomial factors is NP-hard. In Proc. of 39th FOCS, pages 99-109. IEEE,
1998. Available at [47] as TR98-048.

G. Durfee and P. Q. Nguyen. Cryptanalysis of the RSA schemes with short secret
exponent from Asiacrypt’99. In Proc. of Asiacrypt ’00, volume 1976 of LNCS.
TACR, Springer-Verlag, 2000.

ECCC. http://www.eccc.uni-trier.de/eccc/| The Electronic Colloquium on
Computational Complexity.

E. El Mahassni, P. Q. Nguyen, and I. E. Shparlinski. The insecurity of Nyberg—
Rueppel and other DSA-like signature schemes with partially known nonces. In
Proc. of CALC 2001, LNCS. Springer-Verlag, 2001.

P. van Emde Boas. Another NP-complete problem and the complexity of com-
puting short vectors in a lattice. Technical report, Mathematische Instituut,
University of Amsterdam, 1981. Report 81-04.

Available at http://turing.wins.uva.nl/"peter/|

R. Fischlin and J.-P. Seifert. Tensor-based trapdoors for CVP and their applica-
tion to public key cryptography. In IMA Conference on Cryptography and Coding,
LNCS. Springer-Verlag, 1999.

A. M. Frieze. On the Lagarias-Odlyzko algorithm for the subset sum problem.
SIAM J. Comput, 15(2):536-539, 1986.

A. M. Frieze, J. Hastad, R. Kannan, J. C. Lagarias, and A. Shamir. Reconstruct-
ing truncated integer variables satisfying linear congruences. SIAM J. Comput.,
17(2):262-280, 1988. Special issue on cryptography.

E. Fujisaki, T. Okamoto, D. Pointcheval, and J. Stern. RSA-OAEP is secure
under the RSA assumption. In Proc. of Crypto 2001, LNCS. IACR, Springer-
Verlag, 2001.

M. L. Furst and R. Kannan. Succinct certificates for almost all subset sum prob-
lems. SIAM J. Comput, 18(3):550-558, 1989.

C.F. Gauss. Disquisitiones Arithmetice. Leipzig, 1801.

FEurocrypt 2001, volume 2045 of LNCS. TACR, Springer-Verlag, 2001.

M. Girault and J.-F. Misarsky. Cryptanalysis of countermeasures proposed for
repairing ISO 9796-1. In Proc. of Eurocrypt 00, volume 1807 of LNCS. TACR,
Springer-Verlag, 2000.

O. Goldreich and S. Goldwasser. On the limits of non-approximability of lattice
problems. In Proc. of 30th STOC. ACM, 1998. Available at [47] as TR97-031.
O. Goldreich, S. Goldwasser, and S. Halevi. Challenges for the GGH cryptosys-
tem. Available at http://theory.lcs.mit.edu/ shaih/challenge.html.

O. Goldreich, S. Goldwasser, and S. Halevi. Eliminating decryption errors in the
Ajtai-Dwork cryptosystem. In Proc. of Crypto’97, volume 1294 of LNCS, pages
105-111. TACR, Springer-Verlag, 1997. Available at [47] as TR97-018.

O. Goldreich, S. Goldwasser, and S. Halevi. Public-key cryptosystems from lattice
reduction problems. In Proc. of Crypto’97, volume 1294 of LNCS, pages 112-131.
TACR, Springer-Verlag, 1997. Available at [47] as TR96-056.


http://www.eccc.uni-trier.de/eccc/
http://turing.wins.uva.nl/~peter/

62

63.

64.

65.
66.

67.

68.

69.

70.

71.

2.

73.

74.

75.

76.

7.

78.

79.

80.

81.

82.

83.

84.

The Two Faces of Lattices in Cryptology 177

O. Goldreich, D. Micciancio, S. Safra, and J.-P. Seifert. Approximating shortest
lattice vectors is not harder than approximating closest lattice vectors, 1999.
Available at [47] as TR99-002.

M. I. Gonzélez Vasco and 1. E. Shparlinski. On the security of Diffie-Hellman bits.
In K.-Y. Lam, I. E. Shparlinski, H. Wang, and C. Xing, editors, Proc. Workshop
on Cryptography and Comp. Number Theory (CCNT’99). Birkhauser, 2000.

M. Grotschel, L. Lovasz, and A. Schrijver. Geometric Algorithms and Combina-
torial Optimization. Springer-Verlag, 1993.

M. Gruber and C. G. Lekkerkerker. Geometry of Numbers. North-Holland, 1987.
J. Hastad. Solving simultaneous modular equations of low degree. SIAM J.
Comput., 17(2):336-341, April 1988. Preliminary version in Proc. of Crypto ’85.
B. Helfrich. Algorithms to construct Minkowski reduced and Hermite reduced
bases. Theoretical Computer Science, 41:125-139, 1985.

C. Hermite. Extraits de lettres de M. Hermite a M. Jacobi sur différents objets
de la théorie des nombres, deuxieme lettre. J. Reine Angew. Math., 40:279-290,
1850. Also available in the first volume of Hermite’s complete works, published
by Gauthier-Villars.

J. Hoffstein, J. Pipher, and J.H. Silverman. NTRU: a ring based public key
cryptosystem. In Proc. of ANTS III, volume 1423 of LNCS, pages 267-288.
Springer-Verlag, 1998. Additional information at http://www.ntru.com|

N. A. Howgrave-Graham. Finding small roots of univariate modular equations
revisited. In Cryptography and Coding, volume 1355 of LNCS, pages 131-142.
Springer-Verlag, 1997.

N. A. Howgrave-Graham. Computational Mathematics Inspired by RSA. PhD
thesis, University of Bath, 1998.

N. A. Howgrave-Graham. Approximate integer common divisors. In Proc. of
CALC 2001, LNCS. Springer-Verlag, 2001.

N. A. Howgrave-Graham and N. P. Smart. Lattice attacks on digital signature
schemes. Technical report, HP Labs, 1999. HPL-1999-90. To appear in Designs,
Codes and Cryptography.

E. Jaulmes and A. Joux. A chosen ciphertext attack on NTRU. In Proc. of Crypto
2000, volume 1880 of LNCS. TACR, Springer-Verlag, 2000.

A. Joux and J. Stern. Lattice reduction: A toolbox for the cryptanalyst. J. of
Cryptology, 11:161-185, 1998.

C. S. Jutla. On finding small solutions of modular multivariate polynomial equa-
tions. In Proc. of Eurocrypt’98, volume 1403 of LNCS, pages 158-170. IACR,
Springer-Verlag, 1998.

R. Kannan. Improved algorithms for integer programming and related lattice
problems. In Proc. of 15th STOC, pages 193-206. ACM, 1983.

R. Kannan. Algorithmic geometry of numbers. Annual review of computer science,
2:231-267, 1987.

R. Kannan. Minkowski’s convex body theorem and integer programming. Math.
Oper. Res., 12(3):415-440, 1987.

P. Klein. Finding the closest lattice vector when it’s unusually close. In Proc. of
SODA ’00. ACM-SIAM, 2000.

S. V. Konyagin and T. Seger. On polynomial congruences. Mathematical Notes,
55(6):596-600, 1994.

A. Korkine and G. Zolotareff. Sur les formes quadratiques positives ternaires.
Math. Ann., 5:581-583, 1872.

A. Korkine and G. Zolotareff. Sur les formes quadratiques. Math. Ann., 6:336—
389, 1873.

J. C. Lagarias. Point lattices. In R. Graham, M. Grotschel, and L. Lovasz, editors,
Handbook of Combinatorics, volume 1, chapter 19. Elsevier, 1995.


http://www.ntru.com

178

85

86.
87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.
104.

105.

106.

107.

108.

Phong Q. Nguyen and Jacques Stern

J. C. Lagarias and A. M. Odlyzko. Solving low-density subset sum problems.
Journal of the Association for Computing Machinery, January 1985.

L. Lagrange. Recherches d’arithmétique. Nouv. Mém. Acad., 1773.

A. K. Lenstra and H. W. Lenstra, Jr. The Development of the Number Field
Sieve, volume 1554 of Lecture Notes in Mathematics. Springer-Verlag, 1993.

A. K. Lenstra, H. W. Lenstra, Jr., and L. Lovéasz. Factoring polynomials with
rational coefficients. Mathematische Ann., 261:513-534, 1982.

H. W. Lenstra, Jr. Integer programming with a fixed number of variables. Tech-
nical report, Mathematisch Instituut, Universiteit van Amsterdam, April 1981.
Report 81-03.

H. W. Lenstra, Jr. Integer programming with a fixed number of variables. Math.
Oper. Res., 8(4):538-548, 1983.

L. Lovéasz. An Algorithmic Theory of Numbers, Graphs and Convezxity, volume 50.
SIAM Publications, 1986. CBMS-NSF Regional Conference Series in Applied
Mathematics.

J. Martinet. Les Réseaux Parfaits des Espaces Fuclidiens. Editions Masson, 1996.
English translation to appear at Springer-Verlag.

J. E. Mazo and A. M. Odlyzko. Lattice points in high-dimensional spheres.
Monatsh. Math., 110:47-61, 1990.

R.J. McEliece. A public-key cryptosystem based on algebraic number theory.
Technical report, Jet Propulsion Laboratory, 1978. DSN Progress Report 42-44.
A. Menezes, P. Van Oorschot, and S. Vanstone. Handbook of Applied Cryptogra-
phy. CRC Press, 1997.

R. Merkle and M. Hellman. Hiding information and signatures in trapdoor knap-
sacks. IEEE Trans. Inform. Theory, 1T-24:525-530, September 1978.

D. Micciancio. On the Hardness of the Shortest Vector Problem. PhD thesis,
Massachusetts Institute of Technology, 1998.

D. Micciancio. The shortest vector problem is NP-hard to approximate within
some constant. In Proc. of 39th FOCS. IEEE, 1998. Available at [47] as TR98-016.
D. Micciancio. Lattice based cryptography: A global improvement. Technical
report, Theory of Cryptography Library, 1999. Report 99-05.

D. Micciancio. The hardness of the closest vector problem with preprocessing.
IEEE Trans. Inform. Theory, 47(3):1212-1215, 2001.

D. Micciancio. Improving lattice-based cryptosystems using the Hermite normal
form. In Proc. of CALC 2001, LNCS. Springer-Verlag, 2001.

J. Milnor and D. Husemoller. Symmetric Bilinear Forms. Springer-Verlag, 1973.
H. Minkowski. Geometrie der Zahlen. Teubner-Verlag, Leipzig, 1896.

J.-F. Misarsky. A multiplicative attack using LLL algorithm on RSA signatures
with redundancy. In Proc. of Crypto’97, volume 1294 of LNCS, pages 221-234.
TACR, Springer-Verlag, 1997.

P. L. Montgomery. Square roots of products of algebraic numbers. In Wal-
ter Gautschi, editor, Mathematics of Computation 1943-1993: a Half-Century of
Computational Mathematics, Proc. of Symposia in Applied Mathematics, pages
567-571. American Mathematical Society, 1994.

National Institute of Standards and Technology (NIST). FIPS Publication 186:
Digital Signature Standard, May 1994.

P. Q. Nguyen. A Montgomery-like square root for the number field sieve. In
Algorithmic Number Theory — Proc. of ANTS-III, volume 1423 of LNCS. Springer-
Verlag, 1998.

P. Q. Nguyen. Cryptanalysis of the Goldreich-Goldwasser-Halevi cryptosystem
from Crypto’97. In Proc. of Crypto’99, volume 1666 of LNCS, pages 288-304.
TACR, Springer-Verlag, 1999.



109.

110.

111.

112.

113.

114.

115.

116.

117.

118.

119.

120.

121.

122.

123.

124.

125.

126.

127.

128.

129.

The Two Faces of Lattices in Cryptology 179

P. Q. Nguyen. La Géométrie des Nombres en Cryptologie. PhD thesis, Université
Paris 7, November 1999. Available at http://www.di.ens.fr/ pnguyen/.

P. Q. Nguyen. The dark side of the hidden number problem: Lattice attacks on
DSA. In K.-Y. Lam, I. E. Shparlinski, H. Wang, and C. Xing, editors, Proc.
Workshop on Cryptography and Comp. Number Theory (CCNT’99). Birkhauser,
2000.

P. Q. Nguyen and I. E. Shparlinski. The insecurity of the Digital Signature
Algorithm with partially known nonces. J. of Cryptology, 2001. To appear.

P. Q. Nguyen and I. E. Shparlinski. The insecurity of the elliptic curve Digital
Signature Algorithm with partially known nonces. Preprint, 2001.

P. Q. Nguyen and J. Stern. Merkle-Hellman revisited: a cryptanalysis of the
Qu-Vanstone cryptosystem based on group factorizations. In Proc. of Crypto’97,
volume 1294 of LNCS, pages 198-212. TACR, Springer-Verlag, 1997.

P. Q. Nguyen and J. Stern. Cryptanalysis of a fast public key cryptosystem
presented at SAC ’97. In Selected Areas in Cryptography — Proc. of SAC’98,
volume 1556 of LNCS. Springer-Verlag, 1998.

P. Q. Nguyen and J. Stern. Cryptanalysis of the Ajtai-Dwork cryptosystem. In
Proc. of Crypto’98, volume 1462 of LNCS, pages 223-242. TACR, Springer-Verlag,
1998.

P. Q. Nguyen and J. Stern. The Béguin-Quisquater server-aided RSA protocol
from Crypto ’95 is not secure. In Proc. of Asiacrypt’98, volume 1514 of LNCS,
pages 372-379. Springer-Verlag, 1998.

P. Q. Nguyen and J. Stern. The hardness of the hidden subset sum problem
and its cryptographic implications. In Proc. of Crypto’99, volume 1666 of LNCS,
pages 31-46. IACR, Springer-Verlag, 1999.

P. Q. Nguyen and J. Stern. Lattice reduction in cryptology: An update. In Proc.
of ANTS-1V, volume 1838 of LNCS. Springer-Verlag, 2000.

A. M. Odlyzko. The rise and fall of knapsack cryptosystems. In Cryptology
and Computational Number Theory, volume 42 of Proc. of Symposia in Applied
Mathematics, pages 75-88. A.M.S., 1990.

R. L. Rivest, A. Shamir, and L. M. Adleman. A method for obtaining digital signa-
tures and public-key cryptosystems. Communications of the ACM, 21(2):120-126,
1978.

C. P. Schnorr. A hierarchy of polynomial lattice basis reduction algorithms.
Theoretical Computer Science, 53:201-224, 1987.

C. P. Schnorr. A more efficient algorithm for lattice basis reduction. J. of algo-
rithms, 9(1):47-62, 1988.

C. P. Schnorr. Factoring integers and computing discrete logarithms via dio-
phantine approximation. In Proc. of Eurocrypt’91, volume 547 of LNCS, pages
171-181. TACR, Springer-Verlag, 1991.

C. P. Schnorr and M. Euchner. Lattice basis reduction: improved practical algo-
rithms and solving subset sum problems. Math. Programming, 66:181-199, 1994.
C. P. Schnorr and H. H. Horner. Attacking the Chor-Rivest cryptosystem by
improved lattice reduction. In Proc. of Eurocrypt’95, volume 921 of LNCS, pages
1-12. TACR, Springer-Verlag, 1995.

A. Shamir. A polynomial time algorithm for breaking the basic Merkle-Hellman
cryptosystem. In Proc. of 23rd FOCS, pages 145-152. IEEE, 1982.

V. Shoup. Number Theory C++ Library (NTL) version 3.6. Available at
http://www.shoup.net/ntl/|

V. Shoup. OAEP reconsidered. In Proc. of Crypto 2001, LNCS. TACR, Springer-
Verlag, 2001.

I. E. Shparlinski. On the generalized hidden number problem and bit security
of XTR. In Proc. of 14th Symp. on Appl. Algebra, Algebraic Algorithms, and
Error-Correcting Codes, LNCS. Springer-Verlag, 2001.


http://www.di.ens.fr/~pnguyen/
http://www.shoup.net/ntl/

180

130.

131.
132.

133.

134.

135.

136.

137.

Phong Q. Nguyen and Jacques Stern

I. E. Shparlinski. Sparse polynomial approximation in finite fields. In Proc. 33rd
STOC. ACM, 2001.

C. L. Siegel. Lectures on the Geometry of Numbers. Springer-Verlag, 1989.

B. Vallée. La réduction des réseaux. autour de I’algorithme de Lenstra, Lenstra,
Lovdsz. RAIRO Inform. Théor. Appl, 23(3):345-376, 1989.

B. Vallée, M. Girault, and P. Toffin. How to guess ¢-th roots modulo n by re-
ducing lattice bases. In Proc. of AAEEC-6, volume 357 of LNCS, pages 427-442.
Springer-Verlag, 1988.

S. A. Vanstone and R. J. Zuccherato. Short RSA keys and their generation. J.
of Cryptology, 8(2):101-114, 1995.

S. Vaudenay. Cryptanalysis of the Chor-Rivest cryptosystem. In Proc. of
Crypto’98, volume 1462 of LNCS. TACR, Springer-Verlag, 1998.

E. R. Verheul. Certificates of recoverability with scalable recovery agent security.
In Proc. of PKC’00, LNCS. Springer-Verlag, 2000.

M. Wiener. Cryptanalysis of short RSA secret exponents. IEEE Trans. Inform.
Theory, 36(3):553-558, 1990.



A 3-Dimensional Lattice Reduction Algorithm

Igor Semaev

Moscow State University
Laboratory of Mathematical Problems of Cryptology
Vorobievy gori, 119899, Moscow, Russia
semaev@box.ru

Abstract. The aim of this paper is a reduction algorithm for a basis
b1, b2, b3 of a 3-dimensional lattice in R™ for fixed n > 3. We give a defi-
nition of the reduced basis which is equivalent to that of the Minkowski
reduced basis of a 3-dimensional lattice. We prove that for b1, b2, b3 € Z",
n > 3 and |b1], [b2], |b3| < M, our algorithm takes O(log? M) binary oper-
ations, without using fast integer arithmetic, to reduce this basis and so
to find the shortest vector in the lattice. The definition and the algorithm
can be extended to any dimension. Elementary steps of our algorithm
are rather different from those of the LLL-algorithm, which works in
O(log3 M) binary operations without using fast integer arithmetic.
Keywords: 3-dimensional lattice, lattice reduction problem, shortest
vector in a lattice, Gaussian algorithm, LLL-algorithm.

1 Introduction. The Gaussian Reduction Algorithm

Let R™ be n-dimensional space over the field R of real numbers. Let by, bs, . . ., by,
k < n, be linearly independent vectors in R™. A lattice of dimension k in R™ is
the set of vectors

L= {Zlbl + z9by + - + Zkbk‘zz S Z}

The determinant of L is defined by A(L) = | det BB’|'/?, where B is the k x n
matrix whose rows are by,ba,...,b,. For k = n we have A(L) = |det B|. Let
|b| be the Euclidean length of the vector b € R™. By A(L) we denote the length
of a shortest nonzero vector in L. Finding the shortest vector of a lattice given
by some basis is a difficult problem in high dimension. There exists the famous
LLL-algorithm [4] for finding a nonzero b € L such that

b < 2-=D/2\(L).

For L CZ™ (n is fixed) and |b1],|b2], ..., |bx| < M, the LLL-algorithm works in
O(log3 M) binary operations without using fast integer arithmetic. This algo-
rithm performs the following operations:

1. exchanging vectors b; and b; for 7, j such that 1 <+¢,7 < k;
2. replacement of some vector b; by b; — rb; for 4, j such that 1 <4,j <k and
an integer r.

J.H. Silverman (Ed.): CaL.C 2001, LNCS 2146, pp. 181-[193] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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For k = 2 we have the Gaussian reduction algorithm [2]. We say that a pair
a,b e R™ n>2, is reduced if

jal <|o]  and  2|(a,b)| < |af*.

Let b1,by be a basis of some 2-dimensional lattice L, where |ba| < |b1]. We
compute r = | (b1, bs2)/|b2|?| and set @ = by — rbo. (Here |z] denotes the closest
integer to x.) If |a|] > |ba|, then bs is the shortest vector in L and the algorithm
terminates. If |a| < |b2|, then we set b3 = a and apply the above step to the
pair ba, bg, and so on. Thus we get a reduced pair by, a = G(b1, ba), where by is
the shortest vector in L.

Let b1,be € Z™, n > 2 and |bz| < |b1| < M. We suppose the basis is defined
also by integers |b1]2, |b2|?, and (b1, bs). Let us prove that Gaussian reduction

takes O ((1 + log }le) log |b1|> binary operations for fixed n, where b, is the

shortest vector of the lattice spanned by b; and by. So it takes O(log2 M) oper-
ations.

Consider the first step of the Gaussian algorithm. To accomplish this step
one needs to divide (b1, bs) by |b2|?> with remainder. From the Cauchy-Schwarz
inequality it follows |(b1,b2)|/|b2|* < [b1]/|b2|. Then for r = |(b1,b2)/|b2|?] we
have to compute |b3|> and (b3, by) by the formulas

b3|? = |b1]? — 27(by, ba) + 72 |ba|? and (bg, ba) = (b1, b)) — r|ba|.

This takes O ((1 + log %) log |b1 \) binary operations. Generally, the algorithm

takes
- bi—1] |1
0> (1+1log o log |b;_1]| s+log‘b‘ log b1 |
=2

binary operations, where s — 1 is the number of steps. Let us show that s =
0] (1 + log }le)

Let b1, b2 be a nonreduced pair, where |bs| < |b;|. Consider the first step of
the algorithm. It is easy to prove that if | (b1, b2)| > |ba|?, then |b1]? > |b3|?+|b2|%;
and if |(b1,b2)| < |b2|?, then the pair by, b3 is reduced. So if ba, b3 is not reduced,

then |by|? > 2|b3|? and so on. Therefore s = O (1 + log IZH')

The aim of this paper is a reduction algorithm for a basis b1, b, b3 of a 3-
dimensional lattice in R™, n > 3. We give a definition of reduced basis and
prove that for by, be,b3 € Z™, n > 3 and |b1],|b2|, |bs] < M, our algorithm takes
O(log2 M) binary operations, without fast arithmetic, to reduce this basis and
so to find the shortest vector in the lattice. The definition and the algorithm
can be extended to any dimension. Elementary steps of our algorithm are rather
different from those of the LLL-algorithm.

This paper contains four sections besides the introduction. In the second
section, we derive some reduction algorithms based only on Gaussian pairwise
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reduction. Examples show that this algorithm can take O(log3 M) binary opera-
tions and not give the shortest vector in some cases. In the third section, we give
the definition of reduced basis which is equivalent to that of the Minkowski re-
duced basis for a 3-dimensional lattice. We give here a reduction algorithm, but
it is still slow. In the fourth section we derive another reduction algorithm, and
in the fifth section we finish the proof that it takes O(log2 M) binary operations.

There is an algorithm for lattice reduction in dimension 3 due to Vallee [5]. It
is geometric and deals with integer lattices in R®. While this algorithm is based
essentially on the same ideas as ours, its complexity is bounded by

O(u(M)log M) binary operations,

as follows from Theorem 2 of [5], so O(log® M) binary operations without using
fast arithmetic. Here (M) is the cost of a multiplication performed on two
integers of absolute value less than M

Our algorithm can be slightly modified to reduce positive definite ternary
quadratic forms in the same time. Recently a new algorithm for reducing such
forms was derived by Eisenbrand [3]. Tt uses Gauss-Lagarias ideas and takes
O(u(M)loglog M) binary operations, so O((log M)?loglog M) binary opera-
tions without using fast arithmetic. With fast integer multiplication algorithms
it may be faster than ours. But I think our algorithm is more practical for rea-
sonable inputs and it is easy to implement.

Thanks to an anonymous referee for pointing to Vallee’s paper [f], to Eisen-
brand for sharing his paper [3] with me, and to the conference organizers for
arranging for my paper to be retyped in TEX.

2 The Naive Approach

We first prove two useful lemmas.

Lemma 1. Let by, by be linearly independent vectors in R™, n > 2, such that
|b1| < |ba|. Then the inequality 2|(by,b2)| < |b1|? is equivalent to the inequality
|ba 4+ xb1| > |ba| for all integers x.

Proof. The proof of this lemma is obvious.

We denote by €;; the sign of the scalar product (b;, b;). Thus €;; = sgn(b;, b;),
where

1 if >0,
sgn(a) = ¢ -1 ifa <0,
0 if a = 0.

Lemma 2. Let by, by be linearly independent vectors in R™, n > 2. If 15 = 0,
then the pair by, by is reduced; otherwise it is reduced if and only if

|ba — €12b1| > max{|b1], |b2|}. (1)
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Proof. We need prove it only for €15 = —1; that is, we need to prove the inequal-

ity
b2 + b1| > max{|b1], |ba]}. (2)

Let |b1]| < |ba|. Then 2|(by, b2)| < |b1]? is equivalent to
0 < [b1]? = 2[(b1,ba)| = |b2 + ba[* — |bo[?,
which is equivalent to (). Thus the statement is proved.

Definition 1. We say that a basis by, ba, bs of a 3-dimensional lattice L in R™,
n > 3, is 2-reduced if its vectors are pairwise reduced.

Algorithm 1 (Algorithm for 2-Reducing).

Input: A basis by, ba, bs of a 3-dimensional lattice in R™, n > 3.

Output: A 2-reduced basis by, bs,bs of this lattice.

Step 1. (find a nonreduced pair) If b;,b; is not reduced for some i,j € {1,2,3},
then to to Step 2, else terminate.

Step 2. (reduce the pair) FEvaluate a,b = G(b;,b;), replace b;,b; — a,b, and go
to Step 1.

Remark 1. We note that to evaluate the shortest vector, it is not enough to
apply only the Gaussian pairwise reduction algorithm. Consider the basis:

1 V3 1 V3
bl_(1a070)a b2_ <§7Ta0>a b3_ <§a_7a6>a

where § # 0. It is easy to see that
‘b1‘2:|b2|2:1, ‘b3‘2:1+(52,
1 1
(b1,b2) = (b1,b3) = 5, (b2,b3) = — 5.

2 2

Thus the basis is 2-reduced. But
a=b3—by+by= (0,0,(5) and \a| < ‘bl‘, ‘bg‘, ‘b3‘ for 6 < 1.
Remark 2. Algorithm []can take O(log3 M) binary operations to find a 2-reduced
basis for by, b, bs € Z™, n > 3, where |b1], |b2], |b3| < M. This is true for the fol-
lowing basis:
b1:(171a0)7 b2:(N7OaO)7 b3:(07N271)a

where M and N are integers satisfying N? < M.
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3 Definition of Reduced Basis

Definition 2. We say that a basis by, bs, bs of a 3-dimensional lattice L in R™,
n > 3, is reduced if its vectors satisfy

1. |be| < |ba| < [bs];
2. |ba 4+ x1b1| > |ba| and |bs + x2be + x1b1| > |bs| for all integers xy, x.

Thus a reduced basis is 2-reduced. This definition is equivalent to that of
the Minkowski reduced basis as follows from [1]. Thus b; is the shortest nonzero
vector of L. It follows that

ML) = |by] < 2YSA(L)Y3.

Algorithm 2 (Algorithm for Reducing).

Input: Basis vectors by, ba, bs of a 3-dimensional lattice R™, n > 3.

Output: A reduced basis by, bs, bs of this lattice.

Step 1. (find a nonreduced pair) If b;,b; is not reduced for some i,j € {1,2,3},
then go to Step 2, otherwise go to Step 3.

Step 2. (reduce the pair) Evaluate a,b = G(b;,b;), replace b;,b; — a,b, and go
to Step 1.

Step 3. (reduce the basis) If e12€13€23 # —1, then go to Step 4, else evaluate

a = by — €12ba — €13b3.

If |a| < max{|b1], |bz2|, |bs|} = |bi|, then replace b; — a.
Step 4. (order the vectors) Order the vectors by, bs,bs by increasing value of
their norm.

Remark 3. This algorithm uses the previous Algorithm [Il It can take as many
as O(log3 M) binary operations to find a reduced basis for by, b, b3 € Z™, n > 3,
where |b1|, |b2|, |b3| S M.

We are going to prove that Algorithm Plreally finds a reduced basis. We need
only prove the following statements.

Proposition 1. Let by,bs,b3 € R", n > 3, be a 2-reduced basis of some lattice.
Then this basis is reduced or €12€13€23 = —1 and

|b1 — 612b2 — 613[)3‘ < max{\b1|, |b2|, |b3|}
Proposition 2. Let by,bs,b3 € R", n > 3, be a 2-reduced basis of some lattice,
and assume that
\a| < max{|b1\, ‘bg‘, ‘1)3‘} = |bl‘, where a = b1 — 612b2 — 613b3.

Then replacing b; by a and ordering the vectors, we get a reduced basis.
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These two propositions follow from Theorem [Il

Theorem 1. Let by,by,b3 € R™, n > 3, be a 2-reduced basis of some lattice such
that |by| < |ba| < |bs|. If for some integers x1,x2 we have

|bs + 2101 + waba| < |bs], (3)
then
€12€13€23 = —1, r1 = —€13, and Tg = —é€23.
Proof. From @) we get
b1 222 + |bo|?23 + 2(by, b3) w1 + 2(ba, bg)xa + 2(by, ba)w129 < 0. (4)

To prove this theorem we need a lemma.

Lemma 3. If at least one of the last three summands in the lefthand side of (H)
is mon-negative, then this inequality is impossible.

Proof. Let (by,b3)x1 > 0. Then
0> [by[*27 + [bo|*z5 — 2|(ba, bs)wa| — 2|(b1, ba)w172|
> [b1[*a? + [b2[*25 — [b2f? || — [br]*[z122].
This inequality is impossible for |z1| > |z2|. Let |x1| < |22|. Then
(b1 * 1| (Jo2| = |21]) > [b2f*[22| (2] —1).

Hence |z2| — |z1| > |z2| — 1 and |z1] < 1. So 21 = 0. Therefore |bs + x2ba| < |bs].
This contradicts Lemma [I] and the theorem’s condition. Similarly, we consider
the case (ba, b3)xa > 0. Let now (b1, bo)x12e > 0. Then

0 > |b1[%af + |ba|*23 — 2|(ba, bs)a2| — 2|(b1, b3)a1 |
> |br]? (2 — |21]) + [b2* (25 — |22))-
This inequality is impossible for integers 1, x2. Thus the lemma is proved.

Let us prove the theorem. If €15€13¢23 #% —1, then by changing signs of the
vectors by, b, b3, we get

(b1,b2) >0, (b1,b3) >0, (b2,b3) > 0.

According to Lemma Bl the inequality (H), and so @), are impossible. Let
€12€13€23 = —1. Then by changing signs of the vectors b1, ba, b3, we get

(bl, bg) > 0, (bl, b3) > 0, (bg, b3) < 0.

Indeed one can replace by by €12b2 and bs by €13b3. According to (@), we need
consider only the case x1 < 0 and x5 > 0. From (@) it follows that

0> ‘bl‘zl‘% + ‘bg‘zl‘g — Q(bl,bg)ﬂil — 2|(b2,b3)|1‘2 + 2(b1,b2)|1‘1|1‘2
> [b1 2} + [bof?25 — [b1[?[21] — |bol*w2 — [b1[*|21] 2o

2 ‘61‘2(1'% — \xl\ +£L’§ — X9 — |£L'1‘.’E2).
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Hence

2 2 2
] — x|+ a5 —xa — |z1]T2 <0 and (|x1|—x2) + |z1|xe < |z1| 4 22.
The inequality |z1|z1 < |z1|+22 is valid only for |z1] = 1 or z5 = 1. For example,

in the last case 23 — 2|z1| < 0, so |z1| < 1. Therefore 1 = —1 and z3 = 1. We
have in both cases

‘b3 — b1+ bg‘ < ‘b3‘
Finally, for the initial basis we obtain
‘bg — 613b1 — 623b2‘ < ‘bg‘

This completes the proof of Theorem [Il

Let us prove Proposition [Il Suppose that the basis b1, b, b3 is not reduced.
Then €10€13€23 = —1 and the basis b}, b}, b} is also not reduced, where b] = by,
b, = —e19ba, and by = —e13b3. We note that

(b1,05) <0, (b}, b5) <0, (bh,b5) <O0.
Then by Theorem [I]
|+ b + bs| < max{ [by ], [b5], [b5]}-

Proposition [T follows.

Let us prove Proposition[2. It suffices to deal with the case €15 = €13 = €23 =

—1. Let {1,2,3} = {4, 4, k}. Then a = b; + b; + bx,. We note that

(a’ bj)

|b; 1% + (bi, bj) + (b, by)

1

5(\%‘\2 +2(bi, by) + [b5] + 2(br, bj))
>0

for all j with 1 < j < 3, since b;, b; and by, b; are reduced. If the pair a, b; with
j # i is not reduced, then by Lemma [2]

| —bj| = [bi + bi| < max{[al, |bj|} < [bil.
This is a contradiction, since the pair b;, by, is reduced. So b;, by, a is a 2-reduced
basis. Let us show that it is reduced. If this is not the case, then according to
Proposition [,
| = bj — bi| = [bs] < max{[ba], b2, [bs|} < |bi].

This contradiction completes the proof of Proposition 2.
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4 The Algorithm

Algorithm 3 (Algorithm for Reducing).

Input: Basis vectors by, bs,bs of a 3-dimensional lattice in R™, n > 3, ordered
such that |by] < |ba] < |bs|.

Output: A reduced basis by, bs, bs of this lattice.

Step 1. (reduce the pair by, by) FEvaluate a,b = G(by,bs), replace by, by «— a,b.
Step 2. (find a minimum of |bs+ x2ba+2x1b1|) Compute integers x1, 2 such that
|bs + x2bs + x1b1| is minimal. We have |x2 — ya| < 1 and |z1 — y1| < 1, where

(basbs)  (biuba) (bubo) (bi,bs)  (bi,b2) (b, bo)
Yo = — |2 [b2> b2 ]? = — |1 [b1>  b2f? 5)
o (01,ba) (biiby) 7 1 (b1,b2) (b1, b2)
[b1]> [b2]? b1 [baf?

Set a = bg + x9by + x1b1.
Step 3. (replace bs — a) If |a] > |bs|, then terminate, else replace by «— a. Order
b1, b2, bs such that |bi| < |ba] < |bs| and go to Step 1.

Remark 4. We suppose that the basis by, ba, b3 is defined also by numbers

|b1|27 ‘b2‘27 |b3|27 (b17 b2)7 (b17 b3)7 (b27 b3)

We change the numbers in each step when changing the basis.

Remark 5. Definition [2 and Algorithm Bl can be extended to higher dimension.
Generally it is not clear if one could obtain the shortest vector of a lattice in so
doing.

Lemma 4. Let by, be,bs be linearly independent vectors in R™, n > 3, such
that |b1| < |ba| < |b3| and 2|(b1,b2)| < |b1|?. Let x1,29 be integers such that
|bs 4+ x2bg + x1b1| is minimal. If y1 and yo are defined by (B), then

|xe —yo| <1 and |1 —y1| < 1.

Proof. Tt is easy to see that real yi,y2 such that |bs 4+ y2b2 + y1b1] is minimal
are defined by (B). So for integers z1,x2 we have

|b3 + zoby + $1b1|2 = ‘bg ~+ y2bo + y1b1‘2 + ‘(xz - yg)bz + (l‘l — yl)bl\z.
Let |y;] —yi =€ for 1 <i <2, 50 |e| < % By assumption
leaba + €101 | > (22 — y2)b2 + (21 — y1)b1|?.

Hence

0> ((w2 — y2)® — €3) b2l + 2((w2 — y2) (w1 — y1) — €1€2) (b1, b2)
+ ((x1 —1)* = €]) b1 2.
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By assumption 2|(b1, b2)| < |b1]?. Then
0> ((x2—y2)?> =€) |ba|* = (Jz2 —yallzr —y1 |+ lerea]) b1 >+ (21 — 1) —€7) |02 *.

Hence

w

(22 — y2)” — |22 — pallz1 — 11| + (21 —31)” < € + |erea| + €] < 7

since (z2 — y2)? — €3 > 0 for any integer x5 and |ba|? > |b1]?. Tt follows that

le—y1\ 2 3 2 ~ 3
(xz Y2 5 +4|$1 " < 1

Therefore |z1 — y1| < 1. Similarly |z2 — y2| < 1. The lemma is proved.

Lemma 5. Let the basis b1,ba,bs € Z™, n > 3, satisfy the assumptions of
Lemma |Z| Let r be the minimal natural number such that

|(b1,b3)] (b2, b3)]
RAL TS g P20
‘bl‘z A an |b2|2 ST

Then in
T= O((logr +1)log |b3|) binary operations,

one can find y1,y2 with an accuracy of a few digits after the binary point.

Proof. Tt is easy to see that |y;| < O(r), 1 < i < 2. To find y; one computes
integers r1, 73, S1, S2 such that

(b1,b3) = r1|by|* + s1, 0<s1 <[,

(b2, b3) = r2|ba* + s2, 0 < 89 < |ba*
It takes T binary operations since |r1|, |r2| < r. Then one computes integers r3, s3

such that
(b1, b2)re = r3]b1|? + 53, 0<s3<|b|*

This takes T binary operations as well. Thus we find the numerator for y; by

(b1,b3)  (b1,b2) (ba,bs3) S9
- : =71+ 5 — (b1,b — (b1,b2) —5—5
E B TP o~ b — b
S3 S9
Sy B ()2
T~ OB R
=ry—r3+96,

where [J] < . One needs a few digits of d after the binary point. Similarly, one
finds the denommator for y; with an accuracy of O(logr + 1) binary digits. This
takes T binary operations. To find y; one has to again divide with remainder two
numbers. This takes T binary operations also. Similarly we find yo in T binary
operations. The lemma is proved.
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Theorem 2. Let by,bs,b3 € Z™, n > 3, be linearly independent vectors such
b

that |b1| < |ba| < |bs|. Then in O <log % + 1) steps, Algorithm[3 finds a basis
1

1, b5, by which is reduced or satisfies

5] < [b5] < b5 < [bu]  and  2[b5]* < [bs]*.

b
This calculation takes O <(log % + 1) log |b3|) binary operations.
1

We will prove Theorem ] later in Section [l

Corollary 1. Let by, be,bs € Z™, n > 3, satisfying |b1| < |b2| < |bs| be a basis of

some 3-dimensional lattice. Let a be the shortest nonzebro vector in this lattice.
Then Algorithm[3 finds some reduced basis in O (<log % + 1) log |b3|) binary
a

operations.

b
Proof. Form Theorem [2lit follows that the algorithm does s = O (log M + 1)

steps to find a reduced basis. To find a basis b}, b5, by such that o]
BA < (B3] < [5] < fbu]  and 205" < [bsf?,
b
one needs O <(log |b—3‘ + 1) log |bs ) binary operations. To find a basis b7, b5, b
satisfying b
b < Joy] < [bg] < [by]  and  2[b5* < [b?

b/
takes O (<log b_/?)’| + 1) log |b3|) binary operations, and so on. Generally it takes
1

b b pls—Y
O<<s+logﬁ+log@+~~+log|3 | log |bs]

|1 b7 |al
b b, plsY
=0 s+logﬁ+logﬁ+-~-+log‘3 | log |bs|
lal LA Y]

=0 (<log @ + 1) log |b3|)

binary operations. This concludes the proof.

5 Proof of Theorem

We begin with the proof of the following auxiliary proposition.

Theorem 3. Let by, b, bs be linearly independent vectors in R™, n > 3, such
that |b1| S ‘bg‘ S ‘b3‘ and

0 < 2(b1, b) < |baf?, |(b1,b3)| < [ba?, (b2, b3)| < [ba.
Let x1, 22 be integers with

|b3+$2b2+1’1b1| < |b3| (6)
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(a) If (b1,b3) > 0 and (be,bs) > 0, then the integers x1,x2 are defined by
o =—1, -1, =2, 0, -1, 1, 1, -1, -2,
@p=—1, =2, =1, =1, 0, -2, -1, 1, 1,

or if not, then 2|b1|? < |ba|? and 2o = —1.
(b) If (b1,b3) > 0 and (ba,bs) < 0, then the integers x1,xo are defined by

o1 =1,0, -1, -1, -2, =3, -1, —2, -3, —1, -2, —3, —4, —3,
wp=1,1, 0, 1, 1, 1, 2, 2, 2, 3, 3 3 3, 4
or if not, then 2|b1]? < |ba|? and o = 1.
Proof. From (@) it follows that
0 > 22|ba|?> + 22|b1|* + 222(ba, b3) + 221 (b1, b3) + 22122 (b1, b2). (7)
Let us prove (a). If 1 = 0, then
0 > 22|ba|* + 229(b2, b3).
Hence x5 < 0 and
0 > a3|ba|? = 2|aa||ba|* = (25 — 2[a2|)[ba]*.

Therefore xo = —1. Similarly, if zo = 0, then 1 = —1. Let z1,x2 < 0. It follows
from () that
0> (.’E% — 2|£L'2D‘bg‘2 + (.’E% — 2\x1|)\b1\2

Hence 0 > 2% — 2|z2| or 0 > 27 — 2|x1]. In the first case 2 = —1. Then
0> —|b2|2 + (CL’% — 2‘.%1‘)|b1|2

If |x1| > 3, then 2|b1|? < |b2|? and (a) is proved. Thus x; = —1 or z1 = —2. Let
0> 22 — 2|zy|. Then 21 = —1 and

0> (:L'% — 2‘.%2‘)|b2|2 — |b1|2.

Then |z2| < 2,80 33 = —1 or 2 = —2. If 21,23 > 0, then () is impossible. Let
z1 < 0 and 2 > 0. From (@) it follows that

0> 23|bo|* + (27 — |21](2 4 22)) b1

So |z1] < 2 + xa. Since |ba]? > [b1]?, we have x5 = 1. Therefore 71 = —1 or
xz1 = —2. Let 1 > 0 and z3 < 0. From () it follows that

0> (.Ig — 2‘$2|)‘b2‘2 + (1‘% — 1‘1|1‘2D|b1|2.
So 0 > 2% — 2|za| or 0 > 2% — z1|z2|. In the first case x3 = —1. If 21 > 2, then

from

0> —‘bz‘z + (.’E% — 1’1)|b1|2
we have 2|b1|? < |b2]? and (a) is proved. Thus z1 = 1. Let 0 > 2% — 21|32/, so
x1 < |z2]. From |x2| > 2, we have only z3 = —2 and z; = 1. This completes the
proof of the first case of the theorem. The proof of (b) is similar.
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Let by, be, b3 be linearly independent vectors in R™, n > 3, such that |b1] <
|b2| S |b3| Let
M = minz{\bg, + y2bo + y1b1|}~

Y1,Y2€

Corollary 2. Under the conditions of Theorem[3 we have 2|b1|? < |b2|* or one
of the following conditions holds:

(a) If (b1,b3) > 0 and (be,bs) > 0, then
M =1lbs—b1| or M =|bs—0bs] or M =|bs—bs— byl
(b) If 2|(b3, b1)| < |b1]?, then
M = |bs —€azba| or M =|bs — €a3by — €13b1].
(c) If 2|(bs, b2)| < |ba|?, then
M = |bs —ei3b1| or M =|bs — ea3bs — €13b1].
Here €;; = sgn(b;, b;).

Proof. Let 2|b1|? > |ba|?. Consider (a). Let M = |b3 + x2ba + x1b1|. Then z7, 29
are defined by the first case of Theorem Bl We note that

‘b3 —bo —bl‘ < ‘b3 — 2by —bl‘,‘bg, — b —le‘,

|bs — ba| < |bg — ba + b1], |bs — 2b2 + b1,
bg — b1| < |b3 4 ba — b1, |bs + by — 2b1].

Thus (a) is true. The proof of (b) and (c) is similar.

Proof (Outline of the proof of Theorem[d). In Step 1 of the algorithm we reduce
the pair by, ba. So we can consider only the case 2|(by,b2)| < |b1]?. In Step 2 we
find integers x1, x2 such that

a = by + xobg + x1b1 and la| = minZ{\b3+y2b2+y1b1|}.

Y1,Y2€

Using Corollary B, we can reduce the proof to the case |by| < |a|. If |b1| < |be| <
|a|, then the basis by, be, a is reduced. Let |b1| < |a| < |bz|. Hence the pair by, a
is reduced, so 2|(b1,a)| < |b1]%. In Step 2 we find integers x}, x5 such that

a' = by + wha + )by and la’| = min {\bg + yoa + y1b1|}.
Y1,Y2€Z

If |a'| > |al, then the basis b1,a,a’ is reduced. Let |a’| < |a|. We note that if
|(ba,a)| > |a|? then

1 (bz a)
2 2 2 . )
la']? < |by —ral® < E‘bg‘ for r= { al? —‘ .



A 3-Dimensional Lattice Reduction Algorithm 193

By Lemma [B one can find o’ in

b
O((log Ir| + 1) log \53\) =0 <<10g ||a_2| + 1) log |b3|)

binary operations, since |r| < |ba|/|a| by the Cauchy-Schwarz inequality. So the
theorem can be proved in this case easily. Let |(ba, a)| < |a|?. Then by Theorem Bl
and Corollary [2, there exist integers z/, 2%, where |z4| < 1, such that

a” = by +x5a + by and la”| = |a'|.

So |a’| > |a|. This is a contradiction, which completes the proof of the theorem.
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Abstract In this paper we investigate how the complexity of the short-
est vector problem in a lattice A depends on the cycle structure of the
additive group Z"/A. We give a proof that the shortest vector problem is
NP-complete in the max-norm for n-dimensional lattices A where Z" /A
has n —1 cycles. We also give experimental data that show that the LLL
algorithm does not perform significantly better on lattices with a high
number of cycles.

Keywords: Lattices, LLL algorithm, shortest vector problem.

1 Introduction

Lattices were examined already in the middle of the 19th century, at that time
mostly because of their connections to quadratic forms. The interest in algorith-
mic aspects of lattice problems started in the beginning of the 1980s.

In 1981, van Emde Boas [16] showed that finding the lattice point closest to a
given point is NP-hard in /,.-norm for any » > 0. In the following year, Lenstra,
Lenstra and Lovasz [7] published their lattice basis reduction algorithm, which
is guaranteed to find a vector not more than an exponential factor longer than
the shortest vector in polynomial time. This was a great achievement. Schnorr
has improved approximation to a slightly sub-exponential factor [12].

The NP-hardness of the shortest vector problem in Euclidean norm was an
open problem for a long time. It was proven to be NP-hard under random-
ized reductions by Ajtai in 1998 [2]. This result has been improved by several
authors, and the strongest result today by Micciancio 8] is that the shortest
vector problem is NP-hard to approximate within any factor smaller than /2
under randomized reductions. On the other hand, Goldreich and Goldwasser [4]
have showed that this NP-hardness result cannot be extended to /n unless the
polynomial-time hierarchy collapses.

A lattice can be described either by a basis that spans the lattice, or as the
solutions x of a set of modular equations (a;,x) = 0 (mod k;). Lattices can be
classified after the cycle structure of the subgroup Z"/A. The number of cycles
and the lengths of the cycles in this subgroup corresponds to the minimum num-
ber of equations and the moduli of the equations necessary to describe the lattice.
Our main focus will be to investigate whether there is a difference in the complex-
ity of computing short vectors between lattices with different number of cycles.

J.H. Silverman (Ed.): CaLC 2001, LNCS 2146, pp. 194-205] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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In 1996, Ajtai [1] published a paper in which it is shown that a random
lattice from a certain set of lattices is at least as hard as a certain shortest
vector problem in the worst case. This result has been improved in [B]. These
n-dimensional lattices have n/c cycles, whereas a random lattice usually has one
cycle. On the other hand, Schnorr and Paz [11] have shown in a worst-case result
that any lattice can be approximated arbitrarily well by a lattice with one cycle.
Schnorr’s and Paz’s result indicates that the lattices with one cycles are the
hardest, whereas Ajtai’s result gives evidence that also lattices with n/c cycles
are hard (although the problem studied by Ajtai is of a different kind than the
common shortest vector problem). This gives rise to the question on whether or
not lattices with more cycles are easier, or whether the number of cycles is of no
importance to the shortest vector problem.

As far as we know, it has never previously been investigated how the cycle
structure affects the complexity of lattice problems. Except for the lattice created
by Ajtai [I], the previously published reductions that we know about [2/816]
contain no analysis of the cycle structure of the lattices used. We will show that
even for a large number of cycles the shortest vector problem is hard in the
max-norm. We also give experimental data that indicate that the LLL lattice
basis reduction algorithm does not perform significantly better when applied
on lattices with a high number of cycles. However, we still lack a theoretical
explanation for these results.

2 Definitions

A lattice A is the set {d ", \ib; | \; € Z} where the vectors b; € Z" are lin-
early independent. The vectors b;’s are called a basis of the lattice, and the
matrix B with the vectors b;’s as its rows is called a basis matriz for A. By
A(by,ba,...,b,) we mean the lattice spanned by the basis {by,ba,...,b,}.
The determinant of a lattice is defined as det(A) = |det(B)|. The ¢x-norm of
a vector v is defined as ||v|[r = (X1, v,;|’“)1/k. We also define the maz-norm,

loo-norm, as ||v]eo = maxj-, |v;|. We can see that the ¢-norm is the Euclidean
norm. In this report we will mainly consider the f>-norm and the /. ,-norm.
When we leave out the index we mean the /5-norm.

A vector v € A is called a shortest lattice vector if ||v|| > 0 and for every
vector u € A either ||Ju| > ||v]| or |ju|| = 0. Moreover we define the length of a
shortest vector in A as A(A) = ||v||. We define the length of a basis as the length
of the longest vector in the basis.

In the end of the 19th century, Minkowski [10] proved an upper bound on
the length of the shortest vector in a lattice.

Theorem 1 (Minkowski’s Inequality). Let A € Z™ be an n-dimensional
lattice. Then there is a constant vy, so that

AA) < /A (det(A))V/™.
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The least constant -, is called Hermite’s constant of rank n, and it has been
proved that 7, < 2= [5]. It is also known that v, > 5.

An alternative way to describe a lattice is by giving a set of modular equation,
that is, equations of the form (a;,x) = 0 (mod k;), where aj,a,...,a,, are n-
dimensional vectors. Any lattice can be written on this form. We will say that
a lattice described by m modular equations with moduli k1, ks, ..., &k, has m
cycles of lengths k1, ko, . .., kp,, provided that the equations are on as simple form
as possible. More exactly, we demand that the coefficients and the modulus are
relative prime within each equation, and that k;|k; 11,4 =1,2,...,m — 1. If we
construct a lattice by modular equations such that the moduli do not have this
property, we can always combine the equations to become equations of this form,
and this representation is easy to compute.

The Smith normal form of a matrix [14] gives us the relation that the lengths
of the cycles of a lattice is given by the determinant divisors of the basis matrix:

Theorem 2. Let A be a lattice and B its basis matriz. Then the lengths of the
cycles of A, ky, ko, ... k, are given by

where d; is ged of all i-minors of B and dy = 1.

3 Background and Previous Results

3.1 Complexity of Finding Short Vectors

To the best of our knowledge, the first result of NP-hardness of calculating short
vectors in a lattice was published by van Emde Boas in 1981 [16], where it is
proved NP-hard to calculate the shortest vector in ¢,,-norm in a general lattice.
The same problem for the /;-norm was long an open problem, until proven NP-
hard under randomized reductions by Ajtai in 1998 [2]. Micciancio [8] improved
this result by showing that it is NP-hard to approximate the shortest vector
within a factor v/2 — ¢ for any € > 0 under randomized reductions.

3.2 On the Cycle Structure of lattices

We will now state a few theorems on the cycle structure. These are probably
well known, and we will therefore omit the proofs. Please note that some of the
cycle lengths k; mentioned in the theorems may be 1.

Theorem 3. Let A CZ" be a lattice with cycle structure Zy, X Ly, X - -+ X L,
Then the lattice d - A has the cycle structure Zg., X Zd.ky X -+ X L.k, -

n*

The next theorem shows that we can always assume that the shortest cycle
of a lattice has length 1.
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Theorem 4. Let A CZ" be a lattice with cycle structure Zi, X Zj, X - -+ X Z,, ,
where k1 < ki, 1 = 2,...,n. Then A = ky - A', where A" is a lattice with cycle
structure Ly, /iy, X Ly iy X =+ X L,y /sy -

3.3 Previous Results on the Cycle Structure

Paz and Schunorr [1I] have shown the following theorem, which essentially says
that any lattice can be approximated arbitrarily well by a lattice described by a
single modular equation. We will call these lattices cyclic.

Theorem 5. Let A € Z" be a lattice. Then for every ¢ > 0 we can efficiently
construct a linear transformation o @ A — Z" such that oac(A) is a lattice
and for some integer k

1. lu—oac(u)/k| <ellul for allue A,
2. 04(A) has one cycle.

This theorem implies that the cyclic lattices, in some sense, are the hardest
ones in the worst case. If we know a way of finding short vectors in cyclic lattices,
this would give us a method of finding short vectors in any lattice.

The average case/worst case connection described by Ajtai [1], the class of
hard lattices consist of lattices with n/c cycles, where n is the dimension and ¢
some constant.

These first results show that lattices with just one cycle are hard, but the
latter seems to indicate that also lattices with relatively many cycles are hard.
Hence it is natural to investigate the role of the cycle structure in complexity
questions.

4 The LLL Algorithm in Practice

In this section we will give data about the performance of the LLL algorithm in
practice when applied to lattices with different number of cycles. The intention
is to find out whether or not the result of LLL depends on the cycle structure
of the lattice.

In all experiments, version 4.3 of the NTL library [13] was used.

4.1 Construction of Lattice Instances

For the experiments, we need to construct lattices in such a way that we have
control over the number of cycles in the lattices. The idea is to create a set of
linear modular equations and compute the null space of this set of equations.

To create an n-dimensional lattice with m cycles we create an m x n matrix
A and set

A={x]Ax=0 (modq)} .
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The elements of A are given by a shift register generator. In this register we
create a stream of bits using

l

Ti+1 = E AjT5—j mod 2 .
Jj=1

The parameter a = (a1,a2,...,a;) is a constant to be chosen. Solving for the
null space gives us n — m basis vectors. To ensure the basis contains n vectors,
m rows of the matrix ¢I,, are added to the basis.

The dimensions of A determine the cycle structure of the lattice. With m
rows in A, we get a lattice with m cycles of length ¢. To make it possible to
compare the different lattices with each other, they were created in such a way
that their determinants were equal. By Minkowski’s inequality (theorem [), this
implies that the length of a shortest vector has the same upper bound. Also
the expected length of the shortest vector is the same. More precisely, given the
dimension n and the determinant d, the lattices were created as

o= x=0 (ot (7))

where p(z) is the smallest prime equal to or greater than x and A is an m x n
matrix with random entries. Since the determinant is given by the product of the
cycle lengths, we see that all the A, have approximately the same determinant,
which means that it makes sense to compare the results of the LLL algorithm
on them.

An important factor is how the starting point for LLL is chosen. When we
compute the basis matrix from the null space and add m rows of the form gey,
for unit vectors ey, we get a basis where the last rows are much shorter than
the first ones. Micciancio [9] suggests the Hermite Normal Form (HNF) as a
standard representation of a lattice. The HNF can be computed in polynomial
time [I5] and we can easily find an upper bound for the coordinates. The basis
derived from the null space is in already in HNF, and for the results presented
use this basis is used as starting point for LLL.

4.2 Result of the LLL Algorithm

In the experiments, the LLL algorithm was executed with 75-dimensional lattices
created as explained above as input. The algorithm was executed at least four
times for each number of cycles, and the length of the output vector was noted.
The result is given in figures[Il The number of iterations needed by the algorithm
to finish is given in figure

As we can see in figure [l the length of the vector produced by the LLL
algorithm does not seem to depend on the cycle structure of the lattice examined.
From figure 2lit seems that the number of iterations needed by the LLL algorithm
to finish in our experiments decreases with the number of cycles.

Since the starting point for a lattice A of dimension n with m cycles contains
vectors of length ¢ ~ 7%/det(A), we get a better starting point for a higher
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Figure 1. Shortest Vector Found by LLL in 75-Dimensional Lattices with Con-
stant Determinant.
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Figure 2. Number of Iterations as Function of the Number of Cycles for a 75-
Dimensional Lattice.
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number of cycles. Experimental data indicate that once the LLL algorithm has
reached a point where the length of the shortest vector is that of the starting
point for lattice with a higher number of cycles, the progress of the algorithm is
similar for both lattices.

5 Complexity of Computing Short Vectors in a Lattice
with Many Cycles

We will now present an NP-completeness proof for lattices with a maximum
number of cycles. We will prove that even if an n-dimensional lattice has n — 1
cycles the problem of deciding whether there is a vector shorter than a given
length in ¢o.-norm is NP-complete.

The problem that we will discuss is the following:

Definition 1. SVML,, is the problem of finding a short vector in a lattice with
mazimal number of cycles. Let A C Z"™ be a lattice which has n — 1 cycles of
equal length q, and let k € Z. Then (A, k) is a YES-instance if there exists v € A
such that ||v||c <k, and a NO-instance otherwise.

We will prove the following theorem

Theorem 6. SVML, is NP-complete.

Proof. We first note that SVML, is in NP. Given a vector v we can in polyno-
mial time verify that ||v] < k and that v € A by solving the system of linear
equations Bx = v where B is a basis matrix of A and check that x is integral.
This can be done in polynomial time.
Before we continue the proof, we introduce some notation. For any a € R,
define
{a} :=]amod Z| = %g(‘a — k).

Informally, {a} is the distance from a to the closest integer. We also introduce
a related notation for vectors. For any v € R™, define

{{v}} = |Iv mod 2" oc = nfix ({u1}) -

{{v}} can be seen as the distance between v and the closest integral vector,
given that by distance we mean the max-norm.

We prove that SVML,, is NP-hard by reducing from good simultaneous
Diophantine approximation in £.,-norm, GDA ,,, which was proven NP-hard
by Lagarias [6]. GDA is the following problem. Given a vector @ € Q™ and
integers NV and s decide whether there exists an integer ) such that

1<Q<N

and

{{Qa}} <1/s.
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In other words, given a vector of rational numbers, we want to find good approx-
imations to the components of this vector using rationals with a small common
denominator.

We note that we can always assume that « is of the form

o= (32 ).

Should « not be of this form, we can always rewrite all its components using the
least common denominator.
We start by proving that a revision of GDA,, RGDA,, is NP-hard.

Definition 2. RGDA  is the following problem: Given integers s, ¢ and N and
a vector 3 = (kyi,ka,... . k,)/B € Q" where B = N?s(s — 2)4, decide whether
there exists an integer Q) such that

1§Q§N2(s—2)q+g
and
<1 1
{{Qﬁ}}_;er-

Lemma 1. RGDA is NP-hard.

Proof. We reduce GDA , to RGDA .. Let a, N and s be an instance of GDA ..
Assume b is the common denominator of a. Let ¢ be the least integer such that
1/s < ¢/b. Now choose ¢ as the least integer for which

1 1

<
3+N3(s—2)’1

SO

and
(s—2)2>N

and let B = N2s(s—2)9. In other words, we choose ¢ so that there is no multiple
of 1/b in the interval [1/s,1/s+ N/B).
Let the vector
B = (ki,ko,....k,)/B

with integral components k1, ko, ..., k, be such that ||a — || is minimized.
This can be done in polynomial time using ordinary division. It is easy to see
that || — ]| < 1/(2B).

We now define a new vector

8=

! 1 1 1 1 1
"Ns Ns(s—2)""""7"Ns(s—2)4" N2s’ N2s(s —2)" """ N2s(s —2)4 )’

that is, we append some new elements to the vector /'
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We see that 8, N, g and s form an instance of RGDA . Since ¢ is logarithmic
in N, (8 is not more than polynomially larger than «. Also the bit size of the
common denominator does not grow more than polynomially.

We want to prove that @ is a solution of this RGDA , problem if and only
if it is a solution of this original GDA ., problem.

Let @ be a solution of the RGDA , instance. We want to prove that @ also
is a solution of the original GDA problem.

We first prove that @ < N. We know that 1/(Ns) is a component of 3. Since

@ is a solution,
I U S B
Ns| = s 2s(s—2)1°

This implies that either
1
< =
QNs s + 2s(s —2)¢

1 1 1
S TP (R
QNS - (s * 28(3—2)’1)’

which can be rewritten as

or

N

QSN—’_M

or
N

Since @ is integral, these two conditions imply that

Q<N
or
Q> N(s—1).

We also have that m is a component of 3. The corresponding calculations
for this component show that

Q<N(s—2)<N(s—1)
or
Q> N(s—2)(s—1).

We can use the same reasoning for the components 3,41 up to Bn4q+1 (remember
that By4q4+1 =1/ (Ns(s —2)7)), which shows that either

Q<N

or

Q> N(s—2)(s 1)~ 5 .
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We do the same thing with 3,4 4+2 = 1/(N?s), which gives us that either

Q< N?
or
Q> N2(s—2).

Since (s — 2)? > N this implies together with the previous results that @ >
N?(s —2) unless Q < N. Going through the remaining components we finally
get that

Q<N

or
N
Q2N2(8—2)’1(3—1)—5 .
Since we in the definition of the problem stated that @ < N?(s—2)?+ N/2, the
only remaining possibility is that @ < N.

We now prove that {{Qa}} < 1/s. We observe that {{Qa}} = k/b for some
integer k (remember that b is the common denominator of «). We know that
{QF'} < {QB} <1/s+1/(2B). Since the distance between « and 3’ is at most
1/(2B) we can conclude that

HQa}) < ({01} + @55
1 1 1
=5 T ONs(s—2)7 T 2Ns(s —2)s
1 1
B g—’_ Ns(s—2)¢

But, as we just stated, the approximation error in « is always a multiple of 1/b
and since we have chosen ¢ such that 1/s+ 1/(Ns(s —2)?) does not pass a 1/b
boundary, this must indeed be

® | =

{{Qa}t} < -
This concludes the proof that () is a solution of the GDA . instance if it is a
solution of the RGDA ., instance.

Now assume that @Q is a solution of the GDA ., instance. This means that
{Qa} < 1/s and Q < N. We first note that {Q8;} < QB; < Nj; < 1/s for
i=n+1,...,n+ 2q + 2, i.e., the appended components. This means that we
only need to consider 3. We know that ||o — 3’|l < 1/(2B), which means that

{Q8}} < {{Qa}}-q-Q% < é N m

and we can conclude that @ is a solution of the RGDA ,, problem.



204 Marten Trolin

This proves that the reduction is correct. We now turn to the proof of the
NP-hardness of SVML,. We do this by reducing from RGDA . Let 3, N and
s be an instance of RGDA, with g = (%, k—Bz, cee B) We create the lattice
with the following (n 4+ 1) x (n+ 1) matrix as its basis matrix (the basis vectors
are the rows of the matrix)

1/Bki/Bky/B ... ky/B

0 1 0o ... 0
A = 0 0 1 ... 0
0 0 0o ... 1

If we multiply this lattice by B we get an (n + 1)-dimensional integral lattice.
According to theorem [ the lattice B - A has n cycles of length B. This means
that B - A and B/s+ B/(2Ns(s —2)9) is an instance of SVML

We now want to prove that this SVML., instance is a YES instance if and
only if the original RGDA, is a YES instance.

Assume that the SVML,, instance is a YES instance, i.e., there is a ) such

that
1 1

max { @ {{Qﬁ}}} Py P

which implies that
1
{{Qs}} < t NG =2

and
N
Q§N2(s—2)q+3

so @ is a solution of the RGDA , instance.
Assume that the RGDA , instance is a YES instance. Then there is a Q <
N2(s —2)7 + N/2 such that

QB < m .

We can calculate

—_

1

<L -
~ s + 2Ns(s —2)4

1
3
which implies that

max { Q. (@ } < 5 + g0

i.e., the SVML, instance is a YES instance.
This concludes the proof that SVML,, is NP-complete.



The Shortest Vector Problem in Lattices with Many Cycles 205

Acknowledgements

I would like to thank Johan Hastad for valueable feedback and ideas during the
preparation of this paper. I would also like to thank the anonymous referees for
pointing out mistakes and possible improvements.

References

1.

2.

10.

11.

12.

13.

14.

15.

16.

M. Ajtai. Generating Hard Instances of Lattice Problems. Proc. 28th ACM Sym-
posium on Theory of Computing, pages 99-108, 1996.

M. Ajtai. The shortest vector problem in ¢5 is NP-hard for randomized reductions.
Proc. 30th ACM Symposium on the Theory of Computing, pages 10-19, 1998.
J-Y. Cai and A. Nerurkar. An Improved Worst-Case to Average-Case Connection
for Lattice Problems. Proc. 38th IEEE Symposium on Foundations of Computer
Science, pages 468-477, 1997.

O. Goldreich and S. Goldwasser. On the limits of non-approximability of lattice
problems. Journal of Computer and System Sciences, Academic Press, 60(3):540—
563, 2000. Can be obtained from http://www.eccc.uni-trier.de/ecccl
Kabatjanskii and Levenshtein. Bounds for Packings on a Sphere and in Space.
Problems of Information Transmission 14, 1:1-17, 1978.

J.C. Lagarias. The Computational Complexity of Simultanous Diophantine Ap-
proximation Problems. SIAM Journal of Computing, 14:196-209, 1985.

A K. Lenstra, H'W. Lenstra and L. Lovasz. Factoring Polynomials with Rational
Coefficients. Mathematische Annalen 261:515-534, 1982.

D. Micciancio. The Shortest Vector in a Lattice is Hard to Approximate within
Some Counstant. Proc. 39th IEEE Symposium on Foundations of Computer Science,
1998, 92-98.

D. Micciancio. Lattice Based Cryptography: A Global Improvement. Technical
report, Theory of Cryptography Library, 1999. Report 99-05. Can be obtained
from http://eprint.iacr.orgl

H. Minkowski. Uber die positiven quadratischen Formen und iiber kettenbruchDhn-
liche Algorithmen. Crelles Journal fir die Reine und Angewandte Mathematik,
107:278-297, 1891.

A. Paz and C.P. Schnorr. Approximating Integer Lattices by Lattices with Cyclic
Lattice Groups. Automata, languages and programming (Karlsruhe), 1987, 386—
393.

C.P. Schnorr. A Hierarchy of Polynomial Time Lattice Basis Reduction Algorithms.
Theoretical Computer Science, 53:201-224, 1987.

V. Shoup. NTL: A Library for doing Number Theory. Can be obtained from
http://www.shoup.net,

H.J.S. Smith. On Systems of Linear Indeterminate Equations and Congruences.
Philosophical Transactions of the Royal Society of London, 151:293-326, 1861.

A. Storjohann and G. Labahn. Asymptotically Fast Computation of Hermite Nor-
mal Forms of Integer Matrices. ISAAC’96, 1996, 259-266.

P. van Emde Boas. Another NP-complete partition problem and the copm-
lexity of computing short vectors in lattices. Technical Report 81-04. Math-
ematics Department, University of Amsterdam, 1981. Can be obtained from
http://turing.wins.uva.nl/"peter!


http://www.eccc.uni-trier.de/eccc
http://eprint.iacr.org
http://www.shoup.net
http://turing.wins.uva.nl/~peter

Multisequence Synthesis over an Integral
Domain

Li-ping Wang! and Yue-fei Zhu?*

! State Key Laboratory of Information Security, Graduate School
University of Science and Technology of China, Beijing 100039, China
A9000@china.com
2 Department of Network Engineering
Information Engineering University, Zhengzhou 450002, China
zyf0136@sina.com

Abstract. We first give an extension of F'[z]-lattice basis reduction al-
gorithm to the polynomial ring R[x] where F' is a field and R an arbitrary
integral domain. So a new algorithm is presented for synthesizing min-
imum length linear recurrence (or minimal polynomials) for the given
multiple sequences over R. Its computational complexity is O(N 2) mul-
tiplications in R where N is the length of each sequence. A necessary
and sufficient conditions for the uniqueness of minimal polynomials are
given. The set of all minimal polynomials is also described.

1 Introduction

In this paper we investigate the problem of multisequence linear recurrence syn-
thesis over an arbitrary integral domain R. It is of importance in coding the-
ory, cryptography and signal processing field. Fitzpatrick and Norton gave an
algorithm when R is a potential domain, i.e. both R and R[[x]] are unique fac-
torization domains [#]. Lu and Liu presented a method to find shortest linear
recurrence over unique factorization domain by means of Grobner basis theory
[F]. Furthermore, Norton proposed an algorithm over an arbitrary integral do-
main [B. However, the above algorithms are only used to solve the problem of
single-sequence synthesis. By means of F[z]-lattice basis reduction algorithm
[, in [§ we gave a new multisequence synthesis algorithm over a field F'. F[xz]-
lattice basis reduction algorithm can be consider as a generalization of famous
LLL algorithm [, which has been widely used in computational number the-
ory and cryptography. Especially LLL algorithm is often used to attack some
cryptosystems such as knapsack schemes [ and RSA system [E]. Our results
are an application to coding theory and cryptography about F[z]-lattice basis
reduction algorithm. But it fails when applied to an integral domain. In the next
section, we present a R[z]-lattice basis reduction algorithm and some properties
about reduced basis. In Section 3, we give an algorithm to solve this synthesis
problem. Furthermore, we develop a necessary and sufficient conditions for the
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uniqueness of minimal polynomials. When the solution is not unique, we describe
the set of all minimal polynomials.
First we formulate the problem. Let R be an integral domain and a

(a1, ,an) be a sequence with length N over R. A polynomial
d .
q(z) = Zcixl € R[z]
i=0

is an annihilating polynomial of a if
cqar + cg—1akp—1+ -+ coar_q =0 forall k, d <k < N. (1)

A minimal polynomial of a is defined to be an annihilating polynomial with least
degree. Its degree is called the linear complexity of a and indicates the minimum
length of a linear recurrence capable of generating a.

Let a,a® ... a(™ be m sequences over R. A polynomial ¢(z) is an an-
nihilating polynomial of ("), a(?, ... a(™) if ¢(z) is an annihilating polynomial
for each a(”, 1 < i < m. A minimal polynomial of ¢, a® ... (™ is defined
to be an annihilating polynomial with least degree. For brevity,

Ann(a(l), a® ...

) )

a(m))

2) ... gm)

denotes the set of all annihilating polynomials of a(!), a(?), ,alm),
The multisequence synthesis problem of ¢V, a® ... a(™ is to find one of
their minimal polynomials. Throughout the paper, we denote

o = (@ ... gDy

1 3Gy AN

Wherea(-i)GR,forlgigmandlgjgN.

Let ’ -
A=R((z")) = {Z aiz™

1=10

19 € 2, aiGR}.

Obviously A is a formal power-negative series ring. Since R is an integral domain,
then so is A. We define a map

v:A — Z U {o0}
a(z) = ZaiI%'—’ {oo ifa(x) =0

£ min{i|a; # 0} otherwise
1=10

For arbitrary elements a(x),b(z) € A, then v satisfies

1. v(a(x)) = oo if and only if a(x) = 0.
2. v(a(z) - b(x)) = vla(z)) + o(b(z)).
3. v(a(z) + b(x)) > min{v(a(x)), v(b(x))}, with equality if v(a(z)) # v(b(z)).

Therefore we also call v a valuation on A. If a = (a1, ,an), then a(x)

Z;il aj-x77 € Ais the associated formal negative-power series of a. We give a

lemma similar to Lemma 1 [A].
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Lemma 1. Let a D(x),a®(z), - ,a™ (z) be the associated formal negative-
power series of a),a?), ... ,a(m) respectwely, and let q( ) be a polynomial over
R with degree d. Then q(z) € Ann(a™,a®, .. a™) if and only if for each
i, 1 <1 < m, there exists a unique polynomial p;(x) € R[x] such that

v(g() - aix) — ps(@)) > N — d 2)

Lemma 1 reduces the multisequence synthesis problem of a(!),a(®), ... | 4!
to finding a polynomial of least degree satisfying (2), which can be solved by
R[z]-lattice basis reduction algorithm.

m)

2 R[x]-Lattice and Its Reduction Basis Algorithm

In this section we give some properties about R[z]—lattice and an R[x]-lattice
basis reduction algorithm.

Let n be an arbitrary positive integer, then A™ denotes the free A—module
AP - d A with rank n. The standard basis of A™ consists of the elements
e1 = (14,0,---,0), e5 = (0,14,0,---,0), &, = (0,---,0,14), where 14 is the
identity element of A. Apparently 14 = 1g, and so is simply denoted 1 in the
sequel. For any element in A™, we use its coordinates under the standard basis
to represent it and so also call an element in A™ a vector. A subset A of A™ is

an R[x]-lattice if there exists a basis wq, -+ ,w, of A™ such that
A= Awy, - ,wn) :ZR[x}wi . (3)
i=1
In this situation we say that wy,-- - ,w, form a basis for A. Obviously, an R[z]-

lattice may be also defined by a free R[z]-submodule of A™ with rank n. The
determinant d(A) of a lattice A is defined by

d(A) = v(det(wy, -+ ,wy)) - (4)
We define a map on A™, denoted by V.
VA" — Z U {oo}
5= (iCa)iica— | o e
= Wil¥))1<i<n min{v(b;(x))|1 < ¢ < n} otherwise

Let € be a real number with 0 < ¢ < 1 and the length function L : A» — R=0
is given by 8 — € () Besides, we define a projection. For any integer k,
O : A™ — R"
B = (bi(x)1<i<n — (bir)l<icn

where b;(x) = Z;ij(, bijx7, 1 < i < n, and T denotes the transpose of a
matrix.
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Definition 1. A basis wy,- -+ ,w, of a lattice A is reduced if the set
{Qv(wi)(wi) eER"1<i<n}

is R-linearly independent.

Definition 2. A subset of a lattice is a sublattice if itself is also a lattice with
rank n.

Lemma 2. Let B € Mat, (R), then the rows (columns) of B are R-linearly
independent if and only if its determinant |B| # 0.

Proof. Let K be the quotient field of the integral domain R. Then |B| # 0 over
K if and only if the rows (columns) of B are K-linearly independent. Since R is
an integral domain, the rows (columns) of B are R-linearly independent if and
only if they are K- linearly independent. In addition, |B| # 0 over R if and only
if | B| # 0 over K. Hence the conclusion is proved. O

Lemma 3. Let wy, -+ ,w, be a basis of a lattice A and

n

Alwr, -+ wn) = d(A) =D V(wi) - (5)

i=1

Then A(wi, -+ ,wpn) > 0. The equality holds if and only if the basis w1, -+ ,wp
is reduced.

Proof. We use the notation
wi = Oy () (wi)a ™) 4 - (i=1,---,n) . (6)
So we have

det(wla e ,Wn) = I7(V(w1)+.“+V(wn))det(9V(UJ1)(wl)a e aQV(UJn) (wn)) + e
(7)
where - - - at the right indicates terms with z~! raised to exponents larger than
V(w1) 4+ V(wy). Thus d(A) > > | V(w;). By Lemma 2, the equality holds
if and only if the basis w1, - - ,w, is reduced. a

Lemma 4. Let wy, -+ ,w, be a basis of a lattice A and u; € R*, for all 1,
1 <i<n, where R* denotes R/{0}. Then

1. uwwy, -+, upwy are also a basis of A™.
2. The lattice A(uwi, -, unwy) is a sublattice of lattice A(wr,- - ,wy,) and
Aluwi, -+ s upwp) = Alwi, -+ - ,wy) if and only if urug - - - uy, is a unit in R.

3. d(A(urwi, -+ upwy)) = d(A(wy, -+ -, wp)).

Proof. Properties 1. and 2. are easily obtained. As to 3., it follows from the
identity det(ujw, -+, Upwn) = U1 - - - Uy det(wy, -+, wp). m|

We give an algorithm as follows.
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Algorithm 1
Input: wy, - ,w, are a basis of a lattice and set (¢1,- -+, dp) 1= (W1, ,Wn).
Output: a reduced basis for some sublattice of a lattice A(w1, -+ ,wp).

1. For i := 1 to n do begin Set u; := 1 end;
2. Set A:=d(A)— Y1, V(¢;) and r:=0;
3. While A > 0 Do begin

— Setr:=r+1;

— Put

(¢1’ T ’(rbn) = (¢p(1), T ?¢p(n))

(ula e ,Un) = (up(l)a e aup(n))a

where some permutation p € S,, such that V(¢1) > --- > V(oy);

= Set M := (Ov(g,)(¢1), -+ Ov(s,)(Pn));
— (reduction step) Find a nonzero solution (ci,---,c,)? of the equation

system Mz = 0 and determine j such that 2<j <mn,c; #0and ¢; =0
for ¢ > 7, and so set

j—1
¢; =c;0; + Zcixv(¢i)7v(¢j) ~¢; and  uj = cjuy;
i=1

— Set A:=d(A) -0, V(i)
end;
4. Output r,uq, -+, u, and @1, -+, Op.

Remark 1.

1. By algorithm 1, we get a reduced basis for a sublattice A(ujwsy, - -, upwy,) of
lattice A(w1, -+ ,wp), where uq, -+ , u, are the output. Therefore it possibly
is not a basis of the lattice A(wsy,---,wy,). Especially if R is a finite field, it
is also a reduced basis of lattice A(w1, - ,wy) by Lemma 4.

2. We define

Y {(d1, -, n)|@1, -+, dn are a basis in Algorithm 1} — Z

(61, bn) — d(A(D1,- -, b)) — _ZV(@-)

Assume ¢1,-- -, ¢, are a current basis for a sublattice A(uiws, -+, upwy)
yielded at the beginning of the each while-loop. By Lemma 4, we know

d(A(pr, -+, ¢n)) = d(A(w, -+, wn)).

Thus in Algorithm 1 the value A strictly decreases and A = 0 implies
o1, , ¢ becomes reduced by Lemma 3. So the algorithm terminates after
at most Y(wy, -+ ,wy,) steps.



Multisequence Synthesis over an Integral Domain 211

3. In Algorithm 1, we have to find a solution of the equation system Mz = 0
over R. We solve it over K, where K is the quotient field of R. Thus we get
a solution in R by multiplying denominators.

In the following discussion we develop some properties about reduced basis.
To simplify mathematical expressions, we denote m,, the n—th component of a
vector in R™, Lef(f(x)) the leading coefficient of f(x) and degf(z) the degree of
f(x). Define degf(z) = —o0 if f(z) =0. Let wy, -+ ,wy, be a reduced basis of a
lattice A and V(wy) > -+ > V(wy,). If any vector 8 € A(wr, -+ ,wy), then B is a
linear combination 5 = fi(x)wy +- - -+ fn(z)wy, with fi(x) € Rlz] for 1 <i < n.
Set

di = deg(fi(z)),
& = Lef (fi(a)),
d(B) = min{V (w;) — d;|1 < i <n},
I(B) ={i 1 <i<n,V(w)—di =d(B)}
Since the following proofs are similar to those in [{], we omit them here.

Lemma 5. With above notation, then d(5) = V(5).

Lemma 6. With above notation, if V(B) > V(wi) with some t, 1 <t < n, then
filx) == fu(z) =0.

Note 1. Especially in the case t = 1, we know 3 = 0, i.e. w; is a shortest length
vector in all non-zero vectors of A according to Lemma 6.

Theorem 1. Let wy, - ,wy, be a reduced basis of a lattice A with V(wy) > -+ >
V(wn) and
S(A) ={B € Alwr,- -+ ,wn)| T(Ov(5)(B)) # 0} . (8)

Let s satisfy 1 < s <n, ws € S(A) and w; ¢ S(A) for j < s. Then ws is a
vector with shortest length in S(A).

3 Multisequence Synthesis Algorithm

In this section we present a multisequence synthesis algorithm based on the above
RJ[z]-lattice basis reduction algorithm. Furthermore, we consider the uniqueness
of minimal polynomials.

Let a((x), 1 <14 < m, be the associated formal negative-power series of the
sequences a'®. We construct m + 1 vectors in A™*! and set

€1 = (71a0a e ’O)m+1a

€m = (Oa e aOa 71’ O)m+1,
Q= (a(l)(x)’ e ’a(m) (I)a IiN?l)TTH*l'
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Obviously e, -+, em, a are A-linearly independent. Therefore they span an
R[z]-lattice A with rank m + 1. In detail,

Aerseo ) = {alo) a+zpz Jol i(a).ate) € Rlal.1 < < m).

Then we have d(A) = N + 1. Set

N =58(Ale1, -, em,a)).
I'=Amn(a®,a® ... a™),

For any ¢(z) € I, it follows from Lemma 1 that for each 4,1 < i < m, there
exists a unique polynomial p;(z) € R[z] such that v(¢(z)-a;(z) —pi(x)) > N —d,
where d is the degree of ¢(z). However, v(g(x) -2~ (N*+D) = N 4+ 1 — d and hence
we obtain a unique vector 3 in 2. Write

B=(q(x)-aM (@) = pr(x),- - q(z) - ™ (@) = pm(), g(x) - 2= D).

So a map ¢ : I' — 2 is well defined by ¢(z) — (. Define two natural total
orderings, i.e. {2 is ordered by length of a vector and I" by degree of a polynomial.

Theorem 2. The map ¢ : I' — (2 is an order-preserving bijection.

The proof of Theorem 2 is omitted because of the similarity to Theorem 2 [H].
By means of Algorithm 1, we get a reduced basis wy, - -+, w1 for the sub-
lattice A(uqeq, - - - ,umem,umﬂa) of a lattice A(e1, - -, em,a) with V(wy) >
- > V(wm+1), where ug, -+, U4 is the output. Let s satisfy 1 < s <m +1,
7rm+1(0V(ws (ws)) # 0 and 7rm+1(9V( ) (wi)) =0, for i < s. From Theorem 1, we
know wj; is a vector with shortest length in S(A(uier, -, Umem, Umt1)). For
convenience, set S = S(A(uier, -, Um€m, Umt1)). Furthermore we have:

Theorem 3. The vector ws is also a vector with shortest length in (2.

Proof. Let 3 be a vector in {2 with shortest length. It is obvious that V(ws) >
V(B). Setting v = uy - - - um410, then v is in S and V(y) = V(8). Thus V(v) >
V(ws) and so V(ws) = V(6). O

By Theorem 2, there is a one-to-one correspondence between annihilating
polynomials in I" and vectors in {2. We get a reduced basis wi,- -, wp41 of
the lattice A(uier, -, Um€m, Um+1a) by Algorithm 1. It easily follows from
Theorem 3 that w; is also a vector with shortest length in {2 and hence ¢! (wy) is
a minimal polynomial of ¢, a(?), ... a("™). The above ideas lead to Algorithm 2.

Algorithm 2
Input: m sequences a®, a® ... a(™ each of length N, over R.
Output: a minimal polynomial of a® a(z), AGON
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1. Compute the associated formal negative-power series, i.e.
N .
= Zay)xﬂ, 1<i<m;

Set n:=m+1and wy :=e1, " ,Wn-1:= €m,Wn = ;
Execute Algorithm 1 and output r, uy, -+, u, and ¢1,- -, dy.
Let s satisfy 1 < s < n and m,(0y (4,)(¢s)) # 0;

Compute ¢(z) := ¢~ !(¢s) and OUtPUt q(x).

R ol

Remark 2. 1t takes at most N reduction steps according to Remark 1. And in
each reduction step at most N multiplications in R are needed. So the compu-
tational complexity is O(N?) operations in R.

We know r is the total number of the reduction steps. Let each k, 0 < k < r,
be a superscript number such that the basis

k k k
wg )’wé )"” ’wgnll

for some sublattice denotes the current basis yielded in the k-th while-loop.

Analogous to Lemma 4 [i], we also have:

Lemma 7. Assume 0 < k < r. Then the set
{Qv(wgk))(wgk))\l <i<m+ 1}

is R-linearly dependent, but there exist m vectors in it which are R-linearly
independent and their m + 1-th components are 0.

From Lemma 7, we easily get the following Lemma.

Lemma 8. Let wi,wa, -+ ,wm+t1 be a reduced basis for the sublattice
Aluger, -, Umem, Um41Q)

by Algorithm 1. Then there is a unique integer s such that 1 < s < m+1 and
Tmt1(0v (w,) (Ws)) # 0.

The subsequent discussion is devoted to the uniqueness about minimal poly-
nomials. Recall that a,b € R* are associates if there is a unit v € R* such that
a = ub. This defines an equivalence relation: [b] denotes the class of associates of
b € R* and [R*] denotes the set of associate classes of R*. Therefore, two poly-
nomials f1(z) and fo(z) are equivalent if and only if there exists a unit v € R*
such that fi(z) = ufa(x). The vectors 5, v € A(e1, -, em, ) are equivalent if
and only if 8 = wy, where u is a unit in R. From now on we take the equivalent
elements as one.
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Theorem 4. Let wi,ws, -+ ,wm+1 be a reduced basis of the sublattice

Aluger, -, Um€m, Um41Q)

by Algorithm 1 and V(wy) > -+ > V(wmy1). Write ¢ = Lef (o Hws)), where s
is defined same as in Lemma 8. Then the shortest length vector in S is unique
if and only if s =1, V(w1) > V(w2) and the equation cx = b with any element
b€ R* and [b] # [c] has no solution in R.

Proof. Suppose a vector 8 € S with V(8) = V(w1). Then § is a linear combi-
nation 8 = f1(z)w1 + -+ + frnt1 (@)wme1 with fi(z) € R[z] for 1 <i<m+ 1.
Since V(8) > V(w2), we have fa(z) = -+ = fmy1(x) = 0 according to Lemma
6 and 0 = fi(x) - w1. Because of V(8) = V(w1), we know fi(x) = a € R*. Let
b =Lcf(¢~1(8)), then b = ac and so [b] = [c]. Thus a is a unit in R and 3 and
ws belong to same equivalent class, i.e. the shortest length vector in S is unique.
Conversely, suppose s # 1. Setting 3 = zV @)=V + w,, then § € S,
V(B) = V(ws) and Lef(p™1(8)) = c. Since 8 # ws, then o7 1(B) # ¢ Hws),
a contradiction to the uniqueness. Suppose s = 1 and V(w;) = V(wz). From
Lemma 8, we know wy ¢ S. Putting f = w; +ws, then g € S, V(8) = V(w;1) and
Lef(o™1(B)) = ¢. But 8 # wy and ¢~ 1(8) # ¢ !(w1), which also contradicts
with the uniqueness. Suppose there exists b € R* and [b] # [¢] such that the
equation cx = b has a solution in R. Setting 8 = bwi, then V(8) = V(w1), but

0 and wy are not same equivalent class. a
Theorem 5. Let wi,ws, -+ ,wm+1 be a reduced basis of the sublattice
Aluger, -, Um€m, Um41Q)

by Algorithm 1 and V (w1) > -+ > V(wms1). Writec = Lef (97 H(ws)), where s is
defined same as in Lemma 8. Then the minimal polynomial of a,a®), ...  a(™)
is unique if and only if s =1, V(w1) > V(w2) , the equation cx = b with any
element b € [R*] and [b] # [c] has no solution in R and uy - ug - - - U1 @S a unit

in R.

Proof. Since S C (2, it suffices to show the shortest length vector in (2 is unique
if and only if the shortest length vector in S is unique and uj---up,y1 is a
unit in R from Theorem 2, Theorem 3 and Theorem 4. Suppose uj - - - U1
is not a unit in R. Then wu; - - - um+1ws and w, are not same equivalent class, a
contradiction to the uniqueness. Conversely, Suppose there exists a vector 5 € {2
and 3 # uws, for all v is a unit in R. Then uy - - - w108 € S, also a contradiction
to the uniqueness of the shortest vector in S. a

Theorem 6. Let wi,ws, - ,wm+1 be a reduced basis of the sublattice

Aluger, -, Umem, Um41Q)
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by Algorithm 1 and V(w1) > -+ > V(wm+1). Assume
Viws) =V(wss1) = = V(w) > V(wit1),

where s is defined same as the above and s <t < m+ 1. Then the set W which
contains all shortest length vectors in S is
deg(fi) < V(wi) = V(ws)
a1 . filz) € R[z] forall 1<i<s—1
W = Zfl(x)wl + csws + Z cjwj | ¢j runs all of R
=1 j=s+1 S+1§j§t

csc runs all of [RY]

Proof. Assume (3 is a vector in S with shortest length. Then [ is a linear com-
bination

B = filx)wr+- + fns1(@)wm1

with f;(z) € Rlz] for 1 <i<m+ 1. Since V(5) = V(ws) > V(wiy1), we have
fiyr(z) == frnqa(z) =0

by Lemma 6 and d(3) = V(8) by Lemma 5. If 1 <i < s — 1, we have

V(wi) — deg(fi(z)) > d(B) =V (ws).
If s < i <t, we obtain

V(wi) — deg(fi(z)) > d(B) =V (ws).
Thus deg(f;(x)) = 0 and so write

ﬂ = fl(x)wl +"'+fsfl(x)wsfl + csws + -+ -+ crwy

with ¢; € R for all ¢, s <1 < t. Setting

t

w=f1(z)w; + -+ feo1(x)ws—1 and U= Z CjW;j,
j=s+1

it follows that csc € [R*] from

Tm+1(0v(5)(B8)) # 0,  Tmi1(Ovw)(w)) =0, and  mpp1 (Ov(w)(u)) = 0.
Conversely, for any vector 8 € W, then V() = V(ws) and 8 € S. O

Corollary 1. The set U of all shortest length vectors in {2 is given by
U={f¢€ui - umt18 =, where runs all W}

From Corollary 1 and Theorem 2 we easily get all minimal polynomials of

aD,q® ... q(m),

Note 2. If R is a finite field, for any element b € R*, then [b] = [1] and so there
are no such equation cx = b with ¢ =Lcf(¢ 1 (ws)) and [¢] # [b]. Therefore our
results are in accord with those in [5].
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4 An Example

In this section a concrete example is presented.

Given a(Y) = (1,-2,0,4, —4) and a® = (0,1, -1, —1, 3) two sequences over
integers ring Z. Find a minimal polynomial.

First we calculate the formal-negative series of a(!) and a(®, i.e.,

aV (@) =2t 2072 440 — 427"

aP@)=a"? -2 — 274+ 3270,

)

Setting
wy = (aV(z),aP(z),27%), wy=(~1,0,0), and ws=(0,—1,0),
we have
V(w) =1, V(wz) =V(ws) =0, A5,
O (@) (@1) = (1,0,0)", Oy () (w2) = (=1,0,0)", Oy (ug)(ws) = (0,-1,0)".

Putting M «— (v (w,)(w1), -+, Oy (wy)(w3)), then (1,1,0)7 is a solution of the
equation system Mx = 0 and so set

Wy — wy + 2wy = (=227 44273 — o4zt — 272 — 273 4 307, 7).
Thus

Viw) =1, V(wz)=1,V(w3) =0, A4,
QV(UA)(wl) = (1’ 0, O)T’ QV(wz)(WQ) = (72’ 1, O)T’ QV(wg)(wi’)) = (Oa -1, O)T

Then (2,1,1)7 is a solution of new equation system Mx = 0 and so set

w3 — w3 + Tws + 2xw

= (4o '+ 4r? 4403 -8 a7 =322 a3+ 6t a7t 2270,
We get

V(wl) = 1a V(WZ) = 15 V(WS) = 1a A — 3a
QV(UA)(wl) = (1’ 0, O)T’ QV(wz)(WQ) = (72’ 1, O)T’ QV(wg)(wi’)) = (74a 1, O)T

Thus (2, —1,1)T is a solution of Mz = 0 and hence set

—4 —4

w3 —ws —wy + 2wy = (dx ™ =875 x4 627 27 + 275 + 227F).

‘We obtain
V(wl) = 1a V(WZ) = 15 V(WS) = 4a A «— 0.

So that we get a reduced basis and ¢(z) = 2% + z + 2 is a minimal polynomial.
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5 Conclusion

When applied to single sequence synthesis, we can derive an algorithm equivalent

to Norton algorithm [d]. Because of space limitations, we omit it in this paper.
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